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1. MACHOPT PABOYEM ITPOT'PAMMBI
HNPO®ECCHUOHAJIBHOI'O MO YJIA
IIM.03 IxcmiryaTanus 00beKTOB ceTeBOil HHPPACTPYKTYPbI

1.1. O6sa1acTh NPUMEHEHUs] IPOTrPAMMbI

PabGouass mporpamma mnpo(dhecCHOHATFHOTO MOAYNS SIBISETCS YacCThIO OCHOBHOM
npodeccuoHanpHOM  00pa3oBaTeNbHON  MporpamMmbl  (IPOrpaMMbl  MOATOTOBKH
CHEIUAINCTOB CPEJIHEr0 3BeHa) B COOTBETCTBUU ¢ DenepanbHbIM TroCy/1apCTBEHHBIM
o0pa3oBaTeNbHBIM CTAHJIAPTOM  CPEIHEro MPOQPECCHOHAIBHOIO O0pa30BaHUs IO
cnermanbHocTu 09.02.02. KommbloTepHble ceTd / yKpyHMHEHHas Tpymma mnpodeccui,
cnenuanbHocTe! u Hampabienuit noaroroBku (YI'C) 09.00.00 HNudopmartuka u
BBIYMCIIUTENbHAS TEXHHWKAa B YacCTH OCBOEHHUS OCHOBHOTO BHAAa NPO(ECCHOHATBHOMN
NEATEIIbHOCTH DKCrutyaramnus 00BEKTOB CeTeBOMl  MH(MPACTPYKTYpPHI 151
COOTBETCTBYIOIIUX NPO(ECCHOHATBHBIX KOMITETEHIIUNA:

I[IK 3.1. VYcranaBniuBaTh, HacTpauBaTh, SKCILUIyaTUpPOBaTb U OOCIYKUBATb
TEXHUYECKUE U IIPOrPaMMHO-AIIIapaTHbIE CPEACTBA KOMIIBIOTEPHBIX CETEH;

[IK 3.2. IlpoBoauth mnpoduiakTuyeckue padoTbl Ha OOBEKTaX CETEBOM
UHOPACTPYKTYPHI U pabOYUX CTAHIIUSX;

1K 3.3. Dkcmnyaranus CeTeBbIX KOH(DUTYpaLnii;

IIK 3.4. YuacTBOBaTh B pa3pabOTKE CXEMbl MOCJICaBAPUUHOIO BOCCTAHOBJICHUS
paboTOCIIOCOOHOCTH KOMIBIOTEPHOM CETH, BBIMOJHATH BOCCTAHOBIEHUE U PE3EPBHOE
KOIMpOBaHUE MH(GOPMAIIHH;

IIK 3.5. Opranu3oBblBaTb HHBEHTAPU3ALUIO0 TEXHUYECKUX CPEACTB CETEBOM
UHQPACTPYKTYPBl, OCYILECTBIATH KOHTPOJIb 000PYA0BaHUs MIOCIIE €T0 PEMOHTA;

I[IK 3.6. BbINONHATE 3aMEHYy pacXOAHBIX MATEPUAIOB W MEJKUIl pPEMOHT
nepudepuitHoro  000pYyOBaHUs, ONPENENATh  ycTapeBllee 000pyIOBaHHE U
IPOrpaMMHBIE CPEICTBA CETEBOM MH(PACTPYKTYPHI.

1.2. deau u 3aaa4u MOaYJIsl — TPeOOBAHUA K Pe3yJIbTATAM OCBOCHHMS MOAYJIS
C uenplo OBJaJEHUS YKa3aHHBIM BHUJIOM MPO(ECCHOHANBHON NEATENbHOCTH U
COOTBETCTBYIOIIUMHU MPO(EeCcCHOHATBHBIMU KOMIIETEHUUSIMUA OOyYaroluiics B XOJ€
OCBOEHUS MPOPECCUOHATBLHOIO MOIYJIS JOJIKEH:
UMeTh MPAKTHYECKUI ONBIT:

— 00CTy)XUBaHUs CETEBON MHPPACTPYKTYPHI, BOCCTAHOBJICHHUS PAOOTOCTIOCOOHOCTH
CETH II0CJIE COOSI;

— yIaJAEHHOTO AaJMUHUCTPUPOBAHMS U BOCCTAHOBJICHMUS PabOTOCIOCOOHOCTH
ceTeBor HHPPACTPYKTYPHI;

— opraHuzanum 6ecriepe0orHOo paboThl CUCTEMBI IO PE3EPBHOMY KOMUPOBAHUIO U
BOCCTAHOBJICHHIO MH(OpMAIIHH;



— MOJAJEPKKHU TMOJIb30BaTelIe CeTH, HACTPOMKH ammapaTHOrO U MPOrPaMMHOTO
obecrieyeHns ceTeBoil HUHQPACTPYKTYpHI;
yMeThb:

— BBINOJHATH MOHHUTOPMHT W aHaJIW3 pabOThl JIOKAIBHOM CETH C TOMOIIBIO
IPOrpaMMHO-aIMaPAaTHBIX CPEJICTB;

— HCTIOJIb30BaTh CXEMbI MOCIEaBapUMHOTO BOCCTAHOBIEHHUS PabOTOCIOCOOHOCTH
CEeTH, HKCIUTYaTUPOBATh TEXHUYECKUE CPEJICTBA CETEBON MHPPACTPYKTYPHI;

— OCYIIECTBIISITh JUATHOCTUKY U MTOMCK HEMCIIPABHOCTEN TEXHUYECKUX CPEJICTB;

— BBINOJHATH JEHCTBUS MO YCTPAaHEHHIO HEHCIIPABHOCTEW B YaCTH, KacalolIencs
MIOJTHOMOYUI TEXHUKA;

— TECTUPOBATH KaOeIu U KOMMYHUKAIIMOHHBIE YCTPOICTBA;

— BBITIOJIHATD 3aMEHY PACXOJHBIX MaTEpPHUaJIOB M MEJIKHA PEMOHT MepUpEpUHOTO
000Opy1I0BaHUS;

— MPaBUIBHO OPOPMIISITh TEXHUUECKYIO TOKYMEHTAIIHIO;

— Ha0droAaTh 3a TpadUKOM, BBINOJNHATH OMEpPAlMU PE3EPBHOTO KOMUPOBAHUS U
BOCCTAHOBJICHUSI IaHHBIX;

— YCTaHaBJIMBATh, TECTHUPOBATh M SKCILUTyaTUPOBAaThb HWH(OPMALMOHHBIE CUCTEMBbI
COIJIACHO TEXHUYECKON JOKYMEHTAIMH, 00eCIIeUrBaTh AHTUBUPYCHYIO 3aLIUTY;
3HATh:

— apXHUTEKTYpy M (QYHKIIMH CHUCTEM YIIPABICHUS CETSIMHU, CTaHIApThl CHUCTEM
yIpaBJICHHUS;

— 3a/1a4¥ YIPABJICHUS: aHAIIW3 MPOU3BOIUTEIEHOCTH U HAJEKHOCTH, YIPaBJICHUE
0e30macHOCThIO, YUET Tpaduka, yrpaBiieHne KOHDUTypaInei;

— CcpeAcTBa MOHUTOPHHIA U aHAJIM3a JOKAJIbHBIX CETeH;

— KJIaccu(UKalMo perjaMeHTOB, MOPSAAOK TEXHUYECKUX OCMOTPOB, MPOBEPOK U
popUIAKTHIECKUX PadOT;

— TpaBWJIa SKCIUTyaTallii TEXHUIECKUX CPENICTB CETEBOM MHPPACTPYKTYPHI,

— pacHmMpeHue CTPYKTYpbl, METOJAbI M CpPEICTBAa UArHOCTUKU HEUCIIPaBHOCTEH
TEXHUUYECKUX CPEACTB U CETEBON MH(PPACTPYKTYpHI;

— METOJAbl YCTPAaHEHHUS HEHCIPAaBHOCTEH B TEXHUUYECKHUX CPEACTBAX, CXEMBbI
MOCJICaBapUMHOTO BOCCTAHOBJIEHHUS pPaOOTOCIIOCOOHOCTH CETH, TEXHUYECKYI0 U
IPOEKTHYIO JTOKYMEHTAIIMIO, CIIOCOOBI PE3EPBHOIO KOMUPOBAHUS JTAaHHBIX, MPUHIUIIBI
paboThl XpaHWIIUIL IAHHBIX;

— OCHOBHBIC TIOHATHS WH(POPMAIMOHHBIX CHUCTEM, XU3HEHHBIA IUKJ, MPOOIEMBI
oOecrieyeHusi TEXHOJIOru4eckoil Oe3onacHocTd uHPopManuoHHbIX cuctem (MC),
TpeOOBaHUS K AapXUTEKType HH(POPMAIMOHHBIX CHCTEM M WX KOMIIOHEHTaM st
oOecniedyeHnss 0€30MacHOCTH (PYHKIIMOHUPOBAHHUS, ONEPATUBHBIE METOJbI MOBBIIICHHUS
Oe3omacHoCcTH (PYHKIIMOHUPOBAHUS MPOTPAMMHBIX CPEICTB U 0a3 TaHHBIX;

— OCHOBHBIE TpeOOBaHMS K CPEACTBAM W BUIAM TECTUPOBAHUS AJIS ONpPEACTICHUS
TEXHOJIOTHYECKON 0€30MacHOCTH HH(OPMALIMOHHBIX CUCTEM.



1.3. PexoMeHnayemoe  KOJMYECTBO YacOB HAa  OCBOEHHME  IPOrpaMMbl
npo¢ecCuHOHAIBLHOI0 MOXYJISA:

Bcero 720 yacos, B TOM 4HcCIeE:

MaKCUMAaJIbHOM y4eOHOM Harpy3ku oOyuaromierocs — 468 wyacoB, BKJIIOYas:
00s3aTEIPHON  ayJIUTOPHOM y4eOHOW Harpy3ku oOydaromerocsi — 306 yacos,
CaMOCTOSITENbHOM paboThl oOy4aromierocs — 162 vaca;

yueOHO U POU3BOACTBEHHOM MPAKTUKHN — 252 yaca.



2. PE3YJIbTATBI OCBOEHUSA NTPOPECCUOHAJBHOI'O MOAYJIA

Pe3ynbraroMm OCBOEHHS MporpamMmsl MPO(ECCHOHAIBHOTO MOIYJIA SIBISIETCA
OBJIaZIcHHE O0YUYaIOIIMMUCS BUAOM MPOPECCHOHATBHOMN IEATEIbHOCTH «JKCILTyaTalus
OOBEKTOB CETeBOW HMHPPACTPYKTYypb», B ToM uucie npodeccruonanbasiMu ([1K) u
obuumu (OK) KoMITeTeHITUSAMH:

Kon HaumenoBanue pe3yjbrara 00y4yeHus
0K 3.1 VYcraHnaBnuBaTh, HacTpauBaTh, OKCIUIyaTUpPOBAaTb M OOCIYKUBATh
| TexHMYECKHE U POrPAMMHO-AIIIAPaTHBIE CPEICTBA KOMITBIOTEPHBIX CETel
K 3.2 [IpoBomuTe  mpodumakTHueckue paboTbl Ha  OOBEKTaX  CETEeBOU

UHOPACTPYKTYPHI U pabOYUX CTAHIIUSIX

[IK 3.3 | OkcmutyaTaiusi CeTeBbIX KOH(PUTypaLHii

VYyacTtBoBaTh B pa3pabOTKE CXEMbl IOCICaBAPUITHOTO BOCCTAHOBJICHUS
IIK 3.4 | paboTOCIIOCOOHOCTH KOMIBIOTEPHON CETH, BBINOJIHATH BOCCTAHOBJICHHE W
pe3epBHOE KOMMpPOBaHUE UHPOPMAIUU

Opranu3oBbiBaTh MHBEHTAPU3ALUIO0 TEXHUYECKUX CPEICTB  CETEBOM
[IK 3.5 | uHppacTpyKTyphl, OCYIIECTBIATh KOHTPOJb OOOPYJOBaHHUS TMOCIE €ro
pEMOHTa

BeImonHAT,  3aMeHy pacXOJHBIX MaTEpHaioB U MEJIKHA  PEMOHT
IIK 3.6 | nepudepuiinoro o6opya0oBaHus, ONpeaesaTh ycTapepiiee 000pyJoBaHUE U
IPOrpaMMHBIE CPEJICTBA CETEBOWU MH(PACTPYKTYPHI

[lonumMaTe CyIIHOCTh W COLMAJIBHYIO 3HAYUMOCTh CBOEU Oymyien

OK 1 npodeccuu, MposIBIATh K HEW YCTOMUMBBINA HHTEPEC
Opranu3oBbIBaTh COOCTBEHHYIO JAEATEIBHOCTD, BEBIOUPATh TUIIOBBIE METObI

OK 2 U CcHocoObl BBIMOJMHEHUS NPO(ECCHOHANBHBIX 3aJay, OLEHHUBAaThb HX
() PEKTUBHOCTh U KAaYECTBO

OK 3 [IpyHuMaTe pemieHuss B CTaHJAPTHBIX M HECTAHAAPTHBIX CHUTYalHsX H

" | HecTH 3a HMX OTBETCTBEHHOCTH

OcymiecTBIATh MOUCK M HMCIO0JIb30BaHWE UH(POPMAIMU, HEOOXOTUMON ISl

OK 4 3¢ HeKTUBHOTO BBITTOJTHEHUS npodeccruoHaIbHbIX 3a;ad,
1po(hecCHOHATBHOTO U IMYHOCTHOTO PA3BUTHUS

OK 5 Hcnonp3oBath  MHPOPMAIMOHHO-KOMMYHUKALIMOHHBIE  TEXHOJIOTUU B
npo¢eCCUOHAIBHON JIeITEIIbHOCTH

OK 6 PabGoTath B KOJIJIEKTUBE U B KOMaH/Ie, Y(PPEKTUBHO 0OIIATHCA C KOJIJIEramMu,
PYKOBOACTBOM, TOTPEOUTEISIMU

OK 7 bpate Ha ce0s OTBETCTBEHHOCTh 3a pabOTy WIEHOB KOMAaHJbI

(MOIYMHEHHBIX ), 3@ PE3YJIbTAT BBIIOJIHEHUS 3aJaHHUM.




CaMOoCTOSITEILHO ONpCACIIATE 3aaa4un HpO(i)ﬁCCI/IOHaJILHOFO n JIMYHOCTHOI'O

OK 8 pa3BUTHS, 3aHUMAThC CaMOOOpPA30BAHMEM, OCO3HAHHO I[LJIAHUPOBATH
MOBBIIICHUE KBATU(PUKALINH.
OK 9 OpueHTUpOBaThCS B YCIOBUSIX ~ YacTOM  CMEHBI  TEXHOJOTHH

B IPO(eCCHOHATILHOM 1E€ATEIbHOCTH.




3. CTPYKTYPA U COAEP KAHUE TPO®ECCUOHAJIBHOI'O MOAYJIA

3.1. TemaTuueckuii nJian npopeccnoHaabHoro moayJas IIM.03 Ikcniryarauus 00beKTOB ceTeBOl HHPPACTPYKTYPHI

OobeM BpE€MEHH, OTBeJIeHHBIH HA OCBOEHHE

IIpakTuka
MEKTHCIUTIIITMHAPHOTO Kypca (KYPCOB)
CamocrosiTe1bHast
Oos3aTenbHas ayMTOpHas yuyeOHast aboTa
Kons! HArpy3Ka o0y4arouerocst P
Bcero oGyuaronierocst
npodeccHoHaIb HaunmeHnoBaHusi pa3iesioB
4acoB B T.4. ITpon3BoacTBeHHAS
HBIX npo¢ecCHOHAIBLHOT0 MOLYJIS B T.4., B T.4Y., Yueonas,
KOMIIeTEeH Uil JadopaTopHbie (mo mpodutio
KypcoBas KypcoBasi 4acoB
Bcero, pa6oThl U Bcero, crenuaaIbHOCTH)
padora padora
4acoB | MNpaKTHYECKHe (npoexT) 4acoB (npoesT)
3aHATHA, P > p ’
4acoB 4acoB
4acoB
1 2 3 4 5 6 7 8 9 10
IIK 3.1-3.6 M/IK.03.01. DxcruryaTaius
00BEKTOB CETEBOM 270 180 90 90 108
UH(QPaCTPYKTYpPbI
K 3.1-3.2 MJK.03.02. be3onacHOCTb
(YHKLIIMOHUPOBAHUS 198 126 56 72
HHQ)OpMaHI/IOHHBIX CHUCTEM
YuyeOHasi IPAKTHKA 108
IIpon3BoacTBeHHAs MPAKTHKA,
(mo npoduiIro cnenuaabHOCTH), 144 144
4acCoB
Beero: | 720 | 306 | 146 | 162 | 108 144




3.2. Copep:kanue o0yueHus 1o npogeccuonaabuomy moay.ao (IIM)

HaumeHoBaHue pa3jie/ioB
npogeccuoHAIBLHOI0
moayJsa (ITM),
MEKIM CUUIITHHAPHBIX

Coz[epma}me y'{eﬁﬂoro MarTtepuaJia, naﬁopaTopHLIe paﬁoTbI H NNPAKTHYCCKUE 3aHATHUS, BHCAYIUTOPHAN

(camocTosiTe/IbHAsI) ydyeOHasi padoTa 00y4YaOIIUXCs, KYPCOBOM MPOEKT

O0BeM yacoB

KypcoB (MJIK) u tem
1 2 3
Pa3nes 1. OObekThI ceTeBoi HHPPACTPYKTYPHI M ONEPALUU HAJl HUMHU.
MJIK.03.01. Dkcrmyaraiusi 0ObEKTOB CETEBON MHPPACTPYKTYPHI. 270
Tema 1.1 Copep:xxanue 46
Texnnueckue u 1 | ®usnyeckue acmeKThl dKCIUTyaTalui. AKTUBHOE U NTACCUBHOE CETEBOE 000PYIOBAHHE.
NMPOrpamMMHO- 2 | Jlormueckue (MHGOPMAIIMOHHBIC) ACTICKThI IKCILTyaTaIluu
annaparHble 3 | PacumpsemocTs cetu. MacimtabupyeMoCcTh CeTH. Y BeIHUEHUE KOJIMYECTBA Y3JI0B CETH; YBEIIMUCHHE
CpeACTBA aHAIN3a N NPOTHKEHHOCTH CBSI3EH MEKY OOBEKTaMU CETH.
YupaBJI€eHHs CETAMHA 4 TexHuueckasi u mpoeKkTHas JoKyMeHTanus. Texunueckoe 3aanue Ha noctpoenue JIBC.
5 | ApxuTektypa u obsactu ynpasieHus ceTsiMu. MHoroypoBHeBas apxutekrypa TMN.
6 | YpasneHne oTkazamMu B paboTe ceTH. YTpaBJIeHNE POU3BOIUTEIHLHOCTHIO U O€30MTAaCHOCTHIO.
7 | MOHMTOpPUHT U aHAIH3 JIOKATBHBIX ceTeit: Knaccudukaius cpeIcCTB MOHUTOPUHTA U aHAIIH3A.
AHaM3aTOPbl CETEBBIX MTPOTOKOJIOB.
8 | DKcrepTHBIE CUCTEMBI: BBISIBJICHHE NMPUYUH aHOMAIbHON pabOTHI CeTeil, BO3MOKHBIE CIIOCOOBI
IIPUBENICHUS CETH B pabOTOCIIOCOOHOE COCTOSHUE.
9 | BerpoeHHBIE CHCTEMBI JUATHOCTHKY | ypaBieHusi. CeTeBble MOHUTODBI.
10 | Pe3epBHOE KONMpOBaHUE JaHHBIX. [[pHHIATIEI paOOTHI 1 KOMIOHEHTHI XPAHWJIHII JAHHBIX
11 | OLAP-texHoorus aHaan3a JaHHBIX.
12 | OcHOBHBIE NPUHIUIIBI pabOTHI 0a3 JaHHBIX.
13 | BoccranoBieHne pabOTOCIIOCOOHOCTH CETH ITOCIIe COOsI.
14 | Opranusanus pa6ot no BoccranoBneHuto JIBC. IlnannpoBanue BOCCTaHOBICHHS paOOThI CUCTEMBI.
15 | Meroasl U CpeacTBa AMArHOCTUKU HEMCIPABHOCTEW TEXHUYECKUX CPEJICTB CETH.
16 | Humarnoctuueckue nporpammbl  Advanced SysIinfo Tool and Reporting Assistant,
Gold Memory ,SiSoft Sandra, SysID, 3d marc.
17 | JluarHocTUKa HEUCIIPABHOCTEH ceTeBO MHPPACTPYKTYphI: OpraHU3aIHsI IIPollecca JMATHOCTUKH CETH.
HarpysouHoe TecTupoBaHue CeTH.
18 | JIluarHocTuka HEUCIPABHOCTEH CeTEBOIM MHPPACTPYKTYPHI: MPOTPAMMHBIE CPEJICTBA TUATHOCTUKH,




HOMEHKJIaTypa ¥ 0COOEHHOCTH PabOThl TECT-NPOTPAMM.

19 | JImarHocTHKa HEUCIIPABHOCTEH CETeBOI MH(PPACTPYKTYphI: BBEJICHHE B JUATHOCTHKY KaOCIbHBIX
cucreM. O00pynOBaHKE I NPOBEPKH KAOEIbHBIX CHCTEM.

20 | ITocneaBapuifHOrO BOCCTAHOBJICHUS paboTocmocoOHOCTH cetd. CoxpaHeHue padoTOCOCOOHOCTH
CETHU B aBapUITHBIX YCIOBHAX(peuieHue mpoOIeMHON CUTYaIHN).

21 | Jomymenust npu pa3pabOTKe CXEMBbl MOCIEaBapUHHOTO BOCCTaHOBJIEHUs. OCHOBHBIC
TpeOOBaHMUs K IMOJIMTHKE OPTraHU3aIMH CXEMBI IT0CIeaBAPUITHOTO BOCCTAHOBIICHHS

22 | Opranu3zanus paboT 0 BOCCTAHOBJICHHUIO (DYHKIIMOHUPOBAHHS CUCTEMBI

23 | Ilnan BoccTaHOBNEHUST cUCTEMBI. [1opsiiok yBeqOMIIEHUS O YPE3BBIYAWHBIX COOBITHSX.

AxrtuBarus. Bo3Bpar k HopMabHOMY (QYHKITMOHUPOBAHHIO CUCTEMBI.

HpaKanecmle 3aHATHUSA

1 CeTeBble yTHIUTHI KOMaHIHO# cTpoku MS Windows.

2 | CereBble CpeICTBA ONEPAIIMOHHON CHCTEMBI.

3 | Pabota c ceTeBbIMU YTHIIUTAMH U IPOTOKOJIAMH NPUKJIATHOTO YPOBHS

4 | B3aumopeiicTBrE MPUKIIAIHBIX MPOTPAMM C TOMOIIBIO0 IPOTOKOJIOB 3JIEKTPOHHOM MOYTHI U
IPOTOKOJIOB NPUKJIAJHOIO YPOBHSI.

5 | B3aumogeiicTBuE NPUKIAIHBIX TPOrPAMM C TIOMOIIHIO TPAHCTIOPTHBIX MPOTOKOJIOB ceTH VIHTEpHET.

6 | Pa3paboTka mocienoBaTelbHOTO KaHasa CBSI3H.

7 | Pabora c mporpammoit CommViewRemoteAgent.

8 | Co3nmanue cxeMbl JJOKTbHOM cetn iporpammoii LANState.

9 | CxanupoBaHue JIOKJIbHOM ceTH ¢ nporpammoii LanSurfer 2.0.

10 | Pabora ¢ mporpammoii SystemRescueCd 1.5.5.

11 | AmarHocTHKa HEKOTOpbIX nepudepuitHbix ycrpoicTs [1K.

12 | YcranoBka u HacTpoiika onepannoHHo# cuctembl Windows 2008Server.

13 | Hacrpoiika cetu B onepannonHoii cucteme Windows 2008Server.

14 | Vcnonp30BaHUE TOYKH JOCTYIIA.

15 | Pabora ¢ cepeepom B Windows 2008 Server.

16 | Odopmienne TeXHUYECKON JTOKYMEHTAIUHU, TpaBuia 0hOpMIICHUS JOKYMEHTOB.

17 | Pabora c mporpammori VirtualBox.

18 | IIpoknanka kabenss UTP.

19 | YcranoBka u HacTpoiika ¢aiiepBonaKerioWinRoute.

20 | Ilowck u ycTpaHeHNe HEUCTIPABHOCTEH KOMMYTaTOpa.

21 | Hactpoiika napamMeTpoB O€CIpOBOJHOIO aJlanTepa.

22 | Ilonck HEHCIIPABHOCTEH TEXHUYCCKUX CPEJICTB.

44




Tema 1.2 Conep:xanue 44
HNuBenTapu3auus 1 | Cucrembl MHBEHTapu3allUM CETEBBIX pecypcoB. IIporpamMmbl Uii MHBEHTapu3alMM CETH U yuyeTa
TeXHUYEeCKHX KOMIIBIOTEPOB, epudepuitHoro 060pyI0BaHHUsL.
CPeJCTB ceTeBoil 2 | Texanyeckoe 00CTyKHMBaHHE 00BEKTOB CETEBOM MH(PPACTPYKTYPHI.
HHPPACTPYKTYPHI, 3 Kommekc OpraHu3aIMOHHO-TEXHUYECKUX MEpPONPHUATHI [0 HAXOXKICHUIO W YCTPAHECHUIO
3aMeHa pacxXoJAHbIX HEUCTPABHOCTEH 0OBEKTOB CETEBOU MH(PACTPYKTYPHI.
MaTepHuaJjIoB U 4 | [IpoBepka 0OBEKTOB ceTeBOM HMHPPACTPYKTYphl U MpOPUIAKTHUECKHE PaOOTHI:
MeJIKHH PeMOHT [TpoBepka (pu3NYECKHX KOMIIOHEHTOB.
nepudepuiinoro 5 | [IpoBepka 00BEKTOB ceTeBOM MH(PPACTPYKTYpbl U MpOodUIAKTHUYECKHE PaOOTHI:
obopynoBaHus IIPOBEpPKA JIOKYMEHTAlMM U TpeOOBaHUM; MPOBEpKa CIHCKA COBMECTHMOIO O0OpYIOBaHMSI.
6 | OGciyxuBanue (U3NYECKUX KOMIIOHEHTOB; KOHTPOJIb COCTOSHUS ammapaTHOTO 00ecredeHus;
OpraHu3alys yAaJIeHHOTO OMOBEIICHUSI.
7 | Cucremsl ynpasneHusi. CTpyKTypa CUCTEM ynpasieHus. ApxutekTtypa B KoHuenuuu TMN;
8 | LlenTpann3oBaHHOE U JACLIEHTPAIU30BAHHOE YIIPABJIICHHE.
9 | YpoBHu ynpasinerus. MHOTOypoBHEBasi apxuTekTypa ympasiueHus TMN.
10 | Obnactu ympaBieHHs: OoIMOKamMH; KOH(UTrypalueil; 10CTynoM; MPOU3BOIUTEIBHOCTHIO;
0€30MaCHOCTHIO.
11 | KoHTpoab 1ocTymna, COXpaHeHHe 1IeJIOCTHOCTH JIAHHBIX U JKypHAJIUPOBaHHE.
12 | Crangaptsl cuctem ynpasienus: SNMP, CMIP, LNMP, ANMP.
13 | Yuer paboTsl cetu. Peructpanusi, ynpasieHre HCHOIb3yEMbIMU PECYPCAMHU U YCTPOMCTBAMHU.
14 | KonduryprupoBaHue KOMIOHEHTOB CETH, CETEBbIE ajJpeca W UICHTHU(PHUKATOPHI, yIIpaBICHHUE
napaMeTpaMM CETEBBIX ONEPAlMOHHBIX CHCTEM.
15 | Pe3epBHOE KONIMPOBAHUE JAHHBIX.
16 | Aymut cereBoii mHPpacTpykTypbl. O0mme cBefeHns 00 ayauTe. DTaIlbl ayIuTa.
17 | Meroauku aynuta. TeXHUYECKHE CPEJICTBA aAyIUTA.
18 | OGcnenoBanKe M MOJICPHH3AINNS CETEBOM MHPPACTPYKTYphl. COOp JaHHBIX.
19 | 3ameHna pacXOIHBIX MaTEPUATIOB M MEJIKHI peMOHT nepudepuiitHoro 00opyoBaHus. 3anpaBka
KapTpHKEH Ja3epHbIX U CTPYWHBIX IPUHTEPOB. PEMOHT 1 00CTyKuBaHHE OPUCHOM TEXHUKH.
20 | Xpaaunwma naHHbX. [IpuHImIG paboThl XpaHWINTI JaHHBIX.
21 | IIpyHUIMIIBI NOCTPOCHUS XPAHUIIHUIL JAHHBIX. OCHOBHBIE KOMIIOHEHTHI XPaHWJIMIIA JAHHBIX
22 | HeucnpaBHocty. [IpMHIMIBI JTIOKAIU3allMU HEUCTIPABHOCTEIA.
IIpakTHyeckoe 3aHsATHE 46

1

| Dkcrmyararus TeXHHUYECKHX CPEICTB CeTeBOil HHMPACTPYKTYPHI




(MHOTO(YHKIIMOHAJILHOE YCTPOMCTBO)

2 | DKcrutyaTanus TEXHUYECKHX CPEACTB CETEBOM MH(PACTPYKTYPHI
(mepcoHaIbHbIE KOMIIBIOTEPHI)

3 | OkcrutyaTtanusi TEXHUUECKUX CPEICTB CETEBOM MH(PACTPYKTYpHI
(cepBepbl 1 KOMMYTAITMOHHOE 00OPYI0BAHHE)

4 | Pa3zpaboTKa TEXHUYECKOTO 3aJaHHs Ha MPOBEJCHNE HHBEHTAPU3aLUU O0ObEKTOB CETEBON
UH(QPACTPYKTYPHI

5 | TectupoBanue kabeneit

6 | TectupoBaHre KOMMYTAIIHOHHOTO 0OOPYIOBAHHUS

7 | Co3manue pe3epBHBIX KOMHIA ¢ HCMONIb30BaHueM mporpammbl «Cobian-Backupy»

8 | Co3nanue pe3epBHBIX KOIHIA C MCTIONIBb30BaHueM mporpammbl «BackUp 4.4y

9 | Co3manue pe3epBHBIX KOIHIA C HCIIOIb30BaHUEM ITporpaMmbl «AcronisTruelmage»

10 | Opranmsanus 6ecriepe00HHON PadOTHI CUCTEMBI PE3EPBHOTO KOIMPOBAHUS

11 | Pa3paboTka miaHa BOCCTaHOBJICHUS PaOOTOCIIOCOOHOCTH CETH

12 | BoccranoBieHne paboOTOCIIOCOOHOCTH CETH MOCIIE COOsI

13 | Mcnonp3oBaHue cxeMbl OCICaBAPUHHOTO BOCCTAHOBJICHHS CETH

14 | CocraBneHue HHCTPYKIIMH 110 UCTIOIB30BAHUIO YTUIUTHI ACronis sl u3y4deHus: 6€301acHOM 30HBI
Acronis

15 | CocraBneHue HHCTPYKLUU 1O TeMe «Co3/jaHue KOHTPOJIbHOM TOUKHM BOCCTAHOBJIEHHUS C TIOMOIIBIO
Acronis

16 | Ilouck HeucnpaBHOCTEH KOMMYTAaTOpa, YCTpAaHEHHE IPUYMH HECTIPaBHOCTEN

17 | Hacrpoiika napameTpoB 0€CIpOBOIHOTO aganTepa

18 | Ayaut cereBoil HHPpacTPyKTyphl pu oMoIu nporpaMmel «10-Ctpaiik: MOHUTOPUHT ceTH»

19 | Aynut cereBoit mHppacTpyKTyphl pu omoru rnporpamMmel «Total Network Monitor 2y

20 | Aynut cereBoid HHPPACTPYKTYpHI IpH oMoty nporpammel «Wireshark 3.0»

21 | COop maHHBIX O ceTeBOM MHPPACTPYKTYPE U MEPCOHATBHOM KOMIBIOTEPE C UCTIOIb30BaHUEM
nporpammbl «kEVEREST Ultimate Edition»

22 | COop maHHBIX O CETEeBOM MHPPACTPYKTYPE U MEPCOHAITBHOM KOMIBIOTEPE C UCTIONb30BaHUEM
nporpammel «Essential NetTools»

23 | COop maHHBIX O ceTeBOW MHPPACTPYKTYPE U MEPCOHATBHOM KOMIBIOTEPE C UCTIONIb30BaHUEM
nporpammel «AIDA64»

CamocrositeabHas padora mo MJ/IK 03.01 Dxkcnuryaranusi 00beKTOB ceTeBOil HHPPACTPYKTYPbI

«BupTyanbHble YACTHBIE CETH
«Anpecanus B [P —ceTsix»

«BzanMoielicTBE MEXKTY PAa3HOPOIHBIMU CETSIMU»
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«Cetu Ha ocHOBe cepBepa. Kimacrepuszanus cepepa»

«Hactpoiika cetn B Windows Vista»

«Omnepaunonnas cucrema UNIX»

«Omneparmonnas cucrtema AppleTalk»

«Omnepannonnas cucrema Banyan VINES»

«Jlomennas cuctema umeH (DNS)»

«Tomnosorust KOMMyTaluu NakeToB U perpaHcianus kaapa(FrameRelay)»
«CoBpemenHsbie pobiemsl yrnpasnenus UT- uadpactpykrypoii»
«CpenctBa npoaykroB Unicenter st yripasieHus UT- uadpactpykTypoii»
«Kommiexe nporpamMmusix npoayktoB Hewlet —Packard opuenTrpoBanHBIX Ha yripaBieHue KoprnopaTuBHbeiME UT moboro macmrrabay
«OcHoBHbIe Ha3HaueHus cpencTB MicrosoftSystemsManagementServer»
«OcHOBHBIC HAa3HAYeHUS cpeacTB MicrosoftOperationsManager

Paznen 2. 3amura uHGOPMANMOHHBIX CHCTEM

MJK.03.02. be3onacHoCTh ()YHKIMOHMPOBaHNS HH(OPMALMOHHBIX CHCTEM 198
BBeaenne Conep:kanue
3HaueHue HHPOPMAIUN B COBPEMEHHOM MUpe. BakHOCTH Bompoca obecrieueHus: 6e301macHoro
1 (GYHKIIMOHUPOBaHUS UH(POPMALIMOHHBIX CHCTEM. 2
[Ipenmer, 3agaun kypca «bezonacHOCTh GYHKIIMOHUPOBAHUS HHOOPMALIMOHHBIX CUCTEM.
B3auMoCBsI3b IUCIUIIMHBI C JPYTUMH JUCHMIITIMHAMH Y4€OHOr 0 IJIaHa.
Tema 2.1. OcHOBHBIE Conepxanue
NOHSTHA U oNpeleldenus. | OcCHOBHbIE IOHATHS U oTpeiesieHust HH(opMarmoHHoH 6e3onacHocTy. [IpuunHel peanusanuu 4
yTrpo3bl HUHHOPMAIIMOHHON O€30MACHOCTH.
2 | PykoBopsme opranbl 1 JOKyMeHTHI Poccnu B 06s1acTt ”HGOPMAIMOHHON O€30MacHOCTH.
Tema 2.2. [Ipodsaema Coaepxxanue
ob0ecneueHust Knaccudukanus atak u yrpo3. OCHOBHbIE IPUYMHBI peaTU3aUN YTPO3 HHPOPMAITHOHHON
0e3omacHOCTH B 1 6e3omacHocTH. MeTo bl o0ecrieueHHst HH(POPMAIIMOHHOI 0€301MacHOCTH. 2
NupopmanmoHHBIX
cHUCTeMaXx.
Tema 3. lllndpoBanue Conep:kanue
1 | OcHoBHbIe OHATHS B H(poBaHuu. Buel mmdposanus. 4
2 CumMmerpuuHnble anroput™Mel mudposanusd. AnroputMm DES. HecummerpuuHbie anropuTMel
mmdposanus. Anroputm RSA.
IIpakTnyeckue 3aHATHSA
1 | CummeTpuyHbIe aITOPUTMBI IIH(YPOBAHUS. 4

2 | HecumMeTpu4HbIe alropuTMbl IUGPOBAHHUSL.




Tema 4.
AyTeHTHDUKALMSA.
ABTOpU3aUMs. AYJAUT.

Conep:kanue

1 | IlonsTHe ayreHTHQHUKAIMN. ABTOpU3ALUS 10CTyNA. AYAHT.

Bunpl ayrentudukanuu. Ctporast ayreHTH(GHKAINS Ha OCHOBE MHOTOPA30BOTO MApoJis B
2 | mporokone CHAP. Ayrentudukaiys Ha OCHOBE OJHOPA30BOTrO Mapois. AyTeHTHQHUKAIUSI Ha
OCHOBe cepTu(duKaToB. AyreHTHUKAIMA HHHOPMAITIH.

Tema 2.3.Cnennduxa

Conepxanue

IKCIIyaTaAl U 1 OcHOBHast 0COOEHHOCTD IKCILIyaTaI[Mi CPEACTB U CUCTEM HH(POPMAIIMOHHOM 0€30IIaCHOCTH.
3amumeHHbIx UC. Ocobennoctu UC

Tema 2.4. Konnenmus Conep:kanue

NMPOEeKTUPOBAHUS 1 | Yrpo3sl 6e3omacHoctu MIC, BO3HHMKAKOIIHME W3-3a MPOOJIEM C COMpPOBOXKACHHEM. Pa3paboTka

cucremsl 3amutsl UC.

KOHICIITYAJIBHOTI'O IJIaHa 3alllUTHI.

[TpyHIMOBI TPOEKTHUPOBAHUS 3alUThl MH(POpMaLuu. PekoMeHaanuu mo MNpOEeKTUPOBAHHIO
3amuiieHHbIX  ieMeHToB MC. VYkperuieHuwe 3amuTbl BHYTPEHHEW CETH IPU  [TOMOIIU
cerMeHTupoBaHus. [lnaHupoBanue mnpoueAypsl BOCCTAaHOBIEHUSA. AHaIM3 TEXHUUYECKUX
OrpaHUYEHU, IpaBUJIa HHTErpalui. AHaJIN3 OTPAHUYEHHUM 110 COBMECTUMOCTHU

Tema 2.5. O0mmii coctas
padoT Ha dTane

skcmiyarauuu IT-cucrem.

Conep:kanue

1 [TonsiTHE TPaMOTHOM 3KCILTyaTalluyd CUCTEMBbI. MOHUTOPUHTI B PEKUME PEAIBHOIO BPEMEHU U
a"anu3 npoucxosamux B UC coObITHIA.

2 | Kortpons 0Oe3omacHOCTH cHCTEMBI. [IpeojiosieHHe HEMTATHBIX CHUTyalnuid. TeXHHYecKas
MOJJIEPKKA CPEACTB M CUCTEM 3alIUThl. AHAIIN3 U KOHTPOJIb 3aIIUIIIEHHOCTH PECYPCOB

HpaKaneCKne 3AaHATHUSA

1 ‘ MOHI/ITOpI/IHF B PCIKUMC pCAJIbHOT'O BPpEMCHHU

Tema 2.6.

TpeGoBanus no 3ammre
HH(pOpMANNOHHBIX
CHCTEM,
yCTaHABJIUBaeMble
3aK0HOAATEJILCTBOM PD.

Conepxanue

1 IlonsTne kiacca 3alIUIOICHHOCTHU, TPyHIl aBTOMATH3UPOBAHHBIX CHCTCM. Tp€6OBaHI/I$I K
OACHUCTCMAaM 3alllUThI AJIA KaXXKA0ro KjiacCa 3alllMIICHHOCTH.

HpaKaneCKne 3aHATHUSA

1 | OcHOBHBIE MCPBbI 3allIUThI I/IH(I)OpMaL[I/II/I B ABTOMAaTU3UPOBAHHBIX CUCTECMAX.

2 OcHOBHbIE MOJOXKEHUS M TpeOOBaHUA UId OOecledeHHsl 3alluThl UHQOpMalUKU B IpoLecce
JKCILTyaTalUu.

Tema 2.7. O630p ci1y:K0bI
KkaTaJjiora Active
Directory Windows
Server 2003.

Conep:kanue

\ Ocnosnble noHsiTus. Jlomen. Kontposutepsr nomena. Jlepeso. Jlec.

IIpakTHYecKHe 3aHATHA

[IpoektupoBanue  JOMEHHOM  CTpyKTypbl.  OrmpeneneHre  KOJIMYECTBA
IIpoexTupoBanue uepapxuu 10MeHoB. Ha3HaueHue BiiaieableB JOMEHa

JIOMEHOB.

Tema 2.8. Jlornueckas

Conep:kanue




CTPYKTYpa cJa1y:k0bI Active OcHOBHbIE QYHKLIUU KOHTPOJIJIEPOB JoMeHa. KOHTposuieps! 1oMeHa crienuaibHOro
Directory HaszHauenus. CepBepsl riiodanbpHOTo Karajora. CtpykrypHble 00bekThl B/l ActiveDirectory.
Pazgennr ActiveDirectory .JloMeHbI
IIpakTHyecKue 3aHATHSA
1 | OcHoBHbIe MeTOnBI oOecrieueHus Oe3omacHocTH ActiveDirectory. Y4acTHHKH 0€30MaCHOCTH.
Crniycku ynpaBiaeHHUs TOCTYIIOM.
2 | Ayrentudukanus u paspemienue. 3ammta ActiveDirectory ¢ MCHOJIb30BaHHEM IMPOTOKOJIA
Kerberos.
3 | YopaBnenne obObekramu  ActiveDirectory.  Mcmonb3oBaHue — IpyNNIOBBIX  MOJIUTHK
ActiveDirectory.
Tema 2.9. Conep:kanue
IIpoexkTupoBanue u 1 IIpoexTupoBanue cTpykTypsl jeca. IIpoexkTtupoBanue JOMeHHON cTpykTypbl. OmpexneneHue
peanu3anus cJayKObl KOJINYECTBA JIOMECHOB.
Active Directory 9 [IpoexktupoBanne unppactpykTypsl DNS. [IpoekTupoBaHue CTPYKTYpbl OpraHHU3aIllMOHHBIX
eIMHUII.
Tema 2.10. Be3omacHoe Conep:kanue
aJIMMHUCTPUPOBaAHUE 1 OcHoBHBIE METOIBI OOecrieueHus O6e3omacHocTu ActiveDirectory. YuacTHUKH 0€3011aCHOCTH.
cayx0b1 Active Directory Crnncku ynpasneHus poctynom. Jlekcema pocryna..
9 Aytentudukanus u paspemenue. 3amura ActiveDirectory ¢ ucnosib30BaHHEM IPOTOKOJA
Kerberos
IIpakTHyeckue 3aHATHA
1 | VopaBnenue oobexkramu ActiveDirectory
2 | Mcnonp3oBaHue rpynnoBbIX NoauTUK ActiveDirectory.
Tema 2.11. Cxanepsl Coaepixanue
0e3onacHoCTH 1 [Tonatus ys3BuMocTH, yrposbl. OmpeneneHue ckaHepa Oe3omacHOCTH. [IpuHIMITBI pabOTHI
CKaHepa 0e30MacHOCTH.
5 Knaccel ckanepoB 0Oe30macHOCTH M WX KpaTkas XapakTepucTuka. HemocrtaTku ckaHepoB
0€30MMaCHOCTH.
IIpakTHYecKHe 3aHATHA
1 \ Cxanepsl 0€301TaCHOCTH CETEBBIX CEPBHUCOB U MTPOTOKOJIOB
Tema 2.12. MexkcereBbie Conep:kanue
IKpPaHbI. 1 | Pucku, cBA3aHHBIE C MOAKIIOYCHUEM KOMITbIOTEpA K TI100aibHON cetu MIHTepHeT.

2

IlonsTe MeXceTeBOro 9KpaHa, BUAbI MCKCETCBBIX 3KPAHOB U HUX KpaTHAA XapaKTCPHUCTHKA,

IIpaBUJjia q)YHKL[HOHI/IpOBaHI/IH MCIKCCTCBLIX SKPAHOB.




I[IpakTuyeckue 3aHATHS

1 | MexcereBbie 9KpaHbl U PUIBTPBI.

2 | PaboTa ¢ MEXCETEeBBIM KPAHOM.

Tema 2.13. Bupryanbubie
YacTHbIE CeTH.

Conepxanue

1 [loHATHE BUPTYyalbHBIX YACTHBIX CETEH, KPHUNTO 3AIIMIICHHBIX TYHHENEH, MHULIMATOpa U
TEPMHHATOPA TYHHEJIS..

2 | IIpoToKobl NOAAEPHKKH BUPTYAIbHBIX YACTHBIX CETEH

HpaKanecmle 3aHATHUSA

1 | Docrpoenne VPN

Tema 2.14. Cucrembl
00Hapy:KeHUus1 BTOPKEeHU I

Conepxanue

[TonstTre cucreMbl oOOHapyXeHHs] BTOpxKeHHH. OCHOBHBIC BHUABI CHUCTEM OOHApYKCHUS
1 | Bropkenuii. [locronncta u Henocratku. [lonsarue cauddunra. Cauddepsl, UX JeraabHOe U
HeJIEraJbHOE MPUMEHEHUE.

IlpakTH4yecKkue 3aHATHSA

1 ‘ CucteMbl 0OHapY)KEHUS] BTOP>KEHHH

Tema 2.15. 3ammura
0ecnpoBOIHBIX ceTeil

Conep:kanue

Crangaptel u TOmosioruun OecrpoBoAHbIX ceredl. [loHsiTMe ToOukM JocTyma. 3amuTa
0ecrpoOBOJIHBIX CETeH, OCHOBHBIE YIrpO3bl OE€30MaCHOCTH OECIPOBOJHBIX CeTel. YIpaBieHHe
OecrpoBOJHBIMUA CETSAMU TPU MNOMOIIM TpynnoBelXx mouuTuk. udposanue Ttpaduka
0ecrpoBOTHOM CETH.

Tema 2.16. Bpi0op
CPeaCcTB 3aLUTHI LI
rpanun UC.

Conepxanue

1 PexoMmeHmanmm 10 MEXKCETEBBIM 9KpaHaM. Ilonsartue ,Z[eMI/IJ'II/ITapI/I?»I/IpOBaHHOﬁ 30HBI.

Pexomennanuu no npokcu-cepepam. Pekomennanuu no IDS. Pekomengaruu no VPN.

HpaKaneCKne 3aHATHUSA

1 HpaKTI/I‘-ICCKOC HCIIOJIb30BAHUC CPCACTB 3alIUThI JJId I'PAHUI] ncC

2 | TlpakTryeckoe NCIOJIb30BAHUE CPEICTB 3aIMTHI Jijis TpaHul] MC

Tema 2.17.CpeacrBa 1
dunbTpanum cereBbIX
nakeroB: iptables u
ipchains.

Conepxanue

Kpatkoe BBenenue B punbrpanuio naketos. Tadbnuna Mangle. Tabnuua NAT. Ta6nuua Filter.
1 | Iswxenue nmakeroB. [locTpoeHne nmpaBui.

Tema 2.18. Be3zonmacHocTh
ceTeBo (PaiiyI0BOM
cucrembl NFS.

Conepxanue

[Tonsitue ceresoii ¢aitnoBoit cucrembl NFS. bezonacHocts NFS: ocHoBHas npobnema NFS u
1 | crtoco0OsI 0OecieueHnst 0€30MaCHOCTH.




ITp

AKTHYECCKHC 3aHATHA

1 | besomacnocts NFS.

Tema 2.19. be3onacuocts | Conepxxkanue
FTP,WEB-cepBepa 1 IIporokon FTP, noustue anonumuoro gocryna k FTP-cepsepy. CriocoObl B3jiomMa U 3amura
Apache OT HHX.
2 | Ha3nauenue u 6azoBas koHpurypamnust Apache. Kondurypuposanme Apache.
IIpakTnyeckune 3aHATHS
1 | besonacunocts FTP.
2 | Kondurypuposanue Apache.
Tema 2.20. Conep:kanue
Pa3BepTbiBaHue OOmme cBeneHuss 00 WHOPACTPYKTYpE OTKPHITBHIX Kitodeid. IlpenBapurTensHbIi dTam —
HH(PPACTPYKTYPHI 1 | [lonroroBka mnpussaTHa pemenus o passeprbiBanun  PKI.  OneHka roroBHocTH K
OTKPBITBIX KJIIOYeil pa3BepThiBaHUI0. OnpeneneHue ueian pazseptoiBanus PKI.
Onpenenenne nenu passeprbiBaHust PKI. Onpenenenne cdepst npumenenus PKI. Beibop
2 IPUOPUTETHBIX CEPBUCOB O€30MACHOCTU. AHATIN3 JaHHBIX U MPUIIOKEHUH
IIpakTnyeckune 3aHATHSA
1 | Onpenenenue nenu pazpeptoiBanus PKI.
2 | Onpenenenne nenu pazpeptoiBanust PKI.
Tema 2.21. Opranuszanus | Conep:kanue
Pe3epBHOTO KONUPOBaHKs | Ob6opynosanue it apxuauuu. CoznaHue 1mjiaHa pe3epBHOTO KOMMUPOBAHMSI U BHIOOD
Ha cepBepax Windows. apXMBUPYEMBIX JaHHBIX. TUIIBI apXUBALIUH.
IIpakTnyeckue 3aHATHSA

1 \ Opranu3zaniys pe3epBHOro KonupoBaHus Ha cepBepax Windows.




CamocrositeabHas padora mo MIK.03.02. be3onacHoCTh (PYHKIIMOHMPOBAHUS HH(POPMAITMOHHBIX CHCTEM

«[Touck HeucpaBHOCTEH MO MPUHIUITY JIOKAIN3ALUU HEUCTIPABHOCTEH KOHKPETHOTO 000PYIOBAHUS»

«[IpuHIMI pabOTHl HOBBIX KOHTPOJIbHO-U3MEPUTEIHHBIX alapaToB)

«[loHsITHE ONIOCPENOBAHHOTO HECAHKIIMOHUPOBAHHOT'O I0CTYIIA IIPOTPaMMBbl ¢ IOTEHLUAIBHO OMACHBIMU I1OCIIECTBUSIMU
«Mopenu B3auMOJEHCTBUS MPUKIIATHON IPOrPaAMMBI U TPOrPpaMMbl NIOTEHIIMAIBHO OMACHBIMHU ITOCIEICTBUS MM

«CBoiicTBa BUPYCOB, (ha3bl UCIIOJHEHUSI BUPYCa, OCHOBHBIE MOIXObI K KJIaCCU(PUKAIINH KOMIIBIOTEPHBIX BUPYCOB)»

«I[loHATHE W30IMPOBAHHOW NMPOrPAMMHOM CpPENbl, YCIOBHUS CO3/1aHUSI M30JUMPOBAHHOW HporpamMmHoOi cpenbl. [loTeHumanbHO
BO3MO>KHBIE 3JI0YMBILIUICHHBIE TEHCTBUS»

«[TonsTHe GYHKIUU XALIMPOBAHUS, JAIKECT COOOIIEHUs, CBOMCTBA HEOOPATHMOCTH, PACCEHBAHUS W YYBCTBUTEIBHOCTU K
U3MEHEHUAM»

«[lonsitne osnexkrponHo-uudposoit mnomnucu (DUII), IIpouenypa ycranoBku OIII, mnpomenypa mnposepku LI
(ayTeHTHUKAIS TOKYMEHTA))

«Cxema ycranoBku DUII, cxema mposepku DLII»

«Anroputm nmmmdposanus RSA. IIpouecc popMupoBaHus KIOUEBOU

napbl HoiayyareneM, mudpoBanue u AemudpoBaHre coo0IeHN B Kpuntocucteme RSA»

«[TpuHIIMT PYHKIIMOHUPOBAHHUS ACHMMETPUYHBIX KPUIITOCHCTEM,

OyHKIMOHAIBHAS CXeMa B3aUMOJICHCTBUS YYACTHUKOB ACUMMETPHYHOTO KPUMITOTpadhudeckoro ooOMeHa»

«[loHsITHE OAHOHAIIPABIEHHON PYHKIINU, IPUMEPBI OJTHOHANPABICHHBIX (PYHKLINH,

MMEIOLIUX 0O0JIBIIOE 3HAYEHHE JUIsl KpUNTorpaguu (1eI0YHCIEHHOE YMHOXKEHUE, MOAYJIbHASI SKCTIOHEHTA)»

«DyHKIMOHATIbHAS CX€Ma B3aMMOJEHCTBHMS YYaCTHMKOB CHMMETHYHOro Kpunrorpaduyeckoro obmena. Hepocratku
CUMMETPUYHBIX KPUTITOCHCTEM

«ugppoBanne meronamu nepectanoBku. Cytb merona. lndpyromue Tabauibl, METOA MPOCTON NMEPECTAHOBKH, EPECTAHOBKU
1o mapupyram ['aMuiabTOHa»

«ANTOpUTMBI pabOTHI FeHEPATOPOB IICEBIOCTYUYaHBIX Yncen (MeTo (GoH

Helimana, TuHEHBINH KOHTPYIHTHBINA METON)»

72

YuyeOHasi NPAKTHKA 108
IIpou3BoACTBEHHAsI NMPAKTHKA 144
Bcero 720




4. YCJIOBUS PEAJIMBALIUU ITPOT'PAMMBI
HNPOPECCHUOHAJIBHOI'O MOAYJIA

4.1. TpeOoBaHNsi K MUHMMAJbHOMY MAaTEPHAJIbLHO-TEXHUYECKOMY 00eCIedeHUI0
Peanuzauus nporpaMMbl MOAYJISI PEAIIOJIAraeT HAIMYUE J1a00paTopuu « IKCILTyaTalluu
OOBEKTOB CeTeBOM HH(PpacTpyKTyphl»; mnaboparopun «I[IporpamMMmHo-anmapaTHON
3alUThl OOBEKTOB CETEBOM WMHGPACTPYKTYphD»; MacTepckas «MoHTaka M HaCTpPOHKU
00BEKTOB CETEBOM MH(PPACTPYKTYPHI»

O6opynoBanue 1a00paTOPUH:

— aBTOMAaTU3UPOBaHHbIE paboune MecTa Ha 25 o0yyaroumxcs;

— aBTOMAaTU3UPOBaHHOE pabouee MECTO IPEIoAaBaTels;

— CIeLIMATU3UPOBaHHAs MEOEIIb;

— KOMIUIEKT HOPMATHUBHBIX JTOKYMEHTOB;

— KOMIUIEKT y4eOHO-METONIECKON JOKYMEHTAITHH.

— MPOEKTOP;

— M®Y;

— CeTeBOE 000pyA0BaHUE U HHCTPYMEHT;

— IPOrpaMMHOE 0OecreueHne 00IIEero U MPOPECCUOHAIIBHOIO Ha3HAUYCHHS.

O6opy1oBaHNE MaCTEPCKOM MOHTaXa U HACTPOMKUA 0OBEKTOB CETEBOM
UH(DPACTPYKTYPHI:

— pabouune MecTa A1 00yJaroluxcs,

— pabouee MecTo Mperno aBaTes.

Texaudeckue cpencrtBa oOydeHHs: HaOOpHI Kabenel M pa3bEMOB, MHCTPYMEHTOB,
MPUCTIOCOOJICHHM, KOMIUIEKT Y4eOHO-METOAMYECKON TOKYMEHTAIUH.

4.2. UndgopMmanmoHHoe obecnievyeHue o0yueHust

Ilepeyennb pPeKOMeHAyeMbIX Y4eOHBIX U3aHMH, HNuTepHer-pecypcos,
JAOTOJHUTEJIbHOM JIMTePaTypbl

OCHOBHBIE HCTOYHHUKMU:

1. Omudep B.I'. KommnbrorepHsie cetu. [IpuHUUIBI, TEXHOJOTHH, MPOTOKOJIBI:
VYueonuk s By3oB / B.I'.Omudep, H.A. Onudep— C-I16.: ITutep, 2014.
3. Baramantok A. Co3zganue, o0OCIy)XMBaHWE U aJIMUHHUCTPUPOBAHHE CeETEH/

A.Baramantok. — C-116.: ITutep, 2014r.

JIOTIOTHUTENBHBIE UCTOYHUKHU:

1. Kpumnamyptu b. Web-npotokoinbl. Teopuss u npakrtuka / b. KpumHamypru,
JIx.Pexcopa — M.: bunom 2014.

2. llanprun B.®. 3amura uH@opManuu B KOMIBIOTEPHBIX cUCTeEMax U ceTsax. / B.O.
[Tanbrun — Mocksa: JAMK IIpecc, 2014. (URL:
https://e.lanbook.com/reader/book/3032/#2)



https://e.lanbook.com/reader/book/3032/#2

4.3. O0mme Tpe0OBaHHUA K OPraHU3aANNM 00Pa30BaTEJIbHOIO NPoLecca

OcBoeHue 00yyaromuMucs Tpo(PecCHOHATBEHOTO MOJYJIS MPOXOJUT B YCIOBHUSAX
CO37]aHHOM 00pa30BaTEIbHOM Cpellbl B y4eOHOM 3aBEJCHUU, NPAKTUYECKUE 3aHSTHUS C
00yyYaroIKUMUCS MPOBOASATCA 1O MOATPYIIaM B IPUCYTCTBUU T€/1arora.

Peanmuzanust mporpammbel moayist [IM.03 Oxcrtyatanuss OOBEKTOB CETEBOM
HHQPACTPYKTYPHI MpEAIoaracT 00s13aTeIbHYI0 POU3BOICTBEHHYIO MPAKTHKY, KOTOPAsI
MPOBOAUTCS B OpPraHU3alUAX M MPEINPUATHUIX, HAMPABICHHUE JEATEIIBHOCTH KOTOPBIX
COOTBETCTBYET npo o MOJITOTOBKHU oOy4Jaronmxcs. [Ipoxoxaenuto
IPOU3BOJICTBEHHOM MPAKTUKU MPEAIIEeCTBYET (OPMUPOBAHKE Y 00YyUaIOUIUXCSl YMEHUH,
MpUOOpETEHUE MEPBOHAYATIBLHOTO MPAKTUYECKOTO OIbITa B paMKax nMpodhecCuoOHaIbHOTO
MOJyJIs. YueOHas MpakTHKa MPOBOAUTCS MOCIE U3YUYEHUS OTACIBHBIX pa3/iesIoB MOMYJIsS
Ha 0aze yueOHOTO 3aBe/ICHUSI.

OcBoeHuI0 MPO(PECCHOHATBHOTO MOJYJIS MPEAIIECTBYIOT YY€OHbIE TUCIMIUINHBIL
OIL.01 OcHoBbl Teopun uHpopmauuu, OIL.02 TexHomoruu Q(U3HYECKOrO0 YpPOBHS
nepenaun ganHHeix, OIL.03 Apxurektypa anmapatHbeix cpenct, OIL.07 Texnuueckue
CpeacTBa MHPpOpMATH3ALUH.

4.4. KanpoBoe o0ecnieueHne 00pa3oBaTeibHOIO nmpouecca

TpeboBanus k KBaTMUKAIMA TEJArOTUUYECKUX KaApoB, OOECTEUUBAIOIINX
oOyuyeHre 1o mpodecCHoHaTLHOMY MOMAYJIIO: HAJIMYKE BBICIIETO MPO(ECCHOHATBHOTO
00pa3oBaHuUsl, COOTBETCTBYIONIETO Mpodrio Moays. PykoBOJACTBO MpOW3BOACTBEHHOM
MPAKTUKOW OCYIIECTBIAIOT TPENoJaBaTey, a Takke pPAOOTHUKU MPEIIPUITHI
(opranuzaruii), 3aKperICHHbIC 32 00yJarOITUMCS.

[IpenonaBarenu AOHKHBI UMETh BhICIIEEe TpodeccroHambHOe 00pa3oBaHUE IO
MpoQIII0 CHEIUATBHOCTH, OMBIT JEATEIBHOCTH B OpPraHU3alUsIX COOTBETCTBYIOIICH
podeCCHOHATEHOMN Cephl, TPOXOIUTH MOBHIIICHHE KBATU(UKAIIUN WIIH CTAXXUPOBKY B
PO IITBHBIX OPTaHU3AIMAX HE peKe OJTHOTO pa3a B TPH Toja.



5. KOHTPOJIb U OIEHKA PE3VYJIbTATOB OCBOEHNA
[TPO®ECCHUOHAJIBHOI'O MOYJIA (BUJIA TIPO®ECCUOHAJIBHOM

HNEATEJIBHOCTN)

PesyabTaTsl
(ocBOEHHBIE 00IINE
KOMIIETEHIIMH)

OcHOBHBIE ITOKA3ATEJIH
OIIEHKH pe3yJibTaTa

@®opMbI U METOAbI KOHTPOJIS
U OLIEHKH pPe3yJibTaToB
o0y4eHust

IIK 3.1. YcranaBnuBarh,
HACTpPauBaTh,

IKCIUTYaTUPOBATh M OOCITY>KUBATh
TEXHUYECKUE U MTPOTrPaMMHO-
anmapaTHbIe CpeICTBa
KOMITBIOTEPHBIX CETEN

— YMmenue
TEXHOJIOTHYECKOE
000opyIOBaHUs ISl HACTPOUKH
CETH;

- YMeHHE pacCUMTHIBATH
BpeMs ISl HACTPOUKH CETH;

BBIOMpATH

Onenka pe3ynbTaToB
BBITOJITHEHMSI IPAKTUYECKUX
3aHATUH, TECTUPOBAHUE
cZla4a OTYETOB I10 IIPAKTUKE

- YMenue rpaMOTHO
0(hOpMIIATh TEXHOJOTUYECKYIO
JTOKYMEHTALUIO.
I1IK 3.2. IIpoBoauTth - CocraBneHue OreHka pe3yabTaToB
npodusakTuyeckre padboTsl Ha PCKOMCH AN 1O | BRINOJIHCHUS IIPAKTUICCKUX
MOBBILICHUIO

00BeKTax ceTeBoi MHPpa-
CTPYKTYPBI U Pa0OYHMX CTAHIUSIX

paboTOCIIOCOOHOCTH CETH;

- VYMeHHne paccUuThIBaTh
BpeMs JUIsl HACTPOWKH CETH;

- YMenue rPaMOTHO
0QOpMIISITh TEXHOJOTHYECKYIO
JIOKYMEHTAITHIO.

3aHATUH, TECTUPOBAHKE

IIK 3.3. Dkcruryatanusi CeTeBbIX
KOH(UTypaiuii.

- HactpauBanune cetu c
BBICOKOM CKOPOCTBIO 51
TOYHOCTHIO;

- YMeHHne paccUuThIBaTh
BpeMs U1l HACTPOWKH CETH;

- Ymenue IPaMOTHO
0(hOpMIIATH TEXHOJIOTHYECKYIO
JIOKYMEHTAIHIO;

- Obecneuenue
nH(}OPMaLMOHHON
0€301MacHOCTH ceTel.

OHCHKa PE3YyIbTATOB
BBITIOJTHCHUA TPAKTHYCCKUX
SaHSITI/Iﬁ, TECTUPOBAHUC

[IK 3.5. Opranu3oBbIBaTh
VHBEHTAPU3ALUI0 TEXHUYECKUX
CPEICTB CETEBOM
UHQPPACTPYKTYPHI, OCYIIECTBIATh
KOHTPOJIb 000PYAOBAaHHUS MTOCIIE
€ro peMOHTa

- CocraBnenue
pEeKOMEHIauu
MTOBBILICHUIO
paboTOCITOCOOHOCTH CETH;
- YMenue BBIOMpATh
TEXHOJIOTHYECKOE
000pyIOBaHUS ISl HACTPOUKH
ceTu;

- YMenue rpaMOTHO
0bopMIIATh TEXHOJIOTHYECKYIO
JOKYMEHTAIHIO;

- Obecneuenue

1o

HH(pOPMaITMOHHOMN
0€30I1aCHOCTH CETEM.

TECTUPOBAHUE,
(bpoHTANBHBIN OIPOC

1K 3.6. BeInoisHATh 3aMeHy

- YmMmenue BBIOMPATh

TCCTUPOBAHUC,




PACXO/IHBIX MAaTEPHAIOB U MEJIKUH | TEXHOJIOTHYECKOE
peMOHT nepudepHitHoro 000pyOBaHUs JJIs1 HACTPONKHU
000py0BaHus, CeTH;

- YMenue rpaMOTHO

OTIpEIeIIATh yCTapeBIliee
00opyoBaHue U MPOTrpaMMHbIE

b JIOKYMEHTALUIO;
CPEJCTBA CETEBON _ Ob6ecreueHe
HHQPACTPYKTYPHI HH(OPMALIMOHHON

oQOpPMIISITh TEXHOJOTHYECKYIO

0€30I1aCHOCTH CETEH.

(bpoHTaNTBHBIN OIPOC
c/laya OTYETOB 10 MPAKTHUKE

cDOpMBI N MCTOABI KOHTPOJIAA U OLCHKHU PC3YJIbTATOB O6Y"ICHI/I$I JOJIDKHBI ITIO3BOJIITH

OpOBEPATh y OOYYalOMIMXCS HE TOJBKO C(HOPMUPOBAHHOCTH MpPOdheccroHATbHBIX

KOMIIETEHIIUM, HO U Pa3BUTUE OOIIMX KOMIETEHIINN 1 00ECIeUUBAIOIINX UX YMEHUH.

Pesyabrarsl
(ocBoeHHBIE 001N E
KOMIICTEHIMH)

OcHoBHbIE NTOKA3aTeJaH
OICHKHU pe3yJibTarTa

®opMbI U METObI
KOHTPOJISI M OLIEHKH
pe3yJabTaToB 00y4eHHusI

OK 1. [ToHumaTh CymHOCTb U
COLMAIIBHYIO 3HAYMMOCTh CBOEH
Oynyiieit mpodeccuu, MPOsBIATh K
HEU yCTOMYUBBIN UHTEPEC.

- ydactue B paboTe Hay4dHO-
CTYJCHYECKHX OOIICCTB,
-BBICTYIUIEHUSI Ha
MIPAKTUYECKUX
KOH(epeHIUsIX,

- ydacTue€ BO BHEYPOUYHOU

Hay4HO-

NEITEIbHOCTH CBSI3AaHHOU C

Oymyueit
npodeccueit/crnenuaibHOCTbIO

O11eHKa JIeSITeILHOCTH
o0OydJaromierocs B Xo/1e
3aHATUS

(KOHKYpCBI

npo¢eCcCHOHATBLHOTO

MacTepcTBa, BBICTABKU U T.I1.)

- BBICOKHE [IOKa3aTeNN

IIPOU3BOJICTBEHHOU

JeSITeNIbHOCTH
OK 2. Oprann3oBbIBaTb COOCTBEHHYIO |- BbIOOp © mpuMeHeHue | Caaya oTyeTa 1o
JeSITeIbBHOCTh, BHIOMPATh TUTIOBBIE METOZIOB U MIPOU3BOJICTBEHHOM
METO/BI U CIOCOOBI BBIMOJIHEHUS croco0oB peleHus | IPaKTUKE
npodecCHOHATBHBIX 33/1a4, OLIEHUBATh | MPOGECCHOHATIBHBIX  3ajad,

uX 3QPEKTUBHOCTh U KaYECTBO.

olleHKa UX 3()PEeKTUBHOCTU U
KauecTBa

OK 3. IlpuHumarts perieHus B
CTaH/JAapPTHBIX U HECTAHAAPTHBIX
CUTYalMsX U HECTH 32 HUX
OTBETCTBEHHOCTh

- aHaIM3 NPOQecCHOHATBHBIX
CUTYaLNil;
-pellieHue CTaHJapTHBIX W
HECTaHAAPTHBIX

npo¢eCCUOHABHBIX 3a]1a9

OI_IGHKa ACATCIIBHOCTHU
OGy‘l&IOHlCFOCH B X0A€
3aHATUA




OK 4. OcymiecTBisSITh NOUCK U
UCTIOJIb30BaHUE UH(OPMAIIHH,
HeoOxoumoi tst 3 HEeKTUBHOTO
BBIMOJIHEHUS TPO(HECCHOHATBHBIX
3aj1a4, Mpo(HecCHOHAILHOTO U
JMYHOCTHOTO Pa3BHUTHSI.

-3¢ pexTUBHBIH MIOMCK

HeoOxomuMon nHpopmanmm;

-UCIIOJIb30BAHUC  PA3JIMYHBIX
HCTOYHHKOB, BKJIIO4asa
OJICKTPOHHBIC.

OneHka BBINOJIHEHUS
BHEAYJUTOPHOU
CaMOCTOSITENIHON PabOTHI

OK 5.
nH(pOpMaIMOHHO-
KOMMYHHUKAITIOHHBIC TEXHOJOTHH B
poeCCUOHATILHOMN IeATEILHOCTH.

HUcnons3oBaTth

- HCIIOJIb30BaHKE B YUeOHOU U
npodeccrnoHabHOM

ACATCIIbHOCTH PA3IIMYHBIX
BUIOB IPOTPaMMHOTO
obecrieueHus, B TOM YHUCIIE
CIIEIUATIBHOTO, pu
oopMIICHUM W TIpE3eHTAlUU

BCCX BHJ0OB pa60T

OreHka e TeIbHOCTH
o0yJaromerocs B Xoze
3aHATUA

OK 6. PaGoTath B KOJUIEKTHBE U B
KoMaH[e, 3P (PEKTUBHO O0IIATHCS
C KOJUIEraMH, pyKOBOJICTBOM,
MOTPEOUTEIISAMHU.

BsanmonelicTBue:
- ¢ 00yYaromuMHCs

BBIIIOJIHEHHUHN  KOJIJICKTHBHBIX

pu

3a/1aHkH (POCKTOB),
- c IperoIaBaTelsiMHu,

MacCTCpaMH B X0I¢C O6y‘leHI/I5{,

Cnaua oTuera no
IIPOU3BOACTBEHHOMN
IPAKTHKE

OK 7. Bpats Ha ce0s1 OTBETCTBEHHOCTb
3a paboTy WICHOB KOMaHIbI
(MOAYMHEHHBIX), pe3yJIbTaT
BBITIOJTHEHUS 3aJaHAI

caMOaHadM3 ©  KOPPEKIUs
PE3yIIbTaTOB COOCTBEHHOM
ACATCIIBHOCTHU npu

BBITIOJIHEHUH  KOJUIEKTUBHBIX
3a/laHui (IPOEKTOB),

OrneHka aesITelIbHOCTH
o0OydJaromierocs B Xo/1e
3aHATUS

-OTBETCTBEHHOCTh 3a
pe3ynbTar BBITIOJTHEHUS
3aJ[aHUM.
OK 8. CamMOCTOSATEIIEHO OTPEIETIATh - IUTAaHUPOBAaHUE u | O1eHKa J1eTenbHOCTH
3a/1a4¥ MPOPECCUOHAIBHOTO U KAueCTBEHHOE  BBINIOJIHEHUE | O0YYaIOLIerocs B X0/1e
JTUYHOCTHOTO Pa3BUTHS, 3aHUMATHCS | 3a1aHuid JUTSL | 3aHSATHS
camMo00pa30BaHUEM, OCO3HAHHO CaMOCTOSITENTbHOM paboThI
TUTAHUPOBAThH MOBBIIICHUE npu W3YYCHHUH
KBaJTU(DUKAITIH TEOPETUYECKOr0 MaTepuana u
MIPOXOKICHUH pa3IMYHBIX
ATafoB  MPOU3BOJICTBEHHOU
TIPAKTUKH ;
- ONpeleleHHe JTalnoB U
comepxaHusi  pabOTHI o
peanuzanuu
camoo0pazoBaHus
OK.9. OpueHTupoBaTbcs B YCIOBUSX | - azanTtanus K | OlieHKa AesTeNbHOCTH
4acTOM  CMEHBbl  TEXHOJIOTMM B [ U3MEHSAIOIIMMCSA YCIIOBHSIM | OOYYarOIIETOCs B X0J1€
MpoeCCHOHAIBHON CSITEIBHOCTH. npodecCuoHATBHON 3aHATHUS
NesITeNIbHOCTH;

-POSIBJICHHE




npodeccroHanbHOI
MaHCBpPCHHOCTHU npu
MMPOXOXKIACHUN PAa3IIMIHBIX
3TAallOB  MPOM3BOACTBCHHOU
MPaKTHKH




