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BBegeHue

ITocnme 3aBepmieHus y4eObl OOYJAIOIIMIACS MPOXOAUT TOCYAAPCTBEHHYIO
UTOTOBYIO arrectanuio. K rocyaapcTBeHHOW MTOTOBOW aTTeCTallMy JOITYCKAeTCs
00yJaromuiics, He MO aKaJIeMIIECKO 3a0JDKEHHOCTH U B MOJTHOM 00Be-
M€ BBITIOTHUBIINK YIeOHBIH TuTaH. [0cyapcTBeHHAs HTOTOBAs aTTECTALUS BKITFO-
YaeT MOJrOTOBKY U 3aIlIUTY BHIMYCKHOW KBATU(HUKAIIMOHHOM paboThI

Bremycknas kBanm¢ukamuonHas pabora (BKP) sBmsercs  BaxHewmiei
(dbopMoOii caMOCTOSTEIBHOM PabOThI 0OYJAIOUIUXCS, MO3BOJISAIOICH OICHHUTh YPO-
BEHBb OOIIETEOPETUIECKON U CIIEIHATFHON MOATOTOBKU CTYAEHTA M €TO0 COOTBET-
ctBue TpeboBanus DenepanbHoro rocyaapcreennoro crangapra CIIO (PI'OC).
[enp BBIMYCKHOH KBAIM(DUKAIIMOHHON pabOThl - CUCTEMATH3AINsI, 3aKpETUICHNEe U
paciypeHue TeOpeTHUECKUX 1 MPAaKTHYECKUX 3HaHWM, OBJIaJJICHUE COBPEMEHHBIMU
METOJaMU TPUHATUA pemeHHﬁ 1A TEXHUYCCKUX, DKOHOMHNYCCKUX U ITPOU3BO A~
CTBEHHBIX 3a71a4, BEISICHCHHE YPOBHS MOJATOTOBKU OYIYIIETO CIICIIHANCTA CPEIHE-
'O 3B€Ha K CAMOCTOSITEILHOM eI TeIbHOCTH.

[ocne 3aBepreHnst 00yUeHHSI CTYIEHT, O0yIarOIIHIICS 10 CIIEIHAaTbHOCTH
09.02.02 KomnbroTepHbIe CETH, JODKEH:

3Hamb:

U TexHOJOrUIO MPOSKTUPOBAHHUS, IPOU3BOICTBA U COMPOBOKACHUS 00b-
€KTOB MPO(HEeCCHOHATLHOM JIEATENBHOCTH;

TIEPCIICKTUBBI ¥ TCHACHITUH Pa3BUTHS HHPOPMAITMOHHBIX TEXHOJIOTHIA,

CTaHAAPThl U TEXHUYCCKUC YCIIOBUS,

TTOPAOK, METOIBI U CPEACTBA 3AIMUTH HHTEIUICKTYaIbHOW COOCTBEH-

HOCTH;

CTHI0CcOOBI 3aITUCH aITOPUTMOB U KOHCTPYHPOBAHUS IIPOTPAMM C HC-

T10JIb30BAaHUEM Pa3JINUHBIX aJITOPUTMHUECKUX SI3BIKOB;

OCHOBHBIE MPHHINIIB OPTaHU3aNY U (PYHKIHOHHUPOBAHUS BEIYHCIH-

TEJIbHBIX CUCTEM, KOMIUIEKCOB U ceTeil DBM; xapakTepucTuku, BO3-

MO>KHOCTH U 00JacTH IPUMEHEeHHs HanboJiee paclpoCTPaHEHHBIX

KJaccoB U TUTIoB DBM B mH(pOpMAIOHHBIX CHCTEMAX;

MOJIETIH ¥ CTPYKTYPbI HH(OPMAIIMOHHBIX CETEH, METOJIbI OLICHKH (-

(exTHBHOCTH HH()OPMAIIMOHHBIX CETEH;

U Meronsl U MOJIENH yIIpaBlieHUs] HHGOPMAILIMOHHOW CHCTEMOM, IPO-
TpaMMHBIE ¥ TEXHHUECKHE CPEICTBA PeaTH3aluy CHCTEMBI yIpaBie-
HUS;

U coBpeMeHHBIE CPECTBA BEIYMCIUTELHOM TEXHUKH, KOMMYHUKAIAN 1
CBSI3H;

U ocHoBHBIE TPeOOBaHKS K OPraHU3AIUK TPYIa IPH MPOSKTHPOBAHUN
00BEKTOB PO(PECCHOHANEHON IEATEIEHOCTH;

U Meronpl aHanu3a KauecTBa 00EKTOB MPOPECCUOHATBHOMN NEATEIbHO-
CTH,

U 0O ood

(M
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MpaBuJia, METOJIbl U CPEJCTBA OATOTOBKU TEXHUUECKON JOKYMEHTa-
UH;

OCHOBBI SKOHOMHKH, OPTaHU3aIUU TPYyIa U IPOU3BOJICTBA, HAYIHBIX
HCCIIEIOBaHMIA;

OCHOBBI TPYJOBOTO 3aKOHOATEIILCTBA,

MpaBUJIa U HOPMBI OXpaHbl TPYya.

enbs.

NPUHUAMATH yYacTHe BO BceX (pa3zax MpOEKTHPOBaHHs, pa3paboTKu, U3-
TOTOBJICHHS M CONIPOBOXKCHUS 00BEKTOB NMpodeccnoHanbHOM nies-
TENBHOCTH;

NPUHUMATh y4acTHe B pa3paboTKe BceX BUIOB JJOKYMEHTAIIMHU Ha IPO-
IpaMMHBIC, allapaTHbIE U IIPOrpaMMHO-aNIapaTHbIE KOMIUIEKCHI;
HCIIOJIb30BATh COBPEMEHHBIX METOJIOB, CPENICTB M TEXHOJIOTHHU pa3pa-
00TKH 00BEKTOB MPO(HECCHOHATLHOM I TEILHOCTH;

OCYILECTBIISTh OPraHU3alHI0 Ha HAY4HO# OCHOBE CBOETO TPyJa, Biia-
JCHUEC COBPEMECHHBIMU I/IH(I)OpMaL[I/IOHHI)IMI/I TEXHOJIOT'UAMU, IPUMCH S~
eMBIMH B cepe ero npohecCHOHATBHON NesTeIbHOCTH;

MIPOBONTH aHAJIM3 CBOMX BO3MOXHOCTEH, CIIOCOOHOCTD K MEPEOLICHKE
HAKOIIJICHHOTO OIIbITa ¥ MPHOOPETEHHIO HOBBIX 3HAHUH C UCIIOIb30Ba-
HHEM COBPEMEHHBIX HH(MOPMALMOHHBIX 1 00Pa30BaTENIbHBIX TEXHOIO-
THi;

UCIIOJIb30BATh COBPEMEHHBIC METOBI M CPEJICTBA CETEBBIX U HH(POpMa-
ITUOHHBIX TEXHOJIOTHUH npu pa3pa60TKe TCJIICKOMMYHHKAITUOHHBIX CHU-
CTEM U MOJICHCTEM IIepeladd JAHHBIX KOPIOPAaTUBHEIX HH()OPMALIHOH-
HbIX CUCTEM;

NPUMEHATh METOBI ¥ CPEeNICTBA Pa3pabOTKH arOPUTMOB U IIPOTPaMM,
COBPEMEHHBIC TEXHOJIOTHH POTPAMMHPOBAHHUS TEITEKOMMYHHUKAIHO H-
HBIX MOJylleld HHGOPMALMOHHBIX CHCTEM;

NPUMEHSATh METOJBI PacyeTa HaAC)KHOCTH TEICKOMM YHUKAIIMOHHBIX
cHCTeM, METO/Ibl 0OecrieueHus HH(GOpMaMOHHOM 0e3011aCHOCTH U 3a-
IINTHI JaHHBIX.

umems onblm.

Q

Q
a
a

MIPOEKTUPOBAHUS M BHEAPEHUSI KOMMYHHMKAIIHOHHBIX CHCTEM M HX
9JIEMEHTOB B KOHKPETHBIX 00JIaCTSIX;

MO/JIETMPOBaHAS MH(OPMAITOHHBIX CHCTEM Ha COBPEMEHHBIX DBM,;
BBIOOpa apXUTEKTYPhl U KOMIUIEKCHPOBAHUS aIlliapaTHBIX CPEJICTB
KOMMYHUKAIIMOHHBIX CHCTEM;

OpraHu3anuy padoThl B KOJUIEKTHBE Pa3paOb0TIYNKOB HH(POPMAIIMOHHBIX
CHCTEM.

umentv npedcmasﬂenue:

Q

0 CTaHJapTax, paclpOCTPAHIEMBIX Ha MPOLIECCH pa3pabOTKU U KOHEY-
HBI€ IPOAYKTHI IPOTPaMMHOTO | alapaTHOro obecredeHust nHpop-



MAIMOHHBIX CHCTEM M OpraHU3alusX, pa3padaThIBaOIINX 3TH CTaH-
JapTHI;

U o kpymHEHIIMX NPOU3BOIUTEIAX KOMMYHHKAIIMOHHOTO 000pyIOBa-
HUSL, IPOTPaMMHOTI'O U allllapaTHOTO 00ECIeYeHus] B MUpE, IPU3HAaKax
KJIaCCU(HKALMY U KPUTEPHAX Ka4yeCTBa UX HPOIYKIIUH;

U 0 KOHBIOHKTYpE pbIHKA KOMMYHHKAIIMOHHBIX U HH()OPMAIIMOHHBIX
TEXHOJIOT U1, IPUOPUTETHBIX ¥ EPCIEKTUBHBIX HAIIPABICHUSAX;

Kak ciienyer u3 TpeOoBaHUi, CTYICHT JOJDKEH HE TOJIBKO YMETh IPOCKTHU-
poBaTh U pa3pabaTbiBaTh KOMMYHHKAIMOHHBIE CUCTEMBI U T10ICHCTEMbI HH(OP-
MAaIMOHHBIX CUCTEM, HCITOJIb3YsS HOBEHIINE METOIBI U TEXHOJIOTHH, HO U OLICHU-
BaTh UX IPOEKTUPOBAHKE C SKOHOMHUYECKOH TOYKH 3PEHHUSL.

s cnennansrocTr 09.02.02 KoMubroTepHBIE CETH BBITYCKHAs KBaTU(pU-
KaloHHasi paboTa BHINOJHSETCS B BUJIE JUIUIOMHOTO TIpoeKkTa. B mpoekre coenu-
HSIOTCS TEXHUYECKHe 3HaHHs, yMEHUsI U HaBBIKH, KOTOPBIE IPHOOPEN CTYACHT 3a
nepuoj; 00y4eHusI.

PeSyJ'II:TaTI)I pa6OTI)I Hal JTUTUIOMHBIM IIPOCKTOM HCO6XOI[I/IMO MpEeACTaBUTH
B KayeCTBE HJUTFOCTPATHBHOTO MaTepyaia Ipy BEICTYIUICHUH Ha 3amure. Co0-
CTBEHHBIH HA0Op STHX MaTEPUANIOB CTYICHT-AUILIOMHHK COTJIACOBBIBAET C PYyKO-
BOJHUTENEM JUIUIOMHOTO IIPOEKTa.

B Hacrosiiem nocodun onucaHsl OCHOBHBIE TPEOOBAHUS K COIEPKAHUIO
IPOEKTa, PEKOMEHIAINH T10 CTPYKTYpE IIPOEKTa U €ro Pa3ielioB.
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Tpe6oBaHuA K 0pOpM/IEHHIO MPOEKTA

Pexomendyeman cmpykmypa OuniomHo20 npoeKma

Ha3Banue npoexra JOHKHO B TOYHOCTH COBIAJATh C TEMOU, YTBEPKICH-
HO¥ npuKa3oM. JIUTIITIOMHBIH IPOEKT JOJDKEH BKITIOYATH B CE0s CIICIYIOMTIE
CTPYKTYPHBIC JIEMCHTHI:

TUTVYJIbHBINA JIUCT

3AJJAHUE HA BBIITYCKHVYIO KBAJITMOUKAIIMOHHYIO PABOTY.

COJIEPXXAHUE

AHHOTALIUA

[IEPEYEHB YCJIOBHBIX OBO3HAYEHUIA (mpu HEeo6xo0ammocTH)

BBEJJEHUE

ul. OCHOBHBIE ITOHATUSA CTPYKTYPUPOBAHHBIX KABEJIbHBIX
CETEMN.

5 2. TIOCTAHOBKA 3AJJAYN U AHAJIN3 ITPEAJIAT AEMBIX PEIIIE-

HUUN.

3. TEXHUYECKUI TIPOEKT CETHU

4. YCTAHOBKA OHEPALIHOHHOPI CHUCTEMBI U HACTPOUKA CE-
TEBBIX CIIYXb

5. TEXHUKO-2KOHOMHNYECKOE OBOCHOBAHMUE ITPOEKTA

6. OXPAHA TPYJIA 1 3KOJIOTMYECKA BE3OITACHOCTD

3AK/JIIOYEHUE

CIIMCOK UCIIOJIB30BAHHBIX UCTOYHHNKOB

IMPUJIOXEHU A

Od¢hopmnenue nosacnumenvHol 3anUCKu

TekcToBblif MaTepuan paboThl MOXKET OBbITh IIPEJICTABICH B MATMHOIIMCHOM
WIN PyKOTIMCHOM BapuaHTte. OCHOBHOM 00beM paboThl JoImKeH cocTaBisiTh 70-90
MAaIIMHONMCHBIX cTpaHul. O0beM IPUIIOKEHUS HE OrpaHiyeH. TeKCT HaHOCUTCS
TOJIBKO C OJTHOW CTOPOHEI JHcTa opmarta A4, IPH ITOM CIIeIyeT COOIOAATh Clie-
JyIollye OTCTYyIBI OT paMKku: cieBa — 0,5¢m., cripasa — 0,5 cM., cBepxy— 2 cM.,
cHu3y — lem.

Kaxxnas rinaBa goJpkHA HAUMHATHCS ¢ HOBOH cTpanuibl. HazBauus rias, na-
parpa¢oB, IOJDKHBI COOTBETCTBOBATH OIJIABJICHHIO (COJIEPIKAHUIO).

Bce cTpanniisl paboThl JOJDKHBI OBITH TPOHYMEPOBAHBI OCIIEIOBATEIEHO
apaOckumu 1udpamu. Hymepanus crpaHuIl JOJDKHA OBITh CKBO3HOW OT THUTYJIb-
HOTO JIMCTA JI0 TIOCJIEHETO JIMCTA TEKCTA, BKIIFOYAs HIUTIOCTPATUBHBIA MaTepuan
(Tabnuibl, rpadMKK, AMarpaMMBbl U T.11.), PACIIOJIOKCHHBIH BHYTPH TEKCTa HIIH
rocjie Hero, a TaKkxKe NPUIoKeHus. Ha THTylIbHOM JIHCTe, KOTOPBIH ABIAETCS Hep-
BOW CTpaHUIIEH, a TaKXKe 3a/JaHUU Ha TUIIJIOMHBIH IIPOEKT U CTPAaHUIIE, COJepKa-
IIe OrJIaBJICHNE, HOMEpa CTPAaHUI] HE CTAaBATCS, HO YIUTHIBAIOTCA IIpH 00IIei Hy-



Mepannu. Hymeparust ctpaHuIl 10JbKHA COOTBETCTBOBATH OTJIABJICHHIO (CoMeprKa-
HUIO).

CokpartieHus B TEKCTE He JIOMyCKaroTCsl. VICKITIOUeHUs COCTaBIISIOT:

e  OONICNPUHSATHIC COKPAILIEHUSI MEp Beca, [UIUHBI U T.1.;

e  OOUICNPUHATHIE I'paMMaTUYEeCKUE COKpalleHHs Takhe Kak: T.XI., T.IL.,

T.C.;

® TE COKpAaIlIEHWs, Il KOTOPBHIX B TEKCTE MpPUBEICHA IOJHAs paciiud-

pOBKa.

ITpn odopmieHnH MOACHUTENBHON 3aIICKN B TEKCTOBOM PEJAKTOPE CIIEAY-
eT co0III0aTh CIEAYIOLIME ITapaMeTphl: BEIOPaHHBIH MIPH(T TOIKEH OBITh YETKUM
u pa3dopuuBbiM (pekomenayercs «Times New Romany), pazmep mpudra-14, ne-
yath yepe3 1.5 narepsana. OcHOBHOIT 00beM paboTsl He MeHee 40 cTpaHHII.

[MosicuurtenpHas 3anucka opopmirsieTcs Ha ucrax popmara A4. Kaxprit
JIMCT TTOSICHUTEIBHOH 3aITUCKH JOJDKEH HMETh PaMKy COTJIACHO TPeOOBaHHUAM
I'OCT.

T'OCT 2.104-68 ECK]I. OcHOBHBIC HAAMKCH

I'OCT 2.105-95 ECK/I. O6uire TpeOoBaHMs K TECTOBBIM JJOKYMEHTaM.

T'OCT 2.111-68. ECK/I. HopMOKOHTpOJIb.

I'OCT 2.301-68 ECKII. ®opMaTsl.

T'OCT 2.304-81. ECK/I. LlIpudTs! 4epTeKHBIE.

T'OCT 2.701-84. Cxemsl. Bunsr u tamsr. O0uiie TpeOOBaHUS U BHITIOTHE-
HUE.

Kaxxp1ii TUCT IUIIIOMHOTO MPOEKTa I0JIKEH UMETh paMKy. B pamke no-
KEH OBITh yKa3aH HOMEp JINCTa U 0003HaUYEHHE JIOKYMEHTA.

O0603Ha4YeHNEe COCTOUT U3 CIEAYIONIUX I'PYIII CHMBOJIOB:

1 rpynma (2 cumBouna) — «/II1» (AMTIOMHBIIH IPOEKT);

2 rpynmna —HOopsIKOBBIM HOMEp CTYIEHTa B IPHUKa3e 00 yTBEPIKICHUH TEM
BKP, nomep pazznena, nanpumep: «100400» - Homep B npukase 10, pazgen 04.

3 rpynna — 3anonHsiercs HoJisMu: «000;

4 rpymma — tun nokymenta «I13» (mosicHuTensHas 3amucka). Takimm oOpa-
30M, 0003HaueHHE 4-r0 pa3zena HOsSCHUTEIBHON 3aIUCKH CTY/ICHTa, HOMEp KOTO-
poro B pukase 10, umeet Bua: «JII1.100400.000 I13».

Hannucen B pamke BbIONHSAIOTCS YyepTexHbIM mpudTom o OCT.

IepBeie 2 3HAaKa 1 BTOPbIE 6 3HAKOB BBIACISIOTCA TOUKAMHU.

OO6pas1sl IepBOi 1 MOCTIEYIOINX CTPAHUIL TPUBEICHBI Ha OT/IEITBHBIX
CTpaHHIAX.

TexcT MOsICHUTENBHOM 3aMCKH JOJIKEH OBITh KOPOTKNM, YETKUM U HE JI0-
ITyCKaTh Pa3IMYHBIX TOJKOBaHUH. HE0OX0aMMO HCIOIb30BaTh HAYYHO- TEXHHYE-
CKHE TEPMHHBI, 0003HAYCHUS U OTIPEJICIICHNUS, YCTAHOBJICHHBIE CTAaHJAPTAMH, a
IIPU MX OTCYTCTBUH — OOIIENPUHSTHIE B HAYYHO - TEXHUYECKOW muTeparype. B
TEKCTE HE JOIYCKAIOTCS COKpalIeHus! (KpOMe YCTaHOBJICHHBIX MPaBUIIaMH Opdo-
rpaduu ¥ COOTBETCTBYIOIMMH CTaHIAPTaMH).
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[Tpumeps! 0(OpPMIIEHHS TUTYIEHOTO JINCTA, TIEPBOM M MOCIIETYIOIINX CTpa-
HUII pa3zierna NPUBEICHbBI HUXKeE.

MMHUCTEPCTBO OBPA3OBAHMSA 1 HAYKU
POCCHUICKON ®EJIEPALINU
d>ez[epam,Hoe rocy1apCTBEHHOC aBTOHOMHOC 06pa3OBaTeJ'ILHO€ YUpCKACHUC
BBICIIIETO 00pa30BaHUsA
«KPBLIMCKU @EI[EPAJ'IBHBIPT YHUBEPCUTET umenu B.U.Bepraackoro»
[IPUBPEXXHEHCKHMI ATPAPHBIN KOJIJIEDK (GUIIUAIT)

YTBEPXJAIO

3aM. JUPEKTOpa MO YIeOHO -
MIPOU3BOJICTBEHHOU paboTe
oxurosa JLA.
« » 2017 r.

BBIITYCKHA S KBAJIMOUKAIIMOHHAS PABOTA
Ha TEMY:

Pa3zpaboTka npoexrta koMmnbroTepHoi ceTu B yeaoBusax Q00 «Carrpane» r.
Caxkmu, Pecny6siuxu KpbiM ¢ ycTanoBKoii cepBepa Ha 6a3e OC Alt Linux
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1 0B30P OCHOBHEIX [TOHATHI CKC

1.1 BosHER BOESHES CTOVETVEHDOESHEOH E30STEHIE CHOTSMED

Bosrurroesie B passrmee CHC manoce & capenims 30-x rogoe, 310
OOV CENSHD EOSPOCTIIEA TR-S0083HHTM E E30ST BEHEIM CHCTSMELM, EOrTa
EOMIEOTS0HRE TEXHHER, 3 ¢ B2l B TEXHHEE EEMHOTHTSTEHED. C2TS FRENa
CTPEMUHTETERD EHSIPATECH BC EC2 CHepsl N2STETEROCTH [P TPHITIHIE
OpTEHHEANHE. 70 PEEEC VESITHYEIC OOESM HEQOPMATHE, [EQSTIEas O ERVIDH
SMAHHT HTH EOMIINSCE sEaeeH. Fabansaeie CHOTEMEL TEPECTD OEQTSHHT IT1
PENISEET ST 3N HEDODAE ITHOE HOMH TIONT SR COSTIEATHE PaspaoT erana:
CPSNCTE ERMHOTHTSTERCH TEXHEEN B ZE THERDTO C8TEE00 CODPVIOEIHET.
TloaErmHCE Tax e HpAEL, TPOMIECQT INHE E30STE, COSTHHHTETH,
EOHCTDVELHOHHELS VOTDORCTES, DEETHYHELS MEHCTIOCOHITSHET H 2K 0SCCyael.

BecoMel MpopeE & T3HHEDH oOnacTH nporsomen & 1551 ooy, mocne
rpeERTEE cTaErapra EIATIA-368 | composcs T2ENN 210 ToRVMeHToE. Ha ocHoEs
FTHOC DOEYMEHTOE E DETEHSHISM TPOHCUCIHIID PaiEHTHS CTRHIAPTOE,
HATPAETEHNED H SIVIIISHES CTRVETY DHPCEARFCH E 202 OH CHOTSAEL

CEC corTorT M= MEGESCTER PAsTHYHED EOMITORSHTOE, TAERR E3E. [OSSTEH,
EOHISHTPETORE!, MRHSTH MEPERTHYSHEE, CTOHER H MHEE SCTED LYK JLSMEHTOE,
EOTOPELS MIOZEQILTRT ERICTDOMTE HETVI0 C2TE H MOTYHHTE EOHEDSTHYR
DOENMESHTAITHRD, WL RIS VIIPAETSHES B TEM CaMEM YMEHELIRIVED EPSuE
MPOCTOA CETH.

1.2 OnpenensHee CIpVETYVPHPOEZHED E30STEHON CHOTSMEL

CroeTypHpoEasER s Ea0eTE T CHETEME-3T0 OCHDER HHOPacTvE TR
3MAHHL, EOTOPRs IOSEQT 52T CEECTH E STHEYHY CHCTSMY MEIESCTED COTSEEDT
HEDOpMEIHOHEED CPEHCOE PRSHOID HATHRSSHMA: TORATEHENS ERSHOT HT ST EHELS

CETH H TETa{POHNES CETH, CHETEME DES0IRCHICTH, EMTeoHamoneat KT . B 22

!

{8350 acHoliyeie Ao
'

il
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Obpasey ogpopmierus nepsoii cCmparuyvl pazoend
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COCTZE EXNOOAT CTRHIZPTHIHPOEZHHELS FTSMSHTH | EOMMYTZIHOHHE & VCTDORCTER,
pareaver, Exbemn o T ), CHC suveer cmemapmssposarmae copveTypv e
TOMEMoriEs. 3HEET CHOTEME YIDEENT M2t CT2HT 2 THIHPOEHHEIM OOpason, 2 T
®2 DOSCeTHEIST CTRHIIPTH IHPOEIRHELS T3PaRETPE (23 TVIEHHS, HOpOCTE

QS 3HH TaHHED B TO.).

Ha0eneras cHOTEME-3T0 COBCEVIHOCTE KOMIICHEHTOE E20STT K CaMOrD
rabens. K gabanrmem £ oMIOHSHTEM OTHOCHTCS EC2 MRCCHEHOS ROMMYTZIUHONHEDS
OOOpVI CEIHME CNNEINISS OITH OOST HHSHHE HITH QHIHYSCHOIT OECHYEHIT E30aTL
TEEEOMMYHHEIIHOERELS POSSTER Ha £abouo MarTax, EPOCeoEss B
EOMMYTRIIHDEHELS [TEHATH E TRTSROMAYHHEA I ORHEDS [TOMSTISHH T,

CroETyPHpOEaHER T CHOTEME-3T0 EOMOHEIITHE CEAZEHHEDL H S2EHCHMEDL
COCTAETTROIED SLACTSH HITH B mo0oi mmbop. [arms cHoTena HazEreasTes
CIOVETYDHPOEIHHOEH, [TOTOMY 4T0 HMEST CIocooHOCTE TOLT 3T HEATE PRTHYHELS
TEIEEOMMYVHHEZHOHRELS [PHTEESHHT ([T0al 39 [IHHED, DEYH
ERIE0HE OpSSEEHIHH |, MPOIVELRE DRsTHYHED IpOHS EQIHTENSH H CIocobHOCTE E
PEATHE STHE MYTETHMSTHEHDE CPSIE, E EOTOPOH HCTEMIESVIOTCT O 2 VROII[HS THITED
TTEQEn SONIEK Cpel; EOAECHATENEIN E30STE, ENTAT ITa3pa H OTTOECIOEHD.

1.3 Ipesrvrvmrectea CRC

CEC ooragasT panou MpSLvIIEcTE, TERHME E3K:

» Hap=emocTe

¢ [IpocToTz HOTEMESCERHMA
¢ [IpocToTz 0OCTVEHEIHKT
* Janas o HEORTOYHOCTE

* [uieocTe

* SVERIHOMRTEHOCTE

* CopoEwTHaA CTomMocTs Enansres CHC Ha mopaoos Btk s 00 COREHSHIED ©

mpvrxm HT cuerananm

A,

—t= 080100 000717 |

Obpasey opopmaenus NOCICOYIOWUX CMPanuy pazoena
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Paznensl 0OCHOBHOW YacTH TOSICHUTEIBHON 3aIMCKU JJOJDKHBI UIMETh TIOPSiJI-
KOBYIO HyMepanuoo apadckumu nudpamu 0e3 Touku. Bee ameMeHTs BHYTpU pas-
JeJa — IO Apa3Ielibl, PUCYHKH, TaOIHIBI, GOPMYIIBI — 0003HAYAIOT ABYMSI YHCIAMH,
HalMCaHHBIMU apaOckuMu nudpamu, pasaeaéHHbIMU Toukol. IlepBoe uucio mo-
Ka3plBaeT HOMEp paszena, a BTOpOe — OuepeJHOW HOMep IMojpasiera, PHCYHKa,
TabnuIBl, GOpMYINBEI B TeKylleM pasjeine. [IyHKTbI HymMepyloTcs B Ipenenax oI
paznena. Homep myHKTa BKIIOYaeT B ce0s HOMEp pasjiena, oJpasjeia U odepel-
HOT'O IYHKTA, Pa3IelICHHBIX TOYKOL.

B koHIle HOMepa MyHKTa TOYKa He CTABUTCSI, HAIIpUMeEP:

3 TEXHUKO-D3KOHOMUNYECKOE OFOCHOBAHUE IMTPOEKTA
3.1 Pacuer maTepHagbHBIX 3aTpaT
3.2.1 Pacuet cTOMMOCTH OCHOBHBIX MaT€pHaJIOB

B Texcre MOKyMEHTOB 4Kcia ¢ pa3MEpPHOCTBIO MTUITYT Udpamu, a 06e3 pas-
MEpPHOCTH - CJIOBaMH, HallpuMep: «pa3Mep - He boiee 2 I'6»; «B ABa pa3a GoJbIIe)
UT. L

JpoOHble 3HaYeHNUs MUIIYT TOJBKO 1M pamu, Hanpumep: «1/2 oobema na-
MATHY». UUCIIOBBIE 3HAYEHUSI BEJIMYMH B TEKCTE JOJKHBI YKa3bIBATHCS ¢ HE0OX0-
JIMIMO¥1 CTETIeHBIO0 TOYHOCTH, ITPH 3TOM B PsIly BEJTMYUH BIPABHUBAHUE YHCIIA 3HA-
KOB TIOCJIE 3aISITON HE 0053aTeNbHO.

Ecnu B TekcTe JOKyMEHTa MPUBOIATCS PsiJl YUCIOBBIX 3HAUCHUH OJHON U
TOM e eqUHUIIBI (PU3NYECKOIN BENNYHHBI, TO €€ YKa3bIBAIOT TOJIBKO IOCIE MO-
CJIEIHEr0 YUCIIOBOro 3HaueHus, Hanpumep: «1,0; 1,5; 1,75 Mb»y.

damunny, Ha3BaHUS YIPSIKICHUN, OpraHu3aiuii, GUupM U Apyrue UMEeHa
COOCTBEHHBIE PHBOIAT HA SI3BIKE OPUTHHANA.

WnnroctpaTHBHBIN MaTepHra, TaOIHIbI, UM TEKCT BCIOMOTaTeILHOTO Xa-
paKTepa MOXKHO JaBaTh B BHJIEC IPUJIOKCHUS

Kaxnoe npunoxxeHre HeoOX0IMMO HAaUMHAThH C HOBOT'O JINCTA C YKa3aHUEM
CBEpXy NocepeanHe cTpaHullsl cnoBa «lIpunoxenue» u ero obo3nadenus. [Ipu-
JIO)KEHHUE J0JKHO UMETh 3ar0JIOBOK, KOTOPBIH 3alMCHIBAIOT CHMMETPHUYIHO TEKCTa C
MIPOTIMCHOM OYKBBI OT/IEIEHON CTPOYKOH.

[punoxenns 0603Ha4aIOT OOIBITUME OYKBaMHU PyCCKOTO anpaBUTa 3a MC-
KITIOYeHUEM OYKB: 3, I7I, O, X, LI, b, bl, b. TTocne cnosa «IIpunoxxeHue MuryT
OyKBY, 0003HAYAIOIIYIO €TO MOCIEIOBATEIHHOCTb.

[Tpunoxxenwus, Kak MpaBUIIO, BBIIOJIHSIOT Ha popmarax A4. Paspemnraercs
MIPHIIOKEHHS 0(OPMIIATH HA TUCTAX M APYruX (HOPMATOB.
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[IpuMepHOe coAeprkaHue pa3JesioB NOACHUTE/IbHOM
3alMCKH

Annomauus

AHHOTaUMA [O0JDKHA CONEPIKATh CBEACHUS 00 00bEME MOSICHUTEIHHON 3a-
MMUCKHU, KOJMYCCTBE WJUTIOCTPAIIHA, TaONHII, IUCTOB TPaPUUSCKON YaCTH, a TaKKe
BKJIIOUATh TIEPEUCHb KIIIOYEBBIX CIOB, XapaKTEPHU3YIOIIUX COJIEp)KaHUE TMPOEKTa.
[lepedyeHp MODKEH BKIFOYATh OT 5 10 15 KIIFOYEBBIX CIIOB B HMEHUTEIHHOM IajIe-
)Ke, HalleuyaTaHHbBIX (HAIMCaHHBIX B CTPOKY) uepes 3ansrbie. OOBEM TeKcTa aHHO-
Tanuu He 0oJiee OTHOW CTPAHUIIBI

Beeoenue

Brenenne (o0mmmM 00beMOM He OoJiee 5 CTp.) JODKHO COJEpXkKaTh OOIIHe
CBEJICHUS O TIPOEKTE, €0 KPATKYI0 XapaKTEPUCTHKY, PEe3OMe.

Bo BBeneHnM HE0OXOIMMO 00OCHOBATH AKTYaJIbHOCTh M 3HAUUMOCTDH TEMBbI
JUIIOMHOTO MTPOEKTA.

B Hem HEoOX0AWMO OTpa3WTh 3a/la4d, pelIaeMble B MPOCKTE, HCIIONB3ye-
MBIC METOANKH, TPAKTUYCCKYIO 3BHAYUMOCTD MOJIYUCHHBIX PE3YIbTATOB.

[enbto mpoekTa MOXET OBITh: TOCTPOCHHUE (pa3padoTKa) KOMMYHHKAIIHOH-
HOM CHUCTEMBI WIM pealu3allis aBTOHOMHOW 3anaun (Hampumep, cozganus LAN).
JIOTIOTHUTETFHO MOXET JTOCTUTATHCSI COBEPHICHCTBOBaHHUE WH(OPMAIIMOHHON Ce-
TH, TIPUMEHEHUE HOBBIX TEXHMYECKUX CPEICTB cOopa, Iepenadd, oOpaboTKu u
MpeACTaBICHNS HHPOPMAIIUH B paclpeeICHHBIX HHPOPMAIMOHHBIX CHCTEMAX.

Bo BBeneHnm HEOOXOJMMO TaKKe MEPEUNCIUTH BOMPOCHL, KOTOPBIE OYIyT
pPacCMOTPEHBI B MPOCKTE, BBIACIMB BOIPOCHI, KOTOPLIC MPEANOIaracTcsa peinuThb
mpakTHdecku. PexkoMeHAyeTcsl MUCATH BBeJdeHHE IO 3aBepPIIEHHH OCHOBHBIX
IJ1aB MPOEKTa, Nepe 3aKI0YeHneM. B 3ToM ciaydae MCKIIIOYEHA BO3MOXKHOCTh
HECOOTBETCTBHUSA “KeJIaeMoro” M “nelCTBUTEIBLHOTO” .

Kak mpaBuio, BO BBEICHHHM BHAdYale IAaeTCS KpaTKas XapaKTCPHUCTHKA
npeanpusaTis (opraHu3anuu), Ha 0aze KOTOPOTO CO3JaeTcsl MPOEKT: HauMEHOBa-
HUE, FOPUANICCKAN aJipec U T.1.

Hanpuwmep:

«®Depmepckoe xo3siictBo «PoxkkoB U.B.», dusmdeckuii ampec mpearnpusi-
tusi: PO, Pecnyonuka Kpeim, Cakckuii paiion, c. Becenoka, yn. Kuposa 57. J{u-
peKTopoM depMepcKoro xo3siicTBa sBistercs Poxkkos MBan BacnibeBnd.

X035CTBO SBIISETCS Y3KONPO(DUIBHBIM NPEANPUSITHEM, CHELUATH3HPYIO-
IIMMCS Ha TaKUX BUAAX JEATEINbHOCTHU:

U pacrenueBozacTBo (BripanuBanue 3epHOBBIX KYJABTYD);

Q 3emuenenuer.

Jlamee KpaTKO OTHCHIBAETCS KOMITBIOTEPHBIHN IMAPK U XapaKTePH3yeTCsl CO-
CTOSTHHE KOMIIbIOTepHO ceTn. HeoOxoanmo nokasars 1 000CHOBaTh HE00X0 11~
MOCTB CO3JIaHFsI HOBOH HIJTM MOJICPHU3AIINH CYIICCTBYIOMIEH CETH.
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Hanpuwmep:

«Ha npeanpuaruu umeercst 6 KOMIbIOTepoB. JIokanbHas ceTh Ha MpeNnpu-
STHUH OTCYTCTBYET. JTO HE MO3BOJISIET OPraHN30BaTh ONEPAaTHBHBIN 00MEH HH(DOP-
Malyel Mexy COTpyIHUKaMU MPEIIPUATHSL. »

HyxHO0 KpaTKo moka3aTh NPENMYIECTBA HCIOIB30BaHMUS CETEBOTO CEPBHCA
WM CIIY>KOBI, YKa3aHHBIX B 3aJJaHUH HA JAUIUIOMHBIA TPOEKT.

Hampumep:

«O0OBeHEeHe KOMITBIOTEPOB B CETh IIO3BOJISIET TPEXkK/IE BCEro 0OBEIMHNTD
pecypchl ceTH, MPeOCTaBUTh T0JIb30BATENSIM BO3MOKHOCTh 0OMeHa UH(opMariu-
eil. KommeloTepHas cerb oOecrmednBacT BO3MOXKHOCTh MH(OPMAIMOHHOTO B3au-
MOJISHCTBHS MEX]JYy aBTOMAaTU3UPOBAHHBIMU pPabOYMMHU MECTaMH, CEpBEpaMHu,
CPEACTBAMU CETEBOM MeYaTu U T. 1.»

IIpu opranusanuu cepBepa KIOYEBYIO POJIb UMEET BBIOOP ONEparlMOHHON
cucTeMbl. B 3TOM OTHOIICHMH OmepanuoHHas cucTeMa Linux sIBIsieTcss OAHUM U3
HaWJIydIIMX BapuaHToB BbIOOpa. OHa MMeeT MHOXKECTBO JIOCTOMHCTB, TAKUX Kak:
CTaOMJIBHOCTB, 3alllUTa IEPCOHANBHBIX JaHHBIX, OecmuiatHoe 10, mporpammHoe
obecrieueHne JIETKO OOHOBIISETCS U T1I.

Kak npaBuiio, BBeneHne 3akaH4MBailoT (pazoil «C ydyeTroM 3TOro, TeMon
JUIIIOMHOTO MIPOEKTA SBISIETCS . ..» WM aHAJOTUYHOH.

Pazoen 1. Ocnosnvie nonamus CmpyKmypupoeanHslx
KabenvHbIX cemeil

Paznen BKITIO4aeT moapas3aeis:

1.1. O6mwme ceenenns o CKC.

1.2. CrpykTypa u ocHoBHBIE TapameTpsl CKC.
1.3. CereBble OTIEpallUOHHBIE CUCTEMBI.

1.1. Obugue ceedenus o CKC

B pasnene npuBOSITCS OCHOBHBIC TIOHSTHS U OTIPEJICIICHUs] CTPYKTYPUPO-
BaHHBIX KabenbHbIX ceTeil (CKC):

TIOHATHE KaOeIbHOM CHCTEMBI;

MOHSTHE CTPYKTYPHUPOBAHHON CHCTEMBI;

MOHATHE CTPYKTYPHPOBAHHOM KaOETHHON CHCTEMEI.

[puBonurcs kparkuit 0630p pazsutuss CKC. OnuceiBaloTCs IperMyIecTBa
CKC 1o cpaBHEHHIO ¢ KaOEIbHBIMU CHCTEMaMH.

Kabenvnaa cucmema — 310 CUCTEMA, IIIEMEHTAMH KOTOPOH SIBJIAIOTCS Ka-
0eM U KOMIOHEHTHI, KOTOpbIe CBsi3aHbl ¢ kabenem. K kaOelbHBIM KOMIOHEHTaM
OTHOCHUTCSI BCE ITACCHBHOE KOMMYTAIlMOHHOE 00OpPYyIOBaHME, CIIyXallee Uil CO-
€IMHEHUS WM (U3NYECKOro OKOHYAaHUS (TEpMHUHUPOBAHUS) Kabeyss — TeleKOM-
MYHHUKaIlMOHHBIE PO3ETKH Ha PabOYMX MECTaX, KPOCCOBBIE M KOMMYTAallMOHHBIC

MaHenu (KaproH: «IaTd-TIaHeIn») B TEIEKOMMYHHKAIIMOHHBIX TOMEIICHUSIX, MY (]-
TBI U CIIAMCHI;
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Cmpykmypupoeannas cucmema — 3TO 000N HAOOp WM KOMOMHAIIUS
CBSI3aHHBIX U 3aBUCHMBIX COCTABIAIOMIMX yacTeil. TepMUH «CTPYKTypHUpOBaHHAS»
03Ha4YaeT, C OAHOW CTOPOHBI, CIIOCOOHOCTh CHCTEMBI MOANCPKUBATH Pa3INIHBIC
TEJIEKOMMYHHMKAI[OHHbIE TIPHIIOXKEHHs (TIepeaady pedd, JaHHBIX U BHIEOM300pa-
KEHUil), ¢ IPyroif — BO3MOXKHOCTH IIPUMEHEHHUS PA3INIHBIX KOMIIOHEHTOB H IIPO-
JIYKIMH Pa3In4HBIX TIPOU3BOJIUTEINEH, U C TpEThel — CIIOCOOHOCTH K pean3aluu
TaK Ha3blBa€MOW MYJIBTUMEIUIHON Cpelpl, B KOTOPON HCIIOJIB3YIOTCSI HECKOJIBKO
TUTIOB TIEPENAIOIINX cpell — KoakcuanbHbA kabenb, UTP, STP u ontudeckoe Bo-
nokHO. CTpyKTypy KaOenbHOW CHCTEMBI ompenelsieT nHppacTpykrypa uHpopMma-
nunoHHBIX TexHonorud, IT (Information Technology), nMeHHO OHa mUKTYyeT co-
JIep’KaHHe KOHKPETHOTO MPOeKTa KabeJIbHOW CHCTEMBI B COOTBETCTBUHM C TpeOOBa-
HHUSIMH KOHEYHOTO TOJIb30BATElIsl, HE3aBUCHMO OT aKTHMBHOTO OOOpYHOBaHHUS, KO-
TOPOE MOKET MPUMEHSATHCS BIOCIIEICTBHHU.

Cmpykmypuposannas kaoenvnasa cucmema (CKC) — 3akoHUEHHas1 COBO-
KYITHOCTh KaOeJiel CBSI3M M KOMMYTAallMOHHOTO 00OpYZOBaHMUS, OTBEYAIOIIAs Tpe-
60BaHUAM COOTBETCTBYIOIIMX HOPMATUBHBIX JTOKyMEHTOB. Brutouaer Habop kabe-
Jed ¥ KOMMYTAI[HOHHBIX 3JIEMEHTOB, U METOJUKY WX COBMECTHOTO HCIOJIb30Ba-
HUSl, MO3BOJISIONLYIO CO3/1aBaTh PETYJSPHBIE pacIIUpsieMble CTPYKTYphI CBsi3el B
JIOKAIBHBIX ceTsX pasnmyHoro HazHadeHHs. CKC — ¢usndeckas ocHoBa mH(ppa-
CTPYKTYPBI 3/1aHUs], TO3BOJIAIONIAs CBECTU B €AUHYIO CCTEMY MHOXECTBO CETEBBIX
MH(GOPMAIMOHHBIX CEPBHUCOB PA3HOTO HA3HAYCHUS: JIOKAJIHHBIC BBHIUYMCIHTEIbHbIC
ceTH H Tene(OHHBIE CeTH, CHCTEMBI 0€30MTaCHOCTH, BUICOHAOIIOACHHS U T. 1.

CKC npeacrapnsier co00il nepapXu4ecKyro KabeIbHYI0 CHCTEMY, CMOHTH-
POBaHHYIO B 3[aHUM WJIM B TPYIIE 34aHUH, COCTOSIIYIO U3 CTPYKTYPHBIX MOJCH-
creM. B cocras CKC BxomsT Takue 3j1eMeHThl, Kak riaBHbli kpocc (MC), kabenb
MarucTpaabHOM IOACHCTEMBI IIEPBOTO U BTOPOTO YPOBHS, IPOMEXKYTOUHBIE KPOC-
csl (IC), ropusonTanbubie kpoccsl (HC) 1 kabenn ropu30HTaIbHON OACUCTEMBI, a
TaKke KoHcosuzannonHsle Touku (CP), MHOTOIO/IB30BATENBCKUE TEIEKOMMYHH-
karoHHble po3eTkn (MuTOA nim MuTO) u TenekoMMyHHKallMOHHBIE PO3ETKU
(TO) u npyrue. Cucrema MOXKET OBITh IOCTPOCHA HA OCHOBE MEIHBIX MJIM ONTHYEC-
ckux kabeneit, Bce anemMeHTsl CKC MHTErpupyloTCsl B €AMHBIH KOMIUIEKC (CHCTe-
MY) U 3KCIUTyaTHPYIOTCSI COTIIACHO ONpe/IeNIEHHBIM TpaBUIIaM.

1.2. Cmpykmypa u ocnognwie napamemput CKC.

B naHHOM paznene cnenyeT KpaTko 0XapaKTepH30BaTh OCHOBHBIE MOJICH-
crembl CKC. B gactHOCTH, cornacHo cranmapty ISO/IEC 11801, crpykrypupo-
BaHHas KabellbHasi CHCTEMa M0IPa3AeiIeTCs Ha TPH MOJICUCTEMBI:

U marucrpaipHYy0 MOACHCTEMY KOMILIEKCA 3aHHI;
U MarucrpanbHyIO MOJCUCTEMY 3AaHHUS;
U  ropu30HTANBHYIO TIOICHCTEMY.

Kpome ocHoBHBIX, CKC MOXET BKIIOYaTh APYTUE MOJCHCTEMBI.

1.5.1MaructpasbHas oacucTeMa KOMILIEKca 3/1aHni coeuHseT Kabelb-
HBIE CHCTEMBI Pa3HbBIX 3aHUH, a TAKXKE PACTIPECTUTEIBHBIC MYHKTHI ATaXEH.
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1.5.2MarucTtpanpHas MoJcHCTEMa BKITIOUAET B ce0s CIIC/TyIOIHE TI0/ICH-
crembl CKC:

U HUudopmannoHHyo - OCHOBHO# Cpeioit mepeauu KOTOpoii SBIIsSeTCs
OTITOBOJIOKHO, JIOTIOJNIHsIeMOe KabesiMKu BUTOH napbl. Eciii JyIMHA MarucTpaibHOM
JTUHAA He npeBbimaeT 90 MeTpoB, npumerstoT kabens HBII kareropuun 5 u BhIIIe.
[Tpun Gonbmeii auHe 11t MHGOPMAIMOHHBIX IPUIIOXKEHUH, TO €CTh KOMITBIOTEP-
HOM ceTH, TpebyeTcst MPOKIaIbIBaTh OITOBOJIOKOHHBIHN KaOelb.

U PeueByio - IPUIIOKEHUS] KOTOPO B Mpejiesiax 3anus paboTaroT 1o
MHOTOIapHBIM KalessiM. PedeBble MpuiioskeHus1, co3arolue TeJaeGoHHYIO CeTb,
oTHOCTCA K HIBIUM Kiaccam CKC. D10 mo3BoJsieT yBeIHIUBaTh [UINHY JIMHUI
MarucTpajibHON I0/ICHCTEMBI, CO3/1aBaeMbIX MHOTOIIAPHBIMHU Ka0EJIsIMH, JI0 IBYX-
TpeX KIIOMETPOB.

1.5.3 T'opuzonranpsHas noacucrema CKC Bxirouaer:

U pacnpenenuTenbHbIe TAHETH

U xoMMyTalMOHHbIE Kabenu pacripe/IeuTeIbHbIX MyHKTOB ITaxa

U ropusoHTaNBHBIC KAOETH

U Touku KOHCONUAAIMU

U TenekoMMYHHKAIIMOHHBIC Pa3beMBl.

l'opmonTansHas moacucTeMa oOecrednBaeT JIOKATbHYIO CEeTh Ul aOOHEeH-
TOB, IPEAOCTABIAA JOCTYN K MarucTpajabHbIM pecypcaM. Cpena mepenadu ropu-
30HTAJIFHON TTOACHCTEMBI — CHMMETPUYHBIE Kabenn He Hike kareropuu 5. CraH-
nmaptel CKC ¢ 2007 ropa mpeaycMaTpUBarOT IS IEHTPOB 0OpabOTKU JAHHBIX BEI-
6op CKC ne mmxke kareropun 6. Cpeja mepefaun BelIaTelbHBIX KOMMYHUKAIIH-
OHHBIX TEXHOJIOTHH YaCTHBIX IOMOB, KBAPTHP — CHMMETPHYHBIC 3aIIHIIICHHBIC
kabenu ¢ mosocoit yactoT 1 I'T', mutoc koakcuanbubie kadbenu 10 3 I'T. domyc-
KaeTCsl TakXKe IPIMEHEHHE ONITOBOJIOKHA.

B ropuzontansnoit noacucteme CKC 0CHOBHOM SIBISIETCSI KOMITbIOTEpHAS
ceth. OTCIONA BBHITEKAET OTPaHUYCHHE MAaKCUMaJbHOW UTUHBI KaHama — 100 met-
POB HE3aBUCHMO OT THUIA cpelbl. UTOOBI MPOIHTH CPOK CITyxObl 6e3 Moan(uKa-
ui, ropusoHTanbHas noacuctema CKC momkHa 00eCHeyuTh U30BITOYHOCTD U
pe3epB MmapaMeTpoB.

1.3. Cemeasbie onepayuonHsle cucmemol

B 3TOM paszene ciiefyeT NPUBECTH OCHOBHBIC IOHSATHUS U ONPE/ICIICHHUS, OT-
HOCSIIITHECS K CETEBBIM OMCPAIIMOHHBIM CHCTEMaM: MPUBECTH 0030p HanboJee mo-
nysapHbIx ceTeBbix OC, X KPATKYIO XapaKTePUCTHUKY.

Ocoboe BHUMaHUE HEOOXOIMMO YACIUTH ONEPAIMOHHOW cucteMe Linux:
paccmotpeth Linux kak cereByto OC, onmcaTh OCHOBHBIE CEpBEPHBIE BO3MOKHO-
ctu Linux.

Cemesan onepayuonnas cucmema - 3To OTIEPALMIOHHAS CHCTEMa C J0IO0JI-
HUTCITBFHBIMH BO3MOXHOCTSIMH il paboThl B ceTd. K JaHHBIM BO3MOXKHOCTSIM
MOJXKHO OTHECTH MOJICPXKKY: MPOTOKOJIOB MapUIPYTH3AIMU, QPUIBTPAIIMIO CETEBO-
ro tpaduka, AOCTYI K yIaaEHHBIM pecypcam, MOJIEPXKKY CETEBBIX MPOTOKOJIOB
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aBTOPU3AIMH, TIOJUIEPXKKY ceTeBoro obopymoBanus u T.1. CereByto OC MOXHO
TaKKe ONPENENUTh KaK MPOrpaMMy WIJIM COBOKYHHOCTH IPOTPaMM, IOCPEICTBOM
KOTOPBIX MOKHO OpPTraHM30BaTh YNpaBlieHHE paboTOH KOMMIBIOTEPHOH CETH M I0-
CTYII €€ N0JIb30BaTeNeH K OINpe/ielIeHHbIM (aiiiaM 1 pecypcam.

IMpumepamu ceterix OC sBisrores: Windows Server, Windows 7/10, pas-
mmuabsie GNU/Linux cucremsr, Novell NetWare u npyrue.

Oneparonnas cucrema Novell NetWare — ofHa U3 IepBbIX KOMMEPUYECKIX
cereBbIXx OC, MO3BOJMBIINX CTPOUTH CETH IIPOM3BOJIBHOM TOTIOJIOTHH, COCTOSIIINX
U3 Pa3sHOPOAHBIX KOMITbIOTEpOB. B ocHOBY NetWare Oplia moJjio’keHa OY€Hb MPO-
CTasi MIes: OAWH WJIN HECKOJIBKO BBIZIETICHHBIX CEPBEPOB MOAKIIIOUAIOTCS K CETH U
MPEJIOCTABIISIOT Ul COBMECTHOTO MCIIOJIb30BaHMUs CBOE TUCKOBOE IIPOCTPAHCTBO B
BUJIE KTOMOBY.

st cepBepHoit wactu Novell paspadborana crienuaan3upoBaHHYIO olepa-
[IMOHHYIO CHCTEMY, ONTUMHU3MPOBAHHYIO Ha (ailyioBble omepannd. BbiaeneHHbIH
(aiin-cepBep HE MOXKET UCIIOJIB30BATHCS B KauecTBe paboueil cTaHIUM, a ero clie-
ruanusupoBannas OC umeet BecbMa crenupuueckuit API, uto TpeOyeT ot paspa-
OGOTYMKOB JIOTIOJTHUTEIBHBIX CEPBEPHBIX MOAYIEH 0COOBIX 3HAHUM, CIIEIHAIBEHOTO
OTIbITA U 3HAYUTEIILHBIX YCHIIHH.

OmneparnonHast cuctema Windows — 0JTHa U3 OIMPOKO PACIPOCTPAHEHHBIX
OlepaloOHHBIX cucTeM. OIHAaKO C TOYKHM 3PEHHs CeTeBOH Oe30MacHOCTH, OHa
OCTaBJIIET JKENaTh Jydiiero. HeraTuBHyIO pojb 3/€Ch MIPAET «3aKPBITOCTH» CH-
CTEMBI, T.€. OTCYTCTBHE BO3MOXXKHOCTH M3MEHHUTH M MPOTECTHPOBATH €€ MPOrpaMM-
HBIH KOJI TOJT CBOM HYXJIbI (Kak 3T0 BOo3MOKHO ¢ FreeBSD mim Linux). Cucremsl
cemeiictBa Windows Server MO3BOJISIOT TOCTHYh XOPOIIETO YIPABICHUS CETHIO,
OJIHAaKO JuIsl ee paboThl TpeOyeTcsi MOIIHOE alnapaTrHoe o0ecrieueHue.

Ecnu mmst 6p1cTporo pa3BepThIBAHKS M MPOCTOTHI OOCTYKUBAHUS JTOKAIb-
HOM ceTH 1enecooOpa3Ho ucnoib3oBaTh Windows, To st Internet-cepsepa myurie
MCI0JIb30BaTh pa3iuyuHble KiIoHB Unix u Linux.

Hawn6onee nmomynsipasiM kioHoM Unix sBisiercst FreeBSD — B ocHOBHOM
U3-32 TOTO, YTO €€ MCXOJHbIC TEKCThI PaCIIPOCTPAHSIIOTCSI CBOOOIHO, YTO MO3BOJIS-
eT NMpou3BoJIbHO nepenensiBaTh OC «11oj ceds», a TakKe TeCTUPOBATh CUCTEMY Ha
OTCYTCTBHUE OIINOOK U «U4EPHOTO XOJa».

CxomHa ¢ omepannoHHOM cuctemMor UniX B CpaBHHUTENBFHO MOJOAAS Ole-
paunoHHas cucrema Linux, KoTopas B ociieiHee BpeMsl akTHBHO Pa3BHBacTCsl.

CymecTByeT MHOKECTBO AWUCTPHUOYTHBOB (MAaKeTOB YyCTaHOBKW) Linux
pasnuunbix ¢pupMm — RedHat/Fedora, Mandriva, Debian, Slackware Linux u np.

CtpykTypa (HaiiioBol CHCTEMBI, CHCTEMa pa3rpaHUYeHHUs JOCTyHa U OcC-
HOBHBIE KoMaH/ibI B Linux 1 Unix cxogasl. C TOYKH 3peHUS TOJIB30BATENS, OCHOB-
HBIM OTJIMYMEM LinuXx siByisieTCsl 0OJIbIlas HaJSKHOCTh U CKOPOCTh PabOTHI, OOJIb-
mas 3alUIeHHOCTh (pailIoBON CHCTEMBI (B TOM YHCIIE W OT BHPYCOB) U Ooiree
npodeccroHanbHbIe cpecTBa paboThI € JIOKATBHOU ceThio U Internet. Kpome Toro,
Linux He TpeOoBaTenpHa K ammapaTHBIM pecypcaM — YeM BBITOAHO OTIMYAETCS,
HanpHuMep, OT ONeparoHHON cucTeMbl Windows.
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B cereBoit OC 0TaenbHOTO KOMITBIOTEPA MOXKHO BBIACIHUTH HECKOJIBKO Ya-
crei:

U Cpeocmea ynpaenenus nokanshbiMu pecypcamu Komnviomepa:
(GYHKIMU pactipeliesieH s OIIepaTUBHOM NaMsITH MEXy IPOLEecCaMH, IJIaHUPOBa-
HUSL U JUCIIETYEPH3ALUH IIPOIECCOB, YIPABICHHUS MPOLIECCOPAaMHU B MYJIbTHIIPO-
LIECCOPHBIX MaIIMHAX, YIpaBICHHUS MEpUPEPUHHBIME YCTPOICTBAMH U Jpyrue
(GYHKIINHU yOpaBiIeHus pecypcaMu JokanbHeIX OC.

U Cpeocmea npedocmaenenus cobcmeennvix pecypcos u yciyz 6 00-
wiee noavzosanue - cepeepras wacms OC (cepBep). DT cpencTBa obecrneynBa-
0T, Hampumep, ONOKUPOBKY (pailloB W 3amucei, 9T0 HEOOXOAUMO ISl UX COB-
MECTHOTO HCIIOJIb30BaHMUsI; BEICHUE CIIPABOYHUKOB UMEH CETEBBIX PECYpPCOB; 00-
paboTKy 3ampocoB YAAIEHHOTO JOCTynma K COOCTBEHHOH (aiiaoBoil cucteme u
0aze NIaHHBIX; yNpaBJCHUE OYepeIsIMH 3alPOCOB YAAICHHBIX I10JIb30BaTeNei K
CBOUM Mepu(epUHHBIM YCTPOHCTBAM.

U Cpeocmea 3anpoca docmyna K yoanennvim pecypcam u yciy2am u ux
ucnonvzoeanus - Kiuenmckaa vacmos OC (pedupexkmop). ITa 4acTh BBINOTHIET
pacro3HaBaHNE M NEPEHAIPABIICHNE B CETh 3alPOCOB K yJaJC€HHBIM pecypcaM OT
MIPUJIOKEHHUH M T10JIb30BATENIEH, NPH 3TOM 3alpoc MOCTYIAeT OT IPHJIOKEHHS B
JoKamBHOU (popMe, a TmepenaeTcs B CETh B APYroil (hopMe, COOTBETCTBYIOMIEH Tpe-
OoBanusiM cepBepa. KilmeHTCKast 4acTb TakKe OCYLIECTBIISIET IPHEM OTBETOB OT
CEpBEPOB U IIPe0OpPa30BaHKE UX B JIOKATBHBINA (opMaT, Tak 4TO UL MPUIOKEHHS
BBINOJTHEHNE JIOKAJILHBIX U YAAICHHBIX 3alIPOCOB HEPA3THINMO.

U Kommynuxayuonnste cpeocmea OC, ¢ TOMOIIBI0 KOTOPHIX TPOUCXO-
ITUT OOMEH COOOIICHUSAMH B CETH. JTa YacTh 00eCIIeunBacT afpecanuio u 0ypepu-
3aIMI0 COOOIICHUH, BBIOOD MapIipyTa Mepeiayu COOOIICHHS IO CETH, HaIe)KHOCTh
Hepefady U T.I1., TO €CTh ABIAETCSA CPEICTBOM TPAHCIIOPTUPOBKH COOOIIECHHH.

B 3aBucumocTH oT (yHKIMH, BO3JIaraeMbIX Ha KOHKPETHBINH KOMITBIOTED, B
€ro OIECPAlMOHHON CHCTEME MOXKET OTCYTCTBOBAaTh JMOO KIMEHTCKasi, 00 cep-
BEpHasl YacTH.

Pazoen 2. Ilocmanoeka 3a0auu u anaiu3 npeonazaemvlx
MeXHUYeCKUX peuieHuil

2.1. Ilocmpoenue nozuuecKoii cxemol cemu

OTOT pasyen ABIsSeTCs OAHUM U3 IVIaBHBIX B IpoeKTe. B HeM ciienyer BbI-
MOJIHUTH aHAJIN3 CYIIECTBYIOUICH U MOCTPOEHHE JIOTHUECKOM CXEMbI MOJICPHU3 U-
pPOBaHHOM ceTH.

CHauana npuBoutcst pusndeckas cxema cet. [Tpumeps! Gpuznueckon
CXEMBI TIpUBEJICHHI Ha puc. 2.1, 2.2.

3areM MPUBOJIHUTCS JIOTMYECKas CXeMa CEeTH.
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CeTp THHa «KJIMEHT-CepBep» HamboJiee IMOJIHO YJIOBJIETBOPSET 3arpocam
JIBC npennpusitusi: pa3rpaHHYCHHBIH JOCTYN K WH(OpMaluH, MIMPOKas KOM-
IUIEKCHAs 3aI[UTa PECYPCOB H MOJIb30BATEIICH.

[Tpu MozxepHU3auKy OHUCHOM CETH OJJHUM U3 BaKHEHIIINX 3TAlOB SBISIETCS
CO3/laHKe MPEeIBAPUTENLHON cxeMbl. [Ipn 3TOM B 3aBUCHMOCTH OT THIIA CETH MOSB-
JISIeTCsl BOTIPOC 00 OrpaHWYEHNH pa3Maxa KabeJbHOTO CErMeHTa. JTO MOXKET OBITh
HEBaXXHO JUI MaJIOTO o(rca, HO €CIIM CETh 0XBAThIBAET HECKOJIBKO ATAXKEH 3/1aHM,
npo6iemMa MoKa3bIBaeTCs B COBCEM MHOM CBeTe. B TakoM ciydae Hy)XHa yCTaHOBKa
JIOTIOTHUTENILHBIX PETIUTEPOB (repeater).

Co3pnaBaemast KabebpHas cUCTEMa J0JDKHA OTBEYATh TAKMM TPEOOBaHMAM,
Kak:

U  YHuBepcanbHOCTB - BO3MOXKHOCTD HCIIONIB30BAHMS OTHOTHITHBIX KaHa-

JIOB JUTS TIepesiadyl CUTHAJIOB Pa3JIMYHBIX CHCTEM (JJaHHBIE, TOJIOC, BH-
J€0);

U CoBMeCTUMOCTB CO CTaHIAPTHBIM AKTHBHBIM 000PYIOBAaHHUEM JIFOOBIX
MIPOU3BOIUTENEH;

U M30BITOYHOCTB - HANMYHE TOCTATOYHOTO KOJINYECTBA PE3CPBHBIX KaHa-
JIOB CBSI3H, HEOOXOMMBIX ISl PACIIMPEHHs CHCTEMBI B TIPOLECCE DK C-
IUTyaTanuy;

U T'ubkocTb - MPOCTOTA U YIOOCTBO 0OCTY)KHBAHHS CHCTEMBI TP BHECE-
HUH N3MECHEHHH B €€ KOH(PUTypanuio;

U HagexHOCTB - CIOCOGHOCTD CHCTEMBI COXPaHATh paboyre mapameTphbl
B 33/IaHHBIX [IMaNa30Hax B TEUSHNE BCETO CPOKa IKCIUTyaTalluH / ra-
PaHTHITHOTO CpOKa.

[Tpu ninanupoBaHuy 0(UCHON CETH MOTYT OBITh TaK)Ke IMOCTABJICHBI CIIE/TY-
omTe TpeOOBaHUS:

1. CereBas nevath;

2. J1oCTyM K 3MEKTPOHHOU TI0YTE;

3. LlenTpann30BaHHBIN JOCTYII K CETEBOW 0a3e NaHHBIX . XpaHeHHe 0a3bl
JIAaHHBIX Ha BBIJIEJICHHOM CEPBEpe C pasrpaHUYEeHHEM IIpaB A0CTYIa;

4. PactipeniesieHue CHCTEMBbI y4eTa U aBTOMaTH3aLHsI OyXTalnTepCKuX pacye-
TOB;

5. Obecnieuenne HHPOPMATMOHHONW OE30MTACHOCTH M COXPaHHOCTH JTaHHBIX.

2.2. Ocnosnble cemeswvle cepsucol u ciyxconl cepeepa na 6aze OC
Linux

B sTOM pazgene pekoMeHayeTcs pacCMOTPETh OCHOBHBIE CETEBBIE CEPBHCHI
n ciyx661 OC Linux.

TToamepkka ceTeBBIX B3aUMOJICHCTBUH SABIISIETCS OJTHON U3 HauboJee CUITh-
HBIX CTOPOH LinuXx KaKk B OTHOIICHUH MOAJCPKUBAEMBIX (DYHKINH, TaK ¥ B OTHO-
IICHUH MMPOU3BOJUTCIIBHOCTH.

Linux obecnieunBaet MmoyHy0 peanu3anuio creka nportokonoB TCP/IP. Ona
ofecrieunBaeT MOJUIEPXKKY ISl MHOTHUX paclpOCTPaHEHHBIX CETEBBIX KapT
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Ethernet, mpotokonoB PPP u SLIP (o6ecnieunBaror nocrym k cerssm TCP/IP gepes
nocienoBaresbHblil TopT U MozaeM), PLIP (Parallel Line Internet Protocol — un-
TEPHET-TIPOTOKOI Yepe3 mapauteabHbIi mopt) u ADSL.

JononautensHo B Linux mMeercst mojiepKa COBPEMEHHBIX IPOTOKOJIOB
IPv6 n mHOXecTBa mpyrux, Takux kak DHCP, Appletalk, IRDA, DECnet u naxe
AX.25, mpeaHa3HauyeHHOTO U OOMEHA MaKeTaMH B PaIMOCETSIX.

[onnepxuBaercst moyHBIH Habop KimmueHTOB U ciayx0 TCP/IP, takux kax
FTP, Telnet, NNTP u Simple Mail Transfer Protocol (SMTP).

[upoko pacnpocTpaHeHO MHEHHUE, YTo LinuxX MpeBOCXOAUT Apyrue ornepa-
LMOHHBIE CHCTEMBI B TIPOM3BOJUTEIILHOCTH pabOTHI CETH.

CeTeBble BO3MOXHOCTH SBJISIOTCS €ABa JM HE CaMOil CHJIBHOM CTOpPOHOM
Linux. MHOTHE MHTEPHET-CalTHl UCTIONB3YIOT Linux B KadecTBe IIaTGOPMBI IS
pa3BepTHIBaHUSl KPYIHBIX BEO-CEPBEPOB MPHIIOKEHUH DIEKTPOHHOW TOPTOBIIH,
MOMCKOBBIX MAIllMH M T. II.

Linux nojuepXMBaeT MIMPOKO PAaCIpPOCTPaHEHHBIE CETEBbIE CTAHIAPTHI —
takue kak NFS (Network File System — cereBas ¢aiinoBas cucrema), NIS (Net-
work Information Service — cereBas nH(OpMAIOHHAS CITy)0a) U APyrHe U3BECT-
HBIE CUCTEMBI, UCTIOJIb3yeMBIE B JIEJIOBOM MHUpE.

B kagectBe cepBepa Linux-MammHa MOXKET:

BEIONHATH QyHKIMH DNS cepBepa (named);

BEITIOJTHATE (DYHKIIMHA MapUIpyTH3aTOpa U 3aHUMAThCS “‘pasmaden”
internet Tpaguka Bo BHyTpenHioio cetb (IPMASQUARADE);
BBINOJIHSTH (PYHKIMH KAIIUPYOIIero npokcu cepsepa st HTTP Tpa-
¢uxka (Squid);

BBINOJHATH QyHKIMK KopniopatiHoro FTP cepsepa (ProFTPD);
BEITIOJTHATE (DYHKIIMH KOPIIOPATHBHOTO (aiiiioBoro cepaepa (Samba);
BBINOJIHSTH PYHKIIMH KOpHopaTuBHOTO outoBoro SMTP ceprepa
(Postfix);

BBINOJIHSTE (PYHKIIMH KOPHIOPATHBHOTO TIOYTOBOTO
pop3/pop3s/imap/imaps cepeepa (IMAP);

BEITIOJTHATE (PYHKIMH KopriopaTiuBHOTO Web cepsepa (Apache).

CeTeBble CEpBHUCHI MOTYT 3aITyCKaThCs aBTOHOMHO WJIM TOJIBKO IO TpeOoBa-
HUIO, T. €. IPH MOJy9E€HUN OT KJIMEHTa 3a1poca.

ABTOHOMHO 3aITyCKalOTCsl T€ CEPBHUCHI, OT KOTOPBIX KIIMEHT 0XHIAeT He-
MeIIeHHOH peaknuu, Hanpumep Web-cepsep, FTP-cepsep, DNS-cepsep. Hpy-
THe CeTeBble CepBUCHI, HarpuMep finger, tftp, MoryT nosBosuTs cede 3amyck 1o
TpeOOBaHHUIO

J11st 3a1mycka ceTeBbIX CepBHUCOB MO TPEOOBAHMIO HCHOIB3YETCS Cynepcep-
Bep xinetd. JlaHHBIN cepBep Bceraa HAXOMUTCS B TAMSITH U IPHHUMAET Ha cedst
BCe 3aIpOCH (KpOMe 3alpocoB, aJIPECOBAHHBIX K aBTOHOMHBIM CIyk0am). 3a-
TEM OH aHAJM3UPYET 3arpoc U 3aIyCKaeT HEOOXOAUMYIO CETEBYIO CIIyXOy It
ero o0paboTku. Takast cxema M03BOJISIET SKOHOMHUTH CUCTEMHBIE PECYPCHI, IOTOMY
YTO HE HYXHO JIepKaTh B TAMSTH BCE PEAKO HCIOJIb3YEMbIE CETEBBIE CEPBHCHI.

0O 0O OO0 O 0o
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Pazoen 3. Ilpoekmuposanue cemu

B nanHOM pasnene JOMKHO COAEp’kKAaThCA MOLIATOBOE OMHMCAaHHUE Mpolecca
MIPAKTUYECKUX MEPOTIPUATHHA NPH PEIIeHUH OCTaBICHHBIX 3a]1au C IPUBEACHUEM,
PHCYHKOB, HAarisiIHO TMOSCHSAIOMIMX TPAKTHYECKHE MACHCTBUS pa3padOTUHKa.
Hanpumep, MOXHO NpHUBECTH H300pakeHHE KaKoro-JIM0o 00OpYAOBaHUS WM
pa3béMa BEIOPAHHOTO /TSI OCYIIECTBIICHNUS TTOCTaBICHHON 33/1a49H.

3nech ke HeoOXOIMMO OT/IENIbHO OCTAHABJIMBATHCS HA TEX MOMEHTAaX B pa-
60Te, KOTOpPBIE SBIAIOTCS KIIOUEBBIMH, C TOUKU 3PEHHUS TIOJTyIEHHSI PE3YIbTaTOB.

3.1. IToocucmemot cemu

B paznene «[loacucreMmbny HEOOXOAUMO IEPEYUCIUTh OCHOBHBIE CUCTEMBI
CeTH U PUBECTU CXEMY CETH.

B coctraB CKC BXOJAT cienyIomye MoICUCTEMBI:

[Moacucremsl, HEOOX0IMMBIE Ha paboyeM MecTe;
l'opuzoHTaNBHBIE KaOEIBHBIE CUCTEMBI;
BepTuxanbHbIe 3JIeMEHTHI TIOJCUCTEMBI;

[Noncucrema yrpasienus;

IToxcucremsl, BXOAAIIHME B 000PYI0BAHHE;,

Brenrasist mocucTeMa 31aHUS (BHEITHSS MarluCTPab)

IMoxcucrema padouero mecra (PM) cityuT TS TOJKIIFOYCHUST 000PYH0-
BaHUS TOJIb30BaTeNeH K JIOKaIbHOM BRIYMCINTENFHON ceTH mpeanpusatus. Ha pa-
00unx MecTax He0OXO MBI OBITh Pa3MEIeHbl PO3ETKU C pasbeMamu THna RJ-45.
Wx xonrdgecTBO HE0OXOANMO OBITH OMPENETICHHO TEXHUIECKAM 3amanueM. s
BBIMOJTHEHUS TTO/IKIIIOYEHHSI KOMITBIOTEPHOTO 000PYIOBAaHHS K TEIEKOMMYHHKa-
IMUOHHBIM PO3CTKAM NMPUMEHACTCA CTaHAAPTHBIM KOMMyTaHI/IOHHI:Jﬁ Kabelb ¢
pa3zbpéMam RJ-45.

[Toacucrema pabodero Mecta BKIIFOYAET B cE0sl HEOOX0ANMOE KOJIMYECTBO
YHHBEpCAJIBHBIX TOPTOB Ha 0a3e YHH(PUIIMPOBAHHBIX pa3beMoB RJ45 mis momkitro-
YEHUsI OKOHEYHOTO 000pYIOBaHUSL.

T'opuzoHTadbHas KadeJbHast MoacUcTeMa 00ecTIeuynBaeT OObEJMHEHUE
paboumx MecT ¢ 000pyIOBaHUEM, YCTAHOBJICHHBIM B CTAaHIAPTHOM MOHTa)KHOM
mkady.

Cxema ceTn oToOpaXkaeT pa3BoAKY KaOeJs, pacrpe/eseHne pabodnx MecT
U CETEeBOTO 000PYAOBAHHUS.

ocooooo

3.2 Tononozus u ynpasnenue CKC

Tomosnorus - 3To KOHGUTYpAIYS CETH, CIIOCOO COEAMHEHUS AIEMEHTOB Ce-
TH APYT C APYTOM.

«3Be31a» — 3TO TOMOJIOTHS JIOKAIBHOM CeTH, T1Ie Kaxkaas paboyas CTaHIUS
MIpUCOEeNNHEeHA K IICHTPAJIHFHOMY YCTPOMCTBY (KOMMYTATOPY WIH MapIIpyTH3aTO-
py). LlenTpansHoe ycTpOKWCTBO yIpaBiiseT ABUKEHUEM MAaKeTOB B ceTH. KaxkabIit
KOMITBIOTEP Yepe3 CETEBYIO KapTy MOAKIIOYASTCS] K KOMMYTAaTOPY OTIEIbHBIM Ka-
oenem. [Ipr HEOOXOIMMOCTH MOKHO OOBETUHUTE BMECTE HECKOIBKO CEeTeH ¢ TO-



24

TIOJIOTUEH «3BE3/[a» — B PE3yAbTAaTE MBI OJIYIUM KOHPHUTYPALIHIO CETH C IPEBO-
BUHOM TOMOJIOTHEH.

Tormomorus “3Be3/1a” Ha CETONHAIIHU IeHb CTalla OCHOBHOW NP TIOCTPOe-
HUM JIOKAJBHBIX CeTell. DTO MPOU30ILI0 OJarofapsi €6 MHOTOYHCICHHBIM JOCTO-
HHCTBaM:

BBIXOJT U3 CTPOS OJTHOM pabodeii CTaHIIMK WK TIOBPEXK ICHUE e¢ Kades
HE OTpaXkaeTcs Ha paboTe BCell CETH B LIETIOM;

OTIIMYHAS MACIITA0MPYEMOCTh: JUTS ITOIKIFOUCHISI HOBOU pabodeit
CTaHIIMU JOCTATOYHO l'[pOJ'IO)KI/ITB oT KOMMyTaTOpa OT)IeJ'IBHBIﬁ Ka6em);
JIETKUY TIONCK M YCTpaHEHHE HEHCIIPABHOCTEH U OOPHIBOB B CETH;
BbBICOKas HpOl/ISBO]Il/ITe.HI)HOCTI);

MIPOCTOTA HACTPOUKH M aIMIHUCTPHUPOBAHHS,

B CETh JICTKO BCTPAUBACTCS JOMOTHUTEIBHOE 000PYIOBaHUE.

«3Be3ma» HanboIee MOAXOMUT OHA SIBIISIETCS HAanOOIee HAIEKHOM U OBICT-
POAEHUCTBYIONIEH U3 BCEX TOMOJIOT M BEIYMCIUTENLHBIX CETEH, MOCKOJBKY Mepeaa-
4ya IaHHBIX MEXIYy KOMIBIOTEpAMU IPOXOIUT Uepe3 cepBep (IIPU €ro XOpoIei
MIPOU3BOAUTEIEHOCTH) TIO OTJACIBHBIM JIMHISM, HCITOB3YEMBIM TOIBKO STHMH
KOMITBIOTEPaMH.

MaxkcuManpHYIO IPOCTOTY YHPaBJIeHHs 00eCIIiednBaeT apXUTEKTypa OTHO-
TOYEYHOTO ympasieHus. OOecreuynBast IPIMOE COCTUHEHUE BCEX pabOUHMX MECT C
KpOCCOM B I'JIABHOHM anmapaTHOM, OHa MO3BOJISIET YIPABJATh CUCTEMOM M3 OAHOM
TOYKH, ONITUMAIIFHOHN JIJIsI pACIIONIOKEHHUS IICHTPAIH30BAaHHOTO aKTHBHOTO 000pY-
JIoBaHUs. AIMUHUCTPUPOBAHUE B OJTHOM TOUKe 0OecrednBaeT mpocTeuiee yrnpas-
JICHWEe IICTISIMH, BO3MOJKHOE, Ollarogapsi MCKIFOUYECHHIO HEOOXOIMMOCTH KPOCCH-
POBKH Lieniel BO MHOTHX MecTaxX. AIMHUHHCTPUPOBAHUE M3 OJHOM TOUKU TaKxke
obecrieunBaeT BO3MOKHOCTh ITOAKIIOYECHHUS TOJIB30BaTeNNeH, HAXOIINXCSA B Pa3-
HBIX YacTSAX 3/1aHUsl, HETIOCPEICTBEHHO K OJJHOMY U TOMY K€ CErMEHTY CEeTU. DTO
YIIPOIIAET YIpaBICHUE JOKATBHOM CEThIO U CHIDKACT TpaduK Ha MOCTOSHHO Iepe-
TPY>KEHHBIX MOCTaX ¥ MapIIPYyTU3aTOPax.

O}IHOTO‘IG'—IHOC aI[MI/IHI/ICTpI/IpOBaHI/Ie HpI/IBOI[I/IT KpOMe TOI'O K CHH>XXCHUIO
JNEHEXKHBIX 3aTpaT MO TPeM MpPHYHMHAM. BO-IEpBBIX, OHO HCKIIOYaeT HEOOXOIH-
MOCTh B TOPU30HTAIBHOM KPOCCE, MO3BOJISISI COKOHOMUTE Ha MTACCHBHOM 000PYI0-
BaHWUU. BO-BTOpPBIX, OHO TTO3BOJISIET COOMpATh aKTHBHOE O0OpPYIOBAaHWE B OJHOM
MeECTe, YMCHBIIAs KOJMYSCTBO HEHUCIOIb3yEMbIX MMOPTOB B CHCTEME: TaKUM 00pa-
30M CHID)KAeTCsI CTOMMOCTh aKTHBHOTO 00OpYAOBaHUS. B-TpeThux, 3Ta apXUTEKTY-
pa yIpomIaeT 3KCILTyaTalrio CETH, YMEHBIIIas Harpy3Ky Ha 0OCITYy)KUBAIOIIUN TIep-
COHAJl.

o000 O O

3.3. Kabenvnasn noocucmema

VYka3aTh mapaMeTphl MOJCUCTEMBI, HATIPUMED:

l'opuzoHTanbHAs KabesibHas MMOJICHCTEMA BBITIOIHACTCS, € HUCIIOIB30BAHUEM
HEIKpaHMPOBAaHHOM BUTOH mapbl Se ¢upmbl "Proconnect”. Ha paboumx mecrax
HEOOXOJMMO pPa3MECTHTh TEIICKOMMYHHUKAIIMOHHBIE PO3ETKH C pa3beMaMH THIIA
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RJ-45. Kabens yknaasiBaTh B kKabelb-KaHabl. BeICOTa ycTaHOBKHM KaOeb-KaHAIOB
coctapisieT 350 MM OT YpOBHS TOJIa.

[Ipoknanka xabeneil B pabouMX MOMEMICHHUSX OCYIIECTBIISETCS B Pa3sHbBIX
Kabenb-kaHanax. KaOenp-KaHallbl TPOKIAIBIBAIOTCS 10 CTEHAM 3[aHUs IyTeM
KpeIUIeH!sI UX mypynamu ¢ maroM 1 metp. Ilo mepumerpy pabounx moMermeHun
Kalbenb-KaHalbl yCTaHaBJIMBAIOTCS Ha BbicoTe 75-80 cM. OT mosa, 4yTh BBIIIE
ypoBHs pabounx ctonos. [lo creHaM 31aHMA BJOJb OKOH, KaOelmb-KaHalbl ycTa-
HaBJIMBAIOTCS IO/ MTOJJOKOHHUKAMH. J[JIsl CTBIKOBKH KaHaJIOB ITPOJIOXKEHHBIX BIOJb
OKOH M 0 BHYTPEHHUM CTeHaM pabO4yMX MOMEIICHHH, MCHOJIB3YIOTCS YIJIOBbIC
CEKIIMN KaOenb-KaHaJIoB.

Crnenyet TaKxke MPUBECTH TPEOOBAHUS K MOHTAXY KaOEIbHOW CUCTEMBI.

3.4. Onucanue cepsuca unu ciyicovl, yKa3anHoii 6 3a0aHuu HA
OUNIOMHOE NPOEKMUpPosanue

Paznen nomkeH coepkarh 0OIIYIO XapaKTEePHCTHKY CEpBHCa WM CITYXKOBbI,
YKa3aHHOH B 3aJaHUH Ha JUIUIOMHOE IIPOEKTUPOBAHUE:

Ha3HA4YCHUE CITyXkKOBI;

0030p MaKeToB MPOrpaMMHOTO 00ECIICYEHUSI.

[pumep onmcanus QaitnoBoii ciryx0b1 Samba:

Samba — maker mporpaMm, KOTOpPbIE MO3BOJISIIOT 0OpalaThCsi K CETEBBIM
JICKaM W TIPUHTEpaM Ha Pa3IMYHBIX OINEPAlMOHHBIX CHCTEMaxX IO IPOTOKOIY
SMB/CIFS. VMeeT KINEHTCKYIO U CEPBEPHYIO YacTH. SIBisieTcss cBOOOIHBIM HPO-
rpaMMHBIM obecrieueHreM, BeImymieHa no mmnensueir GPL.

SAMBA ocymectBiser cBsi3b Mexay Linux n Windows-cucremamu B ceTi
ITaker SAMBA mnpencraBisiecT co0oit HHTEpdEc, KOTOPbIi 00eCIeYnBaeT CBSI3b
KOMIBIOTEpOoB ¢ Microsoft u kommberoTepoB ¢ Linux.

bnaromaps SAMBA mnonb3oBarens, padortas Ha CentOS-cucreme, MOXeET
pa3pemuTh JOCTYI K CETEBBIM AucKaM K mpuHTepaM Windows. [ KIHeHTOB 3T0
BBITJISIAT TaKUM oOpasom, OyATo mpojosnkaet paborate Windows-cepsep. Kiu-
€HThI MOTYT HCIHOJIB30BaTh ceTeBOe OKpyxeHHe Windows, MOJICOEIUHATh U OTCO-
€IMHSTH CETEeBbIE ANCKH, a TAK)KE MCIOJIb30BaTh JaHHBIC HA CETEBOM CEpBeEpe, He
omyiasi, paboraet cepsep moa Linux win Windows. KireHTsl MOTYT 00Opamiarscs
k Linux —¢aiinam, I3MEHATh U YAAIATh UX (€CJIH MMO3BOJIIOT IpaBa). TakuM oOpa-
30M, SAMBA ¢dakTruecku uCHoaHsIeT GyHKIUH (PaiiiioBoro ceppepa.

Samba 3T0 HazEKHBIN CETEBON CEpBUC AJSI OPTaHNU3AIMNA COBMECTHOTO HC-
M0JIb30BaHMs (DaiyIoOB M PUHTEPOB, KOTOPBIH paboTaeT Ha OOJBIIMHCTBE ONepa-
IIMOHHBIX CHCTEM JOCTYIHBIX cerofHs. Koraa oH XOpomo HacTpoeH aAMHUHUCTpa-
TOpOM, 3T0 OoJiee OBICTPHII 1 Oe30macHbIi (aifIoBEIN cepBUC, YeM "poaHast” pea-
nu3anys Ha MamuHax Microsoft Windows.

Hwmxe npuBenen mpumep o030pa maketo nporpamm st FTP-cepsepa.

B Linux nmeercss MHOTO OecCIJIaTHBIX TPOrpaMM, pealn3youux (GpyHKIUH
FTP-cepBepa. Huxxe nepeuncienbl HEKOTOPBIE U3 HUX.
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Crush FTP Server: ycnoBHo-0ecruiaTHasi MporpamMmma, peajin30BaHa JIs
wiatrdopm Linux, Mac OS, UNIX. [Tonnepxuaer nporokossl FTP, SFTP,
FTPS.

ProFTPd: crabunbsHbIil cepBep, OecruiatHbiid mo ymnensnn GNU, Bxomut
BO MHOTHE IUCTPHOYTHBBI, 0E30MaCHBIN M XOPOIIO HACTPAaUBAECMBIH, ITOIEPKHUBa-
eT OOJIBIIMHCTBO MPOTOKOJIOB, HHTEp(eic — KaKk KOMaH/IHas CTPOKa, Tak U rpadu-
yeckasg obonouka. ProFTPd wmcmonmp3yer mume oquH KOHOUTYPAIMOHHBIN (aii
proftpd.conf, KOTOPBII pacnojiaracTcs o YMOJIYaHHIO B
/etc/proftpd/proftpd.conf. CepBep MOXeT OBITh HACTPOCH UIA pabOTHI
HECKOJIBKHX BHPTYaJIbHBIX XOCTOB. MoKeT OBITh 3allyllleH B BUJE OTICIHHOTO
cepBepa MJIM B COCTaBe cymepcepBepa inetd. Mmeer rpaduyeckyro 000J0UKY
o HazBanueM ProFTPd.

PureFTPd -3to cBoGomubrit FTP-cepep (mumensus BSD), GesomacHsIi,
BBICOKOIIPOU3BOAUTENBHBINA U yIOBIETBOPSIOMIKI cTaHAapTaM. [1o oT3bIBaM MOJIb-
30Batelneii, ero Bo3MokHOCTH MeHbine, 4eM ProFTPd. OcHoBHOe BHUMaHHE yae-
asiercst 0e30MacHOCTH W NPOCTOTE HACTPOWKW. OTIMUUTENEHOH OCOOEHHOCTBHIO
ABISIETCSI TO, YTO CEPBEP HE YUTAET HACTPOWKU HAMPAMYIO U3 KOH(UTypaIIHOHHBIX
(aiinoB, a MPUHUMAET MX TOJHKO M3 KOMAaHAHOW cTpoku. HO BO3MOXXHOCTH HC-
MOJIb30BaHMsl KOH(QHUTI'YPAIlMOHHBIX (haiIoB CYLIECTBYET.

vsftpd: Very Secure FTP Server, xorconsusiii FTP-cepBep He nmeer rpa-
¢uueckoit 000JI0YKH, BCE HACTPOWKM HAXOIATCS B OJHOM KOH(UIYpallMOHHOM
(aitne /etc/vsftpd.conf. Oro 3ammumieHHbIH U ObicTpelii FTP- cepBep mis
Linux-cuctemM KOTOPBIN MCIIONB3YETCS Ha MHOTHX BKHBIX HHTEPHET CaiTax.

Bonpmoii Habop Bo3MOXkHOCTEH , BKItouass SSL mudposanue, [IPv6, mon-
JICPIKKY BUPTYaJbHBIX MOJIb30BaTENCH, CHHXPOHHU3AIMIO 10 MPOIYCKHOW CHOCO0-
HOCTH, BO3MOXKHOCTb KOH(HUTypupoBaHue Juist Kaxkaoro [P-angpeca.

B nuctpubyruse Debian o ymonyanuto ucnonessyercs cepsep ProFTPd.

[lepeuncnennsiii Boiue crnucok FTP cepBepoB He mousHbid. M3 mepeunc-
nenHbix FTP cepepoB wacto ucnonssytorcst: PureFTPd, ProFTPd, vsfipd. Bee atn
TPH TIPOTPAMMBI OJIM3KH 10 (PYHKIHOHATEHOCTH.

Pazoen 4. Ycmanoeka onepayuonnoi cucmemol u
HACMPOIIKA CemegvlxX CIYHCO

Pasoen oonocen cooepocams:

onucanue npoyecca yCmanosKy ONepayuoHHou CUCmembl,
onucauue YCmaHo8Ku cemegoli Cryicovl,

onucanue HACMpOUKU Cemesoul CyiHCobL.

4.1. Yemanoexa onepayuonnoii cucmemul

Orarnsl yCTaHOBKH CHCTEMBI MOXHO CIPYIIITUPOBATh CICAYIONINM 00pazoM:

U 3arpyska mporpaMmbl YCTaHOBKH ;

U nepBoHavankHas KOH(Urypauus NporpaMMbl YCTAHOBKU H ITapaMETPOB
OTIEpallMOHHOM CUCTEMHI ;



U ycraHOBKa 6a30BOI CHCTEMSI ;
U  3arpyska TOJNBKO YTO YCTAHOBJICHHOW CHCTEMHBI ;
O ycraHOBKA OCTAIBHON CHCTEMBI.

VYcranoBka Apyrux HI/ICTpI/I6y1“I/IBOB Linux BKJIIOYaET B OCHOBHOM 3TH K€

IIary, OAHAKO MX MOCIEN0BAaTEIbHOCTD U, TJIaBHOE, caM nHTepdeiic mporpamm
YCTaHOBKU CUJIIBHO Pa3IHYaOTCA.
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Obsi3amenvHo nomecmums CKpUHwomeal, 0m06pa9fcafou4ue npoyecc ycma-

HOBKU ONepAYUOHHOU CUCIEMb.

Ob6s3amenbHo yKazamo 8ce napamempbi, NPUHsmole npu YCMAaHoeKe Cu-
cmemul (86100pa A3bIKA, PAZMEPbl Paz0elo8 OUCKA, YCMAHAGIUBAEMbLE 2PYITbL
nakemos u m.o.)

4.2. Yemanoeka cemegoii ciyxcovl, yKa3aHHOI 6 3a0aHUU HA
npoekmupoeanue

Onucams pabomy ¢ MeHeoNcepoM NAKemos Ha npumepe 3a0aHHOU cemegoll

cnyorcov/cepsuca.

Hwxe npusenen npumep onucanus ycranoBku FTP-cepsepa Ha 6aze one-

paumnoHHo# cuctembl Debian.

YcraHoBKa U yaalneHHe IporpaMMHOTO 00eCcTIeYeHHs! B AUCTPHOYTHBE
Debian MoeT oCyLIECTBIISATH ABYMS CIIOCOOaMU: U3 KOMaHHOM CTPOKH U C I10-
MOIIBIO MEHEKEPa MakeToB Synaptic, paboTaromero B rpadueckoM pexuMe.

OxHO MeHepKepa Synaptic IpUBEAIECHO HIXKE.
YcTaHoBKa W yjaneHne NporpamMM - | O
Cuctema OunsTpe MakerT Crpaska
Mowck || ban hosts that cause multiple authentication errors

Q BufpaHHue nakeTu

. A=y Versatile, virtual-hosting FTP daemon - binaries

£ Cranpaprime & mar : ;
=1 CpeacTsa aguunmucTpuposaris ffif | Versatile, virtual-hosting FTP daemon - development files
B ceme (. X
‘&' Pabouas cpepa GNOME ¥ @ Versatile, virtual-hosting FTP daemon - documentation
Pasovas cpeaa KDE
[pyrue paGoume cpeau . Versatile, virtual-hosting FTP daemon - LDAP module

L
‘&\ WpndpTa
é‘ Wrpu . | Versatile, virtual-hosting FTP daemon - MySQL module
;@ Ipadpmka
o - Versatile, virtual-hosting FTP daemon - ODBC module
\;} WnTepHeT |

E YcTapeewue
— Versatile, virtual-hosting FTP daemon - PostgreSQL module
Im Jlokannzauma | |

H) Mynetimeans _ Versatile, virtual-hosting FTP daemon - SQ@Lite3 module

8] cems
- ProFTPD is a powerful modular FTP/SFTP/FTPS MpoekT: Homawhss cTpanvua
&5 Bpyroe server, This File Transfer Protocol daesmon Fpynna: Ceme
< MporpaMmMnpoeaHne supports also hidden directories, virtual hosts, and
- " " Nuuensus: unknown
L8] NyGankauws per-directory ".ftpaccess" files. It uses a single
P S S =" S A SN ARy in 2 EME

[ i I

b

Puc. 4.1. Oxno menedscepa nakemog Synaptic. Boioenen nakem ¢ npocpammHbim

obecneuenuem ons cepsepa ProFTPd
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Ha MoMeHT pa3paboTKH JUIUIOMHOTO TTPOEKTa aKTyalbHOW SBISETCS BEP-
cust ProFTPd 1.3.4. JInst ycraHOBKM IakeTa U3 KOMaHHOM CTPOKH CJIEyeT BbI-
MOJHUTh KOMaH/IY:

aptitude install proftpd

Cucrema 3arpy3uT HyXKHBIC IS YCTAHOBKH MOIYIH ¢ cepBepa debian u
MIPUCTYIIUT K YCTaHOBKE. Bo BpeMs yCTaHOBKH B cHCTEMY OyzeT H0OaBIIeH MoJb-
3oBatensb ftp u co3mana ero gomamisss qupextopust /home/var.

Bo BpeMst ycTaHOBKHM IipeziiaraeTcs Ha BRIOOD 2 BapHaHTa YCTAHOBKH (pHC.

a) gepes inetd. Eciu BeIOpaTh 3TOT BapuanTt - neMoH ProFTPd 6yner pabo-
TaTh U3-TIOJT CITYKOBI inetd.

6) standalone. ITpu nanHoM Bapuante ProFTPd ycTaHOBUTCS Kak caMOCTO-
sTeNbHAs CITy)k0a. BeiOrpaeM UMEHHO 3TOT BapHaHT, T.K. IpeacTaBiseTcs Goee
ynoOHbIM pabotath ¢ ProFTPd kak ¢ oTnenbHOM CiTy)00ii.

HacTpoiika naketa

ProFTPD configuration
ProFTPD momeT BeiTe 3anyueH nmbo kak cepBwc 4epes inetd, nubo kak

caMoc TOATenbHeM cepeep. Kawpwil v cnocoboe wMeeT cBoW npewdyuecTea. Ecnu
k ftp-cepeepy B [eHe NOOKMKHMAKNTCA MWL HECKOMNbKO YenoBek, To nydue
sanyckaTts ProFTPD 4epes inetd, 47obBbl C3KOHOMWTE pecypchl.

C OpyroAd CTOPOHH, ecl MOAKMIYEHWA MHOTro, To Bbl HaobopoT, OOMKHE
sanyckaTts ProFTPD kak caMocToATeneHed cepeep, 4Tobe W3bexaTbk co3QaHMA
HOBOMD NMpouecca NpWM KakXLoM BXOLAWSM COSAMHEHWH .

3anyck proftpd:

yepez inetd
Ca OATENLHO|

Puc. 4.2. Oxno 3anpoca pescuma pabomor FTP-cepsepa.

Ha pucynke 4.2 noka3aHbl CHUMKH 5KpaHa BO BPEMS YCTAaHOBKH ITaKeTa.
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student@debianld :~% su
Maponb :
root@debianl4:/home/student# aptitude install proftpd
3aMedaHue: BwbpaH «proftpd-basics BMecTo
BWpTyaneHOro nawketa «proftpds
Crepyiowre HOBLIE nakets BypyTt ycTaHoBMEHb :
proftpd-basic
0 nakeToe obHoeneHo, 1 ycTaHOBNEHD HOBLIX, B NakeToB OTMEYeEHO ANA yoaneHua, W 2 n
aKeToB He oBHOBNEHD.
HeobxopuMo nony4uTe 2 521 kB apxusoe. MNocne pacnakoekw 4 048 kB Byoer 3aHarto.
Mony4nte: 1 http://security.debian.org/ wheezy/updates/main proftpd-basic 1386 1
.3.48-5+deb7u3 [2 521 kB]
NonydeHo 2 521 kb B 7c {347 kb/c)
MpeneapuTensHaa HacTpoRKa NakeToe
Bebop paHee He BwBpaHHoro naketa proftpd-basic.
{Y7eHMe Basbl OAHHBIX .. HA8 OAHHBIE MOMEHT yCTaHoBneHo 141373 tdafna u katanora.)
Pacnewoesisaetca naket proftpd-basic (w3 dalina ../proftpd-basic_l.3.4a-5+deb7u3_i3
B6 .deb)
ObpabaTeiBapTca TpUrreps ang man-do .
Hactpauweaertca naket proftpd-basic (1.3.4a-B+deb7u3)
MpepynpemnoeHue: yKasaHHbA Bamu OoMawHuil katanor /var/run/proftpd Hepoctynew: Hert
TEKOro daina unu karanora
NobasnAeTcA cucTemHbid nonssosatens «proftpds (UID 112)
NobasnAeTcA HOBBIA noms3oBatens «proftpds» {UID 112) B rpynny «nogroup»

He coznadTcA AoMauHWi katanor «/var/run/proftpds .

NobaenAeTcA cUCTeMHud Nons3ceartens «ftpe (UID 113)

NobaenAeTcA HOBWHA nonssoeatens «Ttps (UID 113) B rpynny «nogroups

CospadTcA poMawHwi katanor «/srv/ftp»

«/usr/share/proftpd/templates/welcome.msgs -» «/srv/ftp/welcome.msg.proftpd-news
[....] Starting ftp server: proftpddebianl4 proftpd[4836]: mod_tls_memcache/0.1:
notice: unable to register 'memcache' SSL session cache: Memcache support not e
nabled

. ok

root@debianl4:/home/student# ]

4.3. Hacmpoiika cemeagoil ciynconl

B pasoene npusooumcs onucanue KongueypayuoHHvix aiinios u Komno-
HEHMmMOo8 cemegoll C1yiicobi.

Tlpusooumcs nocredosamenbHOCMb HACMPOUKU Cemesol CIylcobl. Yrasvi-
8AIOMCS 6Ce USMEHEHUS, BHECEHHble 8 KOHPU2YpayuonHbie Qaiinbl.

B pazznene HeoOxoxumo npuBecTr HaubdoJiee BakHble (hparMeHThl KOH(H-
T'YpalMOHHBIX (haifiIoB.

Hamnpumep, st paiinoBoro cepepa SMB He00X01MMO MepedncIuTh Oc-
HOBHBIE CEKIINH, a TAKXKE yKa3aTh, YTO HACTPOMKY cepBepa B IucTpuOyTiBe Man-
driva, CentOS ¥ Jpyrux MOXHO BBINOJIHHUTE C TIOMOIIBIO KoHuryparopa SWAT,
nMeroIero rpapuyeckuii HHTEpdEic.

[IpuBonsTCS NU3MEHEHUS U IOTIONHEHUSI, BHECEHHBIE BO BpeMsl pabOThI Hall
JIUIIIOMHBIM IPOEKTOM.

Hwmxe npusenen nmpumep onmcanust HacTpoiiku FTP-cepBepa vsftpd.

Kondurypupoanue vsfipd ocymecreusiercst penakrupoBanueM ¢aiiiaa
/etc/vsftpd/vsftpd. conf.
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#3anpemaeM rocrTepBoit (aHOHMMHEINL) HOCTYI
anonymous_enable=NO

#

# PaspemaeM HJOCTyI JIOKANBbHHM [OJIL3OBATEJNSIM
local_enable=YES

#

# Paspewaem Bammucs

write_enable=YES

#

# BanpemaeM BamMck aHOHMMHEIM MNOJILBOBATEJNSIM
anon_upload_enable=NO

#
## OrpammueBaeM noJb30BaTeJIsI paMKaMy ero JAOMAalHero KaTajora
chroot_local_ user=YES
##
3armmyckaeM Halll CepBUC
service vsftpd start
JloGasnsgeM ero B "aBTro3arpysky"
chkconfig vsftpd on
Jlo6aBisieM mosib30BaTens, KOTOpbI Oynet noakitouatsbes o FTP
useradd newFTPuser
(rme newFTPuser - Haml rmoJyib3oBareds s FTP)
3amaeM maposib
passwd newFTPuser
Jlns Toro uto GBI 3aIPETHTH ATOMY ITOJIB30BaTEN0 BX0AUTh 10 SSH, BHe-
ceM u3MeHeHus B aiin /etc/passwd
mcedit /etc/passwd
Haxoaum 3anuce
newFTPuser:501:501: : /home/newFTPuser: /bin/bash
U 3amensieM /bin/bash Ha /sbin/nologin
B urtore nosryuaem ciieayrouiyro 3amnmch
newFTPuser:x:501:501: : /home/newFTPuser:/sbin/nologin
31mech ke MOKHO TIOMEHSTH IOMAITHAN KaTaJloT STOTO MOJIB30BATEIS
(/home/newFTPuser) Ha JIt000# npyroit (Hampumep /var/www/html)

Pazoen 5. Texnuko-I3KoHoOMu4ecKkoe 000CHo8anue npoexkma

B paznene BbIMONHAETCS aHATN3 TEXHUKO-9KOHOMHYECKOH I1eJIeco00pa3Ho-
CTH AUIUIOMHOTI'O ITPOEKTA.

[Mpumenenne CKC st opranu3aniy KaOeabHOM CUCTEMBI 31aHusl (IPYIIITBI
3/IaHUI) TPEeXJe BCEro CIYXKHT I 3KOHOMHUHU JICHEXKHBIX CPEICTB, BKJaJbIBac-
MBIX B OKCIUTyaTalMio 3/1aHMA. Takas SKOHOMHS MMEET CIIAYIOLINE OCHOBHBIC
WCTOYHHKH:

U npaBuiibHO cripoekTHpoBaHHas M ycTaHoBiIeHHass CKC 5KOHOMUT 3Ha4YH-
TENIbHBIE CPENICTBA 3a Mepuo] cBoell 3KcIulyaTanuu. Pacxonel Ha pacimiupeHue u
TepeneNku KaOeIbHONW CHCTEeMBI sl IpaBmIbHO cripoektupoBanHoit CKC cBoasaT-
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csi K MUHHMYMY Onaromapsi ee yHUBepcalbHOCTH. JIFoOoe 000opymoBaHHE MOYKHO
MepeMeInaTh ¥ MOIKIIYaTh B T000H Touke 31aHus 0e3 nepeyKiaaku Kaoess.

OKcInTyaranus 1 00CITy)KUBaHHE TPeOyeT MEHBIIE CPEACTB, TaK KaK MUHH-
MHU3HUPYIOTCS IMOTEPHU MPHU BBIXOJE U3 CTPOS OTACIBHBIX JIMHUH - MPOCTHIM aJ[MHU-
HUCTPUPOBAHUEM MOXKHO IEPEKOH(PHUTYpPHPOBATH CHCTEMY B 00XOJ aBapHHHBIX
YYaCTKOB.

Kpome toro, CKC, cooTBeTcTBYIOmas IEHCTBYIOIMINM CTaHIapTaM, II03BO-
muT 0e300JIe3HCHHO OOHOBJATH M 3aMCHATH (DPYHKIMOHHPYIOIIWE B 3TaHUU WH-
(hOopMaIMOHHO-TEXHOJIOTHYECKHUE KOMILICKCHI, MOCKOJIBKY IMPOU3BOAUTEIIH 000DPY-
IOBAHUSA TepeJaddl JaHHBIX B CBOHUX Pa3pabOTKax TakKe OPHEHTHUPYIOTCS Ha MMe-
IO ECS MMPOMBIIIJICHHBIC CTaHAAPTHI.

Pacuer croumoctrn CKC mpon3BoANTCS HCXOS U3 CIEAYIOMHUX (PakTOpOB:

U apxutekTypHas CJI0XKHOCTh U IJIOIIAAb O0BEKTA;

O xonruecTBO paboUnX MECT;

U xauecTBO HUCMOJIL3yeMOro 000PYIOBAHMUS U MATEPHATIOB;

U CII0KHOCTB PacIofioKeHust KPOCCOBOTO 000PYI0BaHHUS;

U crioco6 npoxnaaku kabess;

U cpoku ucnosHeHus pador;

U npyrue hakropsl, K IPUMEPY, TUI U pasMep Kopobda, TeMIeparypa
OKpPY>KaIOIIeH CpeJibl, BRICOTA MIPOBEACHUS padoT U T. 1.

IIpu monTaxkxe CKC cTomMOCTh 3aBUCHT OT MHOTHX IpHu3HaKoB. Hambomnee
JICIICBEIMA B IJIaHE YCTAHOBKH CTPYKTYPHPOBAHHOW KaOCNBPHOW CETH CUYHTAIOT
CTaHIapTHBIC O(HUCHl, KOTOPHIC MMEIOT pa30OpHbIC MOJBECHBIC MOTOJKHA. Camo
c000if, geM OoIbIIIe paboUYNX MecT, TeM nopoxe oboiinéres nacrammus CKC.

CTOMMOCTh 3JIEMEHTOB CTPYKTYPHPOBaHHOHM KaOEJIbHOW CETH — 3TO OT-
JIeNTbHAs. CTaThsl PAcXOJOB, HA KOTOPOW HEKOTOPBIC IMBITAIOTCS CIKOHOMHTH. Ho
MOJTyYHTh HaJeKHYI0 U cTa0mibHYI0 CKC MOXHO TOJBKO C HCIOJIE30BAHUEM BhI-
COKOKAaYeCTBEHHBIX KOMIUICKTYIOIIHX.

BaxxHoe MecTo B 00IIIeli cMeTe 3aHUMAET TaKOW MyHKT, KaK PaCIIOJI0KCHUC
KpoccoBoro obopynoBanus. CamMbIM JOPOTMM BapHAHTOM SIBJISICTCS OTACIbHAsS
cepBepHas KOMHATa B HarmoJbHOM MKady. [IpoMexyTouHOE IO CTOMMOCTH pellie-
HHUE — 3TO PacIoioKeHHEe 000PYOBAaHUS B MOJIBECHOM IKa(y, a camoe JCIICBOe -
MpoCTOe 3aKpeIuieHne Ha cTeHe. [Ipokianka kabens B MPOCTpaHCTBE (hasbIIIIO-
TOJIKOB U (DaJIBIINONIOB O0OWIETCS 3HAYMTEBHO JICIICBIC MOHTaXKa KaOEIbHBIX
Tpacc Py TOMOIIH IUTACTHKOBEIX KOPOOOB MO MTEPUMETPY TIOMEIICHHH.

Pacder cTOMMOCTH OCHOBHBIX MaTE€pPHAIOB, 3aTPaYCHHBIX Ha CO3JJaHUE TIPO-
€KTa, PeKOMEHIyeTCs 0OPMHUTH B TAOTUIHOM BHIE (CM. TaOJIHITY).

Tabmuma-1 CTOMMOCTh OCHOBHBIX MaTepHAJIOB

llena en.,

Cymma, pyo.
py6 yYMMa, py!

Ne i/ | HanmenoBanue Kon-Bo, ex

1

2

Hroro
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Pa3zoen 6. Oxpana mpyoa u 3konozuueckas 6e30nacHOCmb

B nanHOM paszaene JUNIOMHOIO MPOEKTa OMUCBHIBAIOTCS CAHUTAPHBIE Mpa-
BWJIa ¥ HOPMBI IKCIUTyaTallui CTPYKTYPHUPOBAaHHOW KaOeJIbHOW CUCTEMBI. 3aTparu-
BAaIOTCS CIEIYIOIUE ACHEKTHI:
IIPON3BOICTBEHHBIN MUKPOKINMAT IIOMEIEHHS,;
MIPOU3BOJICTBEHHOE OCBEIEHHE;
BO3/ICiiCTBUE IIIyMa M BUOpaluy;
JJIEKTPOMATrHUTHBIE H3ITy4EeHUS
3NIEKTPOII0KApPOOE30MacCHOCTH;
SPrOHOMETPHUYECKHE XapaKTePUCTUKH pabodero mecra.

oOo0ooo0o

3aknrouenue

3aKroYeHNne TOJDKHO COACPKaTh KPATKOE ONMCAHKE BHIITOIHESHHOH 3a/1a-
YU, BBIMOJHSIEMBIX JEUCTBHUI B COOTBETCTBYIOIIUX pa3jienaX U MOJy4YeHHBIN pe-
3yNBTAT 110 OKOHYAHHIO TUTUIOMHOTO MTPOSKTHPOBAHUS.

B nanHOM paszneie noABOASTCS UTOTH IPOBEIEHHBIX UCCIEI0BAHUN COOT-
BETCTBEHHO 3a/1a4aM, 0003HaUYE€HHBIM BO BBEJCHHUH. JlaeTCs OIICHKA MTPOAeTIaHHOM’
paboTe ¥ Tar0TCsI PEKOMEHIAINH 110 BO3MOXKHBIM ITYTSIM JATBHEHIIIETO Pa3BUTHS
WCCIIeIOBAaHUI B TAHHOM HAITPABJICHUH C YIETOM TIEPCIIEKTUB PA3BUTUS CETEBBIX
TEXHOJIOTHIA.

CRnucok ucnoyib308aHHLIX UCHLOUHUKOB

O0BEéM yacTu 1-2 IUcTa MAIIMHOIKCHOTO TEKCTa. BKIIFOUaroTCs BCE JIMTE-
paTypHBIC UCTOYHHUKH (KHUTH, MOHOTpa(uu, HOPMATHBHO-TCXHHYCCKAS JOKYMCH-
TaIs, AMeKTpoHHbIe neTogHuKH, ' OCTHI), KOTOpBIe OBIIH NCTIONB30BaHBI B X0/1€
JUTLIOMHOTO MTPOCKTHPOBAHUS.

CHHCOK UCIIOJIb30BAaHHBIX HCTOYHUKOB COCTABIISIETCSI B CTPOTO MPHOPHUTET-
HOM TOPsIIIKE, HAYWHAs ¢ HOPMATHUBHBIX MTPABOBBIX aKTOB (PeCPAITEHOTO YPOBHS,
MHIIMBHUyaJIbHBIX M KOJUIEKTHBHBIX MOHOTpa(uii, HAyYHBIX CTATeH U T.II.

CchUTKH Ha WCTIOJIh30BaHHBIC HCTOYHHUKH CIEIyeT NaBaTh MOPSIKOBBIM HO-
MEpOM TI0 CITUCKY JIUTepaTyphl MEXAY ABYMs KBaJpaTHBIMU CKOOKaMHM, HaIIpuUMep
[5]

OCHOBHBIMH JICMCHTAMH OTIMCAHHS TUTEPATYPHOTO UCTOYHHKA SBIISIOTCS:

- ®1O aBTopa (aBTOPOB / peaaKTopa);

- HaumeHnoBanue nmpou3BeicHUs (Ha3BaHUE KHUTH);

- HanmeHnoBanue u31aTebCTBA;

- o n3manus;

- KOHI/I‘{CCTBO CTpaHI/lH B U3JaHUU.

IMopsinok odopMiIeHNsT UCTOYHHKA JTUTEPATyphl 3aBUCHUT OT BHIA HCTOY-
HMKA.

[Tpumeps! OnOIHOTPadIIECKOTO OTIMCAHUS JTATEPATYPHI:
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J1s1 KHMT HANMHCAHHBIX OJTHHM aBTOPOM B Hadaje YKa3bIBAIOTCS
¢daMuus W MHUIMaNLl aBropa. [Ipu 3TOoM mocne (aMmwinK CTaBUTCS 3arsTas
U yXe Toclie He€ yKa3plBalOTCS WHUIMAIBI OTICIEHHBIC TOYKaMH. 3aTeM ciie-
JIyeT IOJIHO€ Ha3BaHWE KHUIH, I10CJIe KOTOPOTO CTaBUTCS «clieln) (Kocas yepra
/) u manee mostopsiercst ®UO aBTOpa, HO CHaYaNa yKa3bIBAIOTCS WHUIHANEL, a
3areM ¢ammius. [loce pamumu cTaBuTCs TouKa, a 3a Hel — Tupe. [locie THpe
YKa3bIBaCTCsI: TOPOJ, IBOETOUNE, HA3BAHUE U3ATEIbCTBA, 3aIIATast, TO1 H31aHus,
touka. [Tocie Touky mimem TUpe, 3a HUM yKa3bIBaeM KOJIMYECTBO CTPAHMIL B JAH-
HOW KHHTe, OYyKBY «c» U Touka. [Ipumep:

Komucunuenko, 1. H. CepBepHoe npumernenune Linux. — 3-e u3z., mepepad
u gomn. / JI.H. Konmucuuuenko. — CI16.: BXB-ITerepoypr, 2011. — 528 c. — (Cu-
CTEMHBI aJIMHUHUCTPATOD).

Ecin kHHMra HanucaHa aBTOPCKHM KOJIJIEKTHBOM U3 2-3 4YeNoBekK, TO B
Havasie Ou0IMorpaguIecKoro ONMMCaHus YKa3bIBAIOTC (GaMIIINS U MHUIHAIIBI O -
Horo (nepBoro) aBTopa. [Tocne pamumuu craButes Touka. [lanee cieqyer HoIHOE
Ha3BaHHE KHUTH. 3aTEM CTABUTCS «CJIEID 1 I/IJIéT TOBTOPCHUC NaHHBIX aBTOPOB,
HO CHaJaJa yKa3bIBaIOTCS MHHIMAJIBI, @ ToToM (amuus. [Ipumepsr:

Onudep, B. KommnerorepHbie cetu: YueOHUK 1S By30B. 5-¢ usg. / B. Onu-
¢ep, H. Ommdep — CI16.: ITurep, 2016. — 992 c.

Kypstumii, I'.B. Onepaunonnas cucrema Linux : yueonuk / I.B. Kypsiuui,
K.A. Macnmunackuii. — 2-e u3g. — Mocksa : MHTYMUT, 2016. — 450 c. — Texkcer :
ANIEKTPOHHBIN // DNeKTpoHHO-O0nbIHoTeuHas cucteMa «Jlauey : [caiit]. — URL:
https://e.lanbook.com/book/100278. — Pexxum moctyna: s aBTOPHU3. ITOJIb30BaTE-
JeH.

st onucanus craTell M3 MepHOAMYECKUX W3JAHMI JIEHCTBYET CIIeIyIO-
LI TOPSIOK yKa3aHUS 3JEMEHTOB OIHCaHMs OHOMrorpaguyeckoro HCTOUHUKA!
(aMuins ¥ MTHUIMAIBI aBTOPa; Ha3BaHKE CTaThy; «cien» u cHoBa ®UO aBTopa,
HO CHayaja MHULHUAJbL, a IOTOM (aMIIINs; 3aTeM JBE KOChIe YepThl; Ha3BaHHE
MIEpUOMYECKOTO M3/IaHHs I COOPHHKA, B KOTOPOM pa3MellieHa CTaThs (KaBbIYKH
HE KCIOJIb3YIOTCS); TUPE, FOJ] U3JIaHUSI; IOCIIE YEeTO CIIEAYIOT TOUKa, HoMep (MHO-
raa B CKOOKax MOKET OBITh YKa3aH MeCsL U3IaHusl); TOUKa, TUPE; 3aTeM HoMepa
TIepBOM M MOCJIEIHEeH cTpaHull cTaThi. [IpumMep:

Bokos, B.K. [Ipuunas! kpusnca sxonomudeckoir Mmonenu CHIA / B.K. bo-
koB // PBK. -2014. - Ne4 (11). - C. 32-36.

Odopmitenne 31eKTPOHHBIX U UHTepHET-HCTOYHHKOB:

Kypstumii, I'.B. Onepannonnas cucrema Linux : yueonuk / I'.B. Kypsuni,
K.A. Macnunckuii. — 2-e u3a. — Mocksa : MHTYMUT, 2016. — 450 c. — Texkcer :
AIIEKTPOHHBIHN // DNeKTpoHHO-OnbIHoTeuHas cucteMa «Jlauey : [cait]. — URL:
https://e.lanbook.com/book/100278. — Pexxum foctyna: 1jisi aBTOpH3. TOJIb30BaTe-
net (mara mocit. oopamenust: 17.02.2017).

Kakoii quctpubyrus Linux BeiOpath B 2017 roay [DaeKTpOHHEIH pecypc]. —
https://lifehacker.ru/distributivy-linux/ . — Pexwm goctyma: cBoboaHBIH (1aTa
noci. oopamienus: 19.02.2017).



https://e.lanbook.com/book/100278
https://e.lanbook.com/book/100278
https://lifehacker.ru/distributivy-linux/
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Ilpunoscenusn

B npuitoxxenne He0OX0ANMO BBIHECTH TEKCTHI KOHHUTYpAIIMOHHBIX (aii-
J0B.

Pa3mep mpudra pekomeHayeTcst BBIOpAaTh TaKHM, YTOOBI HE ITPONCXO IO
MEPEeHOCOB CTPOK. PeKOMeHyeTcsl TakKe JUisi BCEX CTPOK TEKCTOB B MEHIO «AO-
3amy» BEIOpPATh «HET» B TOJIe BEIOOpa OTCTYIa IepBoii ctpoku. Hanbomnee ynoOHBI-
Mmu siBistrorest mpudTel Courier n Consolas.

[TpunoskeHne MOKET COAEpkKaTh YMEHBIICHHBIE KOMTMU IPa)MueCKUX MaTe-
pHaoB, MIPEACTaBICHHBIX Ha IUIAKaTaX, HOAPOOHBIE TAOIHIIBI C XapaKTepUCTHKA-
MU YCTPOKCTB U T.[I.
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