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1. MACIHIOPT PABOYEM IMPOT'PAMMBI ITPOU3BOJCTBEHHOM
ITPAKTUKH

1.1. O6sa1acTh NpUMeHEHUsI POTrPaMMbI

Pabouass mporpaMMa NpOU3BOJCTBEHHOM NPAKTUKH SBISETCS 4YacThlO OCHOBHOM
npoecCHOHANBHOM  00pa3oBaTeNbHONM MPOrpaMMbl  (MIPOTpaMMbl  HOJITOTOBKU
CHELMATTUCTOB CPEIHETO 3BE€HA) B COOTBETCTBUM ¢ DenepanbHbIM TrOCy1apCTBEHHBIM
o0Opa3oBaTeNbHbIM CTAHAAPTOM CPEAHEr0 MNPOQPECCHOHANBHOIO 00pa3oBaHUsS 110
cneruanbHocT 09.02.02 KommbroTepHble ceT / YKpyHMHEHHAs TpyIina mpogeccHid,
cneruanbHocTe W HampasieHuid moarotoBku (YI'C) 09.00.00 Mudopmartnka u
BBIUMCIIUTENbHAS TEXHUKAa B YaCTU OCBOCHHS OCHOBHOTO BHJa MPO(eCCHOHATHLHOU
nestenpHocTn  (BIIM): Oxcruryartanuss OOBEKTOB ceTeBOM HMHQPACTPYKTYpbl U
COOTBETCTBYIOIIUX IpodeccronanbHbiXx kKomnereHuuit (I1K):

I[IK 3.1. VYcranaBnuBaTh, HacTpaumBaTh, OSKCIUTyaTUPOBaTh U OOCIYKUBAThH
TEXHUYECKUE U IIPOrPaMMHO-AIIIIapaTHbIE CPEACTBA KOMIIBIOTEPHBIX CETEH;

I[IK 3.2. IlpoBoaute mnpoduiakTuyeckue paboOThl HAa OOBEKTaX CETEBOM
UHQPACTPYKTYphl U pabOUNX CTaHIUSAX;

[IK 3.3. Dkcrnyaranus ceTeBbIX KOH(UTypaluii;

IIK 3.4. YuacTtBOBaTh B pa3pabOTKE CXEMbI MOCIEaBAPUUHOTO BOCCTAHOBIICHUS
paboTOCIOCOOHOCTH KOMIIBIOTEPHOI CETH, BBINIOJHATh BOCCTAHOBIIEHUE U PE3EPBHOE
KOIMpOBaHUE UH(GOPMALIHH;

IIK 3.5. OpraHu3oBbIBaTh HMHBEHTAPU3ALUIO TEXHUYECKUX CPEACTB CETEBOU
UHQPACTPYKTYPBl, OCYILECTBIATH KOHTPOJIb 000PYA0BaHUs MIOCIIE €T0 PEMOHTA;

I[IK 3.6. BpINoNHATH 3aMEHY pAacXOJHbIX MATEpUAIOB M MEJIKUM pPEMOHT
nepudepuitHoro o0OpPyJIOBaHUs, ONpPENENsATh YycTapeBuiee O00OpyJOBaHUE U
POrpaMMHBIE CPEACTBA CETEBON MHPPACTPYKTYPBHI.

1.2. Ilesu 1 3a7a4M NPOU3BOJACTBEHHOMN NMPAKTUKH
dopmupoBaHue y oOydarommxcss oOmUX W MNpodheCCHOHAIBHBIX KOMIETEHIINUH,
npuoOpeTeHNe MPAKTUUYECKOTO OIbITA.
B pesynabraTte MOpOXOXIEHUS MPOU3BOACTBEHHOM MpakTUKU (1O  mOpoduito
CHELMAIbHOCTH),  pealu3yeMoil B  pamMKax MNpoPecCHOHANIbHOIO  MOIYJIS
[IM.03 Dxcrmyatanusi 00bEKTOB CETeBOM MHEOPACTPYKTYPHI MO KaXKIOMY W3 BHJIIOB
npodeccuoHanbHOM aesTenbHocTH, npeaycMoTrpeHHbix GI'OC CIIO, obyuaromuecs
JIOJKHBI PUOOPECTH NMPAKTUHYECKHUI ONBIT Pa00ThI:

- 00CITy’KUBaHUS CETEBOU MHPPACTPYKTYPbI, BOCCTAHOBIICHUS PaOOTOCIIOCOOHOCTH

CETH II0CJIE COOS;

- YAAIEHHOTO aJMUHUCTPUPOBAHUS U BOCCTAaHOBJEHHUS pPabOTOCIIOCOOHOCTH
ceTeBOI MHPPACTPYKTYPBHI;

- opraHuzanuu Oecrepe0oiHON paboThl CUCTEMBI TI0 PE3EPBHOMY KOMTUPOBAHHUIO U
BOCCTAHOBJICHHIO MH(OpMAIIHH;



- TOJJIEPKKHU TOJIb30BATENIEH CETH, HACTPOMKH amnapaTHOro0 W IPOTrPpaMMHOIO
oOecrieueHus: ceTeBoi MHPPACTPYKTYPHI;

yMeTh:
- BBINIOJIHSITH MOHUTOPUHI M aHadu3 pPaOOThl JOKAIBHOW CETH C MOMOIIBIO

IPOrpaMMHO-aIaPaTHBIX CPEJICTB;

- UCTOJBb30BaTh CXEMbI IMOCJIEaBAPUIHOTO BOCCTAHOBJICHHUS PabOTOCIOCOOHOCTH
CETH, SKCIUTyaTUPOBATh TEXHUUYECKHUE CPEACTBA CETEBON MHPPACTPYKTYPHI;

- OCYIIIECTBIIATh TUAarHOCTHKY W TMTOMCK HEUCTIPABHOCTEH TEXHUUECKUX CPE/ICTB;

- BBITIOJIHATH JICUCTBUS IO YCTPAHEHHUIO HEWCIPABHOCTEHW B YaCTH, Kacaromlleics
MOJTHOMOYHI TEXHHKA,

- TECTUPOBATH KaOeIl U KOMMYHHUKAIIMOHHBIE YCTPOUCTBA;

- BBINOJIHATH 3aMEHY PACXOJHBIX MATEPUATIOB U MEJIKUN PEMOHT nepudepuitHoro
000Opy1I0BaHUS;

- MPaBWIILHO O(POPMIIATH TEXHHUECKYIO IOKYMEHTAITHIO;

- HaOmoAaTh 3a TpadUKOM, BBITIOJIHATH OIEpAIlid PE3EPBHOTO KOMUPOBAHUS H
BOCCTAHOBJICHHSI IAHHBIX;

- YCTaHaBJIUBaTh, TECTUPOBATh M AKCILTyaTHPOBATh HH(POPMAIMOHHBIE CHUCTEMBI
COTJIaCHO TEXHUYECKOM JIOKyMEHTalluU, 00€CIeYnBaTh AHTUBUPYCHYIO 3aIUTY;

3HATH:
- ApPXUTEKTYpy M (YHKIUU CUCTEM YINPABJICHUS CETSIMHU, CTaHAAPTHI CHUCTEM

yIpaBICHHUS;

- 3a7la4M YOPaBIIEHUS: aHAJIN3 MPOU3BOIUTEILHOCTH M HAAEKHOCTH, yIpPaBICHHUE
0€30MacHOCThIO, YUET Tpaduka, ynpasieHue KoHGUryparme;

- Cpe/icTBa MOHMTOPUHTA U aHAJIN3a JIOKAJIbHBIX CETEH;

- KJIaccu(UKalMo PErjIaMeHTOB, MOPSAOK TEXHUYECKHX OCMOTPOB, IMPOBEPOK U
poPUIAKTHIECKUX PadOT;

- IpaBUJIa HKCIUTyaTallul TEXHUUYECKUX CPEJCTB CETEBOM MHPPACTPYKTYPHI;

- pacIIMpeHHe CTPYKTYpbl, METOJbI M CPEICTBA JAMATHOCTUKH HEUCIPABHOCTEH
TEXHUUYECKUX CPEACTB U CETEBON MH(PPACTPYKTYpHI;

- METOAbl YCTPAHEHHUS HEWCIPABHOCTEH B TEXHHYECKUX CPEICTBAX, CXEMBI
MOCJICaBapUMHOIO BOCCTAHOBJIEHUS pPabOTOCIIOCOOHOCTH CETH, TEXHUYECKYI0 U
IPOEKTHYIO JOKYMEHTAIINIO, CIIOCOOBI PE3€PBHOTO KOIMPOBAHUS JAHHBIX, IPUHIIUITHI
paboThl XpaHWIIUIL IAHHBIX;

- OCHOBHBIC MOHATHS MH(POPMAIMOHHBIX CHUCTEM, KMU3HEHHBIH LUKI, TMPOOJIEMBI
oOecrieyeHus TeXHoJIorM4eckol Oe3omacHocTu HHGpopmanoHHbix cuctem (HUC),
TpeOOBaHUS K apXUTEKType HMH(POPMAIMOHHBIX CHCTEM WU HMX KOMIIOHEHTaM IS
oOecrieyeHuss  0€30MaCHOCTH  (PYHKIIMOHMPOBAHHUSA,  ONEPATUBHBIE  METOJbI
NOBBIIICHHUSI 0€30MacHOCTH (YHKIIMOHUPOBAHUS MPOrPAMMHBIX CpPEACTB U 0a3
JTAaHHBIX;



- OCHOBHBIC Tpe6OBaHI/I$I K CpeacrtBaM UM BUAaM TCCTUPOBAHHA JIA OIPCACICHUA
TEXHOJOTHYECKOM 0€30acCHOCTH I/IH(I)OpMaHHOHHI)IX CHCTCM.

1.3. Kosm4yecTBO 4acoB HAa OCBOEHHE MPOTrPaMMbI IPOU3BOACTBEHHOH MPAKTHKH
Bcero - 144 yaca.



2. PE3YJIBTATBI OCBOEHUSI ITPOT'PAMMBI ITPOU3BOJACTBEHHOM

INPAKTUKHU

PesynbraroM OCBOEHHUSI TPOrpaMMbI TMPOW3BOJCTBEHHON TIPAKTUKH  SIBISICTCS
OBJIaJICHNE O0YJarONUMHUCS BHIIOM TPO(HEeCCHOHATBLHON EATeTLHOCTH, B TOM YHCIIC
npodeccuonansubiMu (I1K) u o6mmumu (OK) kommeTeHInsIMu:

Kon

HanmenoBaHue pe3yiabraTra 00y4eHHs

[IK 3.1

VYcranaBnuBaTth, HacTpauBaTh, OKCILUTyaTHPOBaTb W OOCIYKHBaTh
TEXHUYECKUE U TPOrPaMMHO-ANNAPATHBIE CPEICTBA KOMITBIOTEPHBIX CETEM.

I[IK 3.2

[IpoBomuTe  mpoduiakTuyeckue paboThl Ha  OOBEKTax  CETEBOM
MHOPACTPYKTYPHI U pabOYUX CTAHIIUSIX.

I1IK 3.3

OKCIuTyaTalus CeTeBbIX KOHPUTYpaIui.

I[IK 3.4

VYyacTtBoBaTh B pa3palOTKEe CXEMbI IMOCICABAPUIHOTO BOCCTaHOBJIEHUS
paboTOCIIOCOOHOCTH KOMITBIOTEPHON CETH, BBIIOJHITH BOCCTAHOBJICHUE U
pe3epBHOE KOMMpOBaHUE MHMOPMAITUH.

IIK 3.5

Opranu3oBbIBaTh MHBEHTApHU3alMI0 TEXHUYECKUX CPEACTB CETEBOU
UHOPACTPYKTYPHI, OCYIIECTBISATh KOHTPOJb OOOPYIOBaHUS TOCJIE €ro
pEMOHTA.

IIK 3.6

BBINONHATE 3aMEHY pacXOJHBIX MATE€pUajoB W MEJKUA PEMOHT
nepudepuitHoro o0opyAoBaHus, ONPEEIATh yCTapeBIlee 000pyI0BAHUE U
POrpaMMHBIE CPEACTBA CETEBOI MHPPACTPYKTYPHI.

OK 1

[lonumMaTe CyImIHOCT, W COIHMAIBHYIO 3HAYMMOCTh CBOEH Oymymiei
npodeCcCHM, MPOSBIIATh K HEH YCTOMYUBBIA HHTEPEC.

OK 2

OpraHu3oBbIBaTh COOCTBEHHYIO JCSTEIBHOCTh, OMPENENsATh METOAbl M
CriocoObl  BBITIOJIHEHUSI TPOQPECCHOHATBHBIX  3aJad, OIIEHHWBAaTh HX
() PEKTUBHOCTH U KAYE€CTRO.

OK 3

Pemate mnpoOiiembl, OLEHUBATh PUCKHM W NPUHUMATh pELUIEHUS B
HECTAHIAPTHBIX CUTyalUsIX.

OK 4

Ocy1ecTBIATh MOUCK, aHATU3 U OIICHKY MH(POpMaIUU, HEOOXOAUMON IS
MOCTAaHOBKH U pelieHus mpohecCuoOHaIbHBIX 3a/1a4, TPO(PECCHOHATEHOTO U
JIMYHOCTHOTO Pa3BUTHSL.

OK 5

Hcnonb3oBaTh HUHGOPMAIMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJOTUM IS
COBEPIICHCTBOBaHUS MPOGHECCUOHAIBHOM NIESITEILHOCTH.

OK 6

PabGotaTe B KOJNJIEKTHBE M B KOMaHje, OOECIeunBaTh €€ CIJIOUCHUE,
7 HexTUBHO 00IIATHCS € KOJUIETaMU, pYKOBOJCTBOM, MOTPEOUTEIISIMH.

OK 7

CraButh LEJIH, MOTHBHUPOBATh NEATEIBbHOCTD MMOJYNHEHHBIX,
OpraHU30BbIBATh M KOHTPOJUPOBATH WX PAOOTy C TPHUHATHEM Ha ceOs
OTBETCTBEHHOCTH 32 PE3YJIbTAT BBIIIOJHECHUS 3aJaHHM.

OK 8

CaMOCTOSITEIbHO OMpCACIIATL 3aa4un HpO(l)CCCI/IOHaJ'IBHOFO H JINMYHOCTHOTI'O
Pa3sBUTHA, 3aHUMATLCA CaMOO6p330BaHI/ICM, OCO3HAHHO IINIAaHUPOBATH
ITOBBIIIICHHEC KBaJ'II/I(bI/IKaHI/II/I.

OK 9

OpueHTHpOBaTbCSI B YCJIOBHMSIX  4YacTOM  CMEHbl  TEXHOJIOTHH
B IpOo(heCCHOHATLHOM IS TENbHOCTH.




3. CTPYKTYPA U COAEPKAHUE MMPOU3BOJCTBEHHOM NPAKTUKHU IO NPO®ECCUOHAJIBHOMY

MOJY.JIIO

3.1. TemaTnyeckuii IUIaH NPOU3BOACTBeHHOM NMPaKkTUKHU M0 ITM.03 Dkenmnyaranus 00beKTOB ceTeBOM HHPPACTPYKTYPbI

Ne HaumenoBanue rem Coaepixanue Tem Buasbl pador Kop IIK KoimmuecTBo
n/n MPOU3BOJACTBEHHOM JacoB
NMPaKTHKHU
Beenenue Coop nHpopmaruu 00 | 1) OsnakomiieHHE C TIpaBWJIAMH OpraHU3aIuH OK 1-9
1 OpraHu3aIuu. paboThI IPETPUITHSL. IIK 3.1 6
2) HHcTpykTaxk MO TeXHUKE Oe30MacHOCTH Ha
paboueM Mecre.
YcranoBka u Hactpoiika | Hactpoiika ~ aktuBHoro  u | 1)  HacTtpoiika  KOMMYTaTOpoB  pa3IMYHBIX OK 1-9
o | ceTeBoro 00Opy/IOBaHUs | MTACCUBHOTO CETEBOr0 | MPOU3BOIUTEIICH. IIK 3.1 6
000pyIOBaHUS. 2) BeolmonHeHHE HACTPOMKK MapUIPYTU3aTOPOB
dbupmer TP-Link, D-Link, Asus, Keenetic u mp.
VYcranoBka u Hactpoiika | [loctpoenue duznyeckoii | 1) O3nakomnenue ¢ JIBC npeanpusrus. IIK 3.1
3 | cereBoro 00OpyAOBaHUS | TOTIOJOTHHU CETH. 2) IloctpoeHue cXeMbl TOMNOJOTUU CETU IpHU 6
MOMOIIM POTPAMMHOI'0 00ecIIeYeHusl.
VYcranoBka u Hactpoiika | [IpoBenenue 1) O3HakoMIIeHUE c obopymosanuem, | [1K 3.1-3.2
CETEeBOro 000pyOBaHMs | MPOMUIAKTUYECKOTO HCIIOJIB3YEMBIM Ha MPEINPUATUH.
4 obcimyxuBaHusi 000pynoBaHUA | 2) [Ipodunaktuueckoe o0cy>)KiBaHUE 6
KOMITBIOTEPHBIX CETEH. 000pyIOBaHUs CETH MPEATIPUSATHSI.
3) Onpepenenne yctapeBiero o00py1oBaHus.
VYcraHoBka M HacTpoiika | Yuactue B Hactpodike H | 1) [IpuHSATH yyacTHe B OpraHu3aluyd HACTPOWKH U IIK 3.1
CETEBOr0 000PY/ZOBaHMs | YIIPaBICHUU JIOCTYIIOM, | YIPABJIEHUH JTOCTYIIOM Ha MPEAIPUITHH.
IIPOU3BOJUTEIBHOCTHIO, 2) OcymecTBUTh HACTPOWKYy M  yIpaBlICHUE
5 0€30IaCHOCTBIO, OITMOKAMM. MIPOU3BOUTEIHHOCTHIO CETH. 6
3) [Ilpou3BoguTh HACTPOHMKY U YIpaBIEHUE
0€301MacCHOCThIO CETU Ha MPEIIPUITHH.
4) IIpousBecTu ynpaBieHHEe OMTUOKAMH B CETH.
VYcraHoBka u HacTpoiika | Pabora C kabenbHBIMU | 1) O3HaKOMHUTHCS C HMEIOIIUMHUCS Ha IIK 3.1
6 | cereBoro o0Opy/mOBaHMs | CKaHEPAMHU M TECTEPAMH. NpeAnpusITH  KaOEeTbHBIMH  CKaHEepaMu | 6
TECTEPAMHU.




2) OcymiecTBUTh MOWUCK HEHCIPABHOCTEH KaOels
UTP npu nomomu KaOenbHBIX CKaHEPOB M
TECTEpOB.

3)  OcymecTBUTh  HOUCK  HEUCIPABHOCTEH
ONTOBOJIOKOHHOTO Ka0eJsl.
VYceranoBka u Hactpoiika | Hacrpoiika OecnipoBosiHbIX | 1) Hacrpoiika KIMEHTCKOrO  OECIpOBOIHOTO [IK 3.
7 | cereBOro 00OpynOBaHUS | JOKAJIbHBIX CETEH. 00opynoBaHusl.
2) Hactpoiika aHTeHH I TIepe/iayn CUTHAIA.
OKCIUTyaTalusi CETEeBOro | YmIpaBJieHUE yaeTHbIMHU | 1) O3HaKoOMUThCS ¢ 0a3oi gaHHBIX mosnb3oBateneit | T1K 3.1, 3.3
IIPOrPaMMHOT0 3alUCSMU B JIOMEHHOM CETH. MpEANPUSITHS.
8 obecrnieueHus 2) OcymecTBUTh HACTPOWKY U  YIpaBIICHUE
YYETHBIMU 3aMuCsIMu 10JIb30BaTeENEeH,
UMEIoLXcs B 0a3e JaHHBIX MPEANPHUSITHS.
OKCIUTyaTalusi CEeTeBOro | Y JaJeHHOe ynpasienue | 1) O3HakomMuThcs co cpenactBamu ypanenuoro | [IK 3.1, 3.3
IIPOrPaMMHOT0 pabouMMM  CTaHUUAMH U | YIPABJICHUS MPEINPHUATUSL.
obecrnieueHus CEpBEPHBIM 000PYOBAHHEM. 2) Ilpunsate ywactue B KOH(UTypUpOBaHUU
IIPOrPaMMHBIX CPEJICTB yIPABICHHUS.
9 3) IlomyuuTh JOCTYyn K HacTpoHKaM pabodmx
CTaHIIMI MPHU MOMOILN yIaJI€HHOTO YIIPaBICHHUS.
4) Tlony4yuTh HOCTYN K HAacTPOWKaM CEPBEPHOTO
o0opysoBaHUs  NpU  TOMOIIM  yJIAJIEHHOIO
yIpaBIeHHUS.
OKcmlyatanus CceTeBoro | AIMUHUCTPUPOBAHHE 6a3 | 1) O3HaKOMUTBCS CO CPEICTBAMU YIIPABICHUS [IK'3.1,3.3
MIPOrpaMMHOTO JTAHHBIX. 0a30ii JTaHHBIX MPEATIPUATHSI.
obecrnieueHus 2) Ocy1ecTBUTh CO3/1aHNE HOBOW YYETHOM
10 3aIMKcy NOJB30BaTeNs B 0a3e JaHHBIX
MIPEATPUSITHS.
3) [puHATH yuacTHe B peJaKTHPOBAHUU
nH(OpMallK O MOoJIb30BaTese B 0a3e JaHHbIX.
Okcrutyaranusi cereBoro | [Ipumenenue 1) OcymiecTBUTh TUAarHOCTUKY CETEBOTO K 3.1, 3.5
POrpPaMMHOTO JTUArHOCTHYECKOT 0 000py/10BaHUs1, UMEIOIIETOCS Ha MPEIPUITHH.
11 | obecneueHus 000py10BaHUSI. 2) OnpenenuTh NPUTOAHOCTH WK HE

MPUTOHOCTH K OKCIUTyaTallid CETEBOTO
000pyIoBaHUsl.




Okcruryaranusi  ceteBoro | [Ipumenenue cpeacTs 3anuThl. | 1) YCTaHOBUTH CpeicTBa aHTUBUPYCHOM 3aIIUTHI K 3.1, 3.3
IIPOrPaMMHOT0 Ha cepBepe U pabOoYuX CTAHLUSAX.
12 obecrieueHus 2) OcymecTBUTh HACTPOUKY aHTUBUPYCHOM
3aLUTHI.
3) IlpuHATH yuyacTHe B UCIIOIb30BAHUH CPE/ICTB
KpUNTOrpagpuuecKon 3auThl.
DKcIuTyatanusi ceteBoro | Yyactue B apxuBamuu  ® | 1) [IpoBecTu pe3epBHOE KOMUPOBAHKE K 3.1, 3.3
IIPOrPaMMHOT0 BOCCTAHOBJIEHUM JJAHHBIX. apXUBAIHIO JaHHBIX.
13 | obGecneueHus 2) [IpunaTh yyacTtue B pa3paboTKe IiaHa
BOCCTaHOBJICHHS JaHHBIX TOC]E COOEB.
3) IlpuHATH yuacTHe B BOCCTAHOBIIEHUU JAHHBIX.
MOHUTOpUHT, Pa3pabotka pernamenToB | 1) [IpunsaTh yyactue B pa3pabOTKe perjiaMeHTOB K 3.2,3.6
JUArHOCTHKA U | IpoQUIAKTUIECKIX OCMOTPOB | TPO(MUIAKTHIECKIX OCMOTPOB.
YCTpaHEHHUE 2) IlpoBecTr MPOPHUIAKTHIECKUN OCMOTP
14 | HeucnpaBHOCTEH 00BEKTOB CeTeBON MH(PPACTPYKTYPHI.
00BEKTOB CeTeBOU 3) [IpunsTe yuactue B OPMHPOBAHUN OTYETHOU
UH(PPACTPYKTYPHI JIOKYMEHTAIUU 110 UTOraM MPOBEICHUS
IpO(UIAKTUYECKOTO0 OCMOTpA.
MoHuTOpHUHT, MonuTopuHr ¥ aHamu3 cetd ¢ | 1) O3HaKOMIICHHUE C anmapaTHbIMK CPEICTBAMU IK 3.1
JTMarHOCTHKA U | IPUMEHEHUEM MPOTPaMMHBIX U | MOHUTOPHHTA U aHAJIN3a, UMEIOIIMMUCS Ha
yCcTpaHeHue anmnapaTHbIX CPE/CTB. HPEANPUATHH.
15 HEUCIPaBHOCTEH 2) O3HAKOMJICHHE C alllapaTHbIMU CPEICTBAMHU
00BEKTOB CeTeBOi aHaJu3a CeTH.
UHPPACTPYKTYPHI 3) [IpunsTHE Y4acTHsi B MOHUTOPHHIC U aHAIIN3E
CEeTH C MPUMEHEHUEM ITPOrPaMMHBIX U
annapaTHbIX CPEJCTB.
MounuTopuHr, Hactpoiika u  mnpumenenue | 1) [Ipumenenne nporokona SNMP. I[IK 3.1, 3.3
JIMarHOCTHKA U | IPOTOKOJIOB yrpasiieHus | 2) [Ipumenenue nmpotokora CMIP.
16 | YeTpamenne CETBIO.
HEUCIPaBHOCTEH
00BEKTOB ceTeBoit
MH(QPaCTPYKTYPhI
MoHuTopHUHr, MoHuTOpUHT u ananmu3 | 1) O3HakomiieHue co cpeacrsamMu Monutopunra u | I1K 3.1, 3.3
17 | nmarnoctuka U | ceTeBoro Tpaduka M CETEBBIX | aHAJIW3a CETEBOro Tpaduka.
yCTpaHEHHUE y3JI0B. 2) IlpoBeneHne MOHHUTOPUHIA MPOTrPAMMHBIM
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HEHCIIPaBHOCTEH cpeacteom Wireshark.
00BEKTOB ceTeBOM 3) IlpoBeneHre MOHUTOPHHTA CETEBOTO Tpaduka
UHPPACTPYKTYPbI JPYTUMH IPOrPaMMHBIMH CPEJICTBAMH.
MOHUTOpUHT, Yuactue B  1utanupoBanuu | 1) PaspaboTka miaHa mo BOCCTaHOBJICHUIO IIK 3.4
JMarHOCTHKA U | BOCCTAaHOBUTEJIbHBIX paboTt | cucteMsl nocie coosl.
1g | Yetpamenne nocie coosl.
HEHCIIPaBHOCTEH
00BEKTOB CEeTeBOM
UHPPACTPYKTYPbI
MOHUTOpUHT, Pa3zpaboTka ¢yHkunoHambHbIX | 1) O3HAKOMIIEHHE CO CPEICTBAMU 3AIIUTHI [IK'3.1,3.3
JIMarHOCTHKA U | CXeM 3JIEMEHTOB | HH(POPMALIUH.
19 | YerpaHeuue ABTOMAaTU3UPOBAHHON 2) [IpunsiTue yyacTus B pa3padOTKe CXEM 3allUTHI
HEHCIIPaBHOCTEH CHCTEMBI 3alUThl | MTHQOpMaIMK B OpraHu3aIuy.
00BEKTOB ceTeBoi | nHpopManuu.
UHPPACTPYKTYPbI
MOHUTOpUHT, AHanu3 BXO/JISILIIETO u | 1) O3HakoMJIeHHE CO CpECTBAMH aHAIN3a [IK'3.1,3.3
JIMarHOCTHKA U | McXoJs1ero Tpaduka. BXOJISIILEr0 M UCXOASIIEro Tpaduka.
o0 | YeTpauemue 2) [IpoBeaeHue aHanu3a BXOASIIETO U
HEHCIIPaBHOCTEH UCXOoAA1Iero Tpaduka.
00BEKTOB CeTeBO
UHPPACTPYKTYPHI
MOHUTOpUHT, KonTtpons yreuku | 1) O3HaKoMIIeHHE CO CIOCOOaMM KOHTPOJIS HaJl [IK'3.1,3.3
JIMarHOCTHKA U | KOH(pUIeHINATbHOM yTeUKOW KOH(pHUAESHIMATbHON HH(pOpMaIUH.
o1 | YeTpanenue uHpopmauuu,  yuyactue B | 2) [Ipunstue yuactus B pa3paboTKe MOJIUTHUK
HEHCIIPaBHOCTEH pa3paboTke HOJMUTHUK | O€30MacCHOCTH.
00BEKTOB ceTeBOil | 6€30MacHOCTH.
UHPPACTPYKTYPHI
MoHuTOpHHT, Hacrpoiika cucreM | 1) O3nakomiienue ¢ cymectByroummu cucreMamu | [1K 3.1, 3.3
JIMarHOCTHKA U | OOHapy>XeHHs aTak. OoOHapy>KeHHs aTak.
oo | YeTpaHenue 2) Pabota ¢ uMerImUMHUCS B OpraHU3auu
HEHCIIpaBHOCTEN cucTeMaMH OOHapy)KEeHUs aTak.
00BEKTOB CeTeBOM
UHPPACTPYKTYPHI
23 MoOHUTOpPUHT, 3amnoiHenne texuudeckoil | 1) CocraBnenue npoekTHoi qokymeHTaruu JIBC. IIK 3.1
JIMarHOCTHKA U | TOKyMEHTAIHH. 2) CocraBienue paboueit nokymentarmu JIBC.
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yCTpaHCHHUE 3) [Ipunsatue ygactus B pa3paboTke
HEUCIIPaBHOCTEN TexHuueckoro 3ananus JIBC.
00BEKTOB ceTeBOi
UHPPACTPYKTYPHI
OT4YeTHOCTh 3anojHeHue oT4eTa mo | 1) 3anmosiHeHHE OTYETa 1O MIPOU3BOACTBEHHOM OK 1-9 6
24 MpaKkTUKe,  MOATOTOBKA K | IIPAKTHUKE.
3aluTe.
Bcero yacos 144
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4. YCJIOBUSA PEAJIN3AIIAU ITPOT'PAMMBI ITPOU3BOJACTBEHHOM
INPAKTUKHU

4.1. TpeOGoBaHUA K MUHMMAJIbHOMY MaTePHAJIbHO-TEXHUYECKOMY
o0ecrne4eHn 1o

Peanuzanus nporpaMMbl MpeAnoaraeT npoBeJeHUE TPOU3BOICTBEHHOM MPAKTUKU
no npoduiIlo CHENUATBbHOCTH Ha NPEANpPUATUAX (OpraHM3alusX) Ha OCHOBE
NPSIMBIX JOTOBOPOB, 3aKIIOYAEMBIX MEXKAY 00pa3oBaTElbHBIM YUPEKJICHHEM U
KaXJIbIM MPEINPUATHEM (OpraHu3alueit), KyJa HarpaBJIsllOTCs. 00y4daroumecs.

4.2. UudgopmanuonHoe odecrnevyeHre NpOM3BOJACTBEHHON NPAKTUKH
IlepeyeHbp pexoMeHAyeMbIX Y4eOHbIX wu3aHuii, VHTepHeT-pecypcos,
JTOTOJHUTEJIbHOM JIUTEPATYPbI

OCHOBHBIE HCTOYHUKH:

1. Hazapos A. B. Dkcrutyartainus 00beKTOB CETEBON MHPPACTPYKTYP: YUEOHUK
/ A.B. HazapoB, A.H. Enransrues, B.Il. MenbaukoB. — M.: KYPC; UHOPAM,
2014. — 360 c.

2. [Manbrun B. ®. MadopmanmonHas 0€30MacHOCTbh KOMITIBIOTEPHBIX CUCTEM U
ceteli: yueOHoe nocobue / B.®. lllanerun. - M.: UJI ®OPYM: HUILl UHDPA-M,
2016. - 416 c.

3. larapuna JI. I'. PagpaboTrka u SKCIuTyaTalis aBTOMAaTH3MPOBAHHBIX
nH(OPMAITMOHHBIX cucTeM: yueOHoe rmocodue / ['arapuna JI.I'. - M.:1JI ®OPYM,
HUI] UH®PA-M, 2017. - 384 c.

JlomoTHUTEIbHBIE HCTOYHUKH

1. Omudep B. KomnbiorepHbie cetu. [IpuHIUIBI, TEXHOJOTUH, TPOTOKOJBL:
VYuebnuk ais By3oB / B.Omudep.— C-116.: [Tutep, 2014.

2. Kypstumii I'. B., Macnunckuii K. A. Onepaunonnas cuctema Linux. Kypce
nexumii./ I['.B. Kypsuuii, K.A. Macnunckuii. — M: HWHTepHeT-yHHUBEpCUTET
nH(OPMAIMOHHBIX TeXHOIO0THH, 2013.

4, Cranex VY.P. Komanmnas ctpoka Microsoft Windows. CnpaBouHuk
anmuauctparopa / Y.P. Cranek — C-116.: BXB-ITerepoypr, 2009.

S. Kpumnamyptu b. Web-nipotoxosnsl. Teopus u npaktuka / b. KpumnamypTu,
Jlx.Pexchopa — M.: bunom 2012.

4.3. O0mue TpeOOBaHMS K OPraHU3ANMU MPOU3BOICTBEHHON MPAKTUKHI
[IpousBoACTBEHHAsI TMpaKTUKa MPOBOJUTCS B OPraHU3alUAX U MPEANPUATHUSX,
HaIpaBJeHUE JESITEIbHOCTH KOTOPBIX COOTBETCTBYET MPOQPUII0 TMOJTOTOBKU
oOyuaronuxcs. [IpousBoacTBeHHOW mpakTUKe (MO0 MNPOPUIIO CHEHHATBHOCTH)
npeamecTsyeT QopMupoBaHuE Yy OOydYalOlIUMXCS YMEHUH, MNpuoOpeTeHune
MPaKTUYECKOT0 OMbITAa B paMKaX MPOQPECCHOHATIBHOTO MOAYJIS.
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4.4. KaapoBoe o0ecnieuenne 00pa3oBaTeibHOI0 nmpouecca

PykoBOZICTBO IPOM3BOJACTBEHHOM IPAKTUKOW OCYIIECTBIIOT IPENOAABATENH, a
TaKkK€  pa0OTHHKM  NOpEeAnpuaATHid  (OpraHu3anuii),  3aKkperuiéHHbIE  3a
O0yJarOIIIMHUCS.

TpeboBanusi Kk KBadU(pUKALWK TEAATOTHYECKUX KaJPOB: HAIUYHME BBICIIETO
npoecCHOHaTbHOTO  00pa3oBaHUA IO MPOGUIIO0  CHEIMUATBHOCTH,  OTBIT
NEATETLHOCTH B OPTAaHU3AIUSAX COOTBETCTBYIOMIEH MTPOPEeCCHOHATEHOM ChEpHI.

HpCHOI[aBaTGJ'II/I IMOJIy4aroT AOIIOJIHUTCIIBHOC HpO(bGCCI/IOHaJ'ILHOC O6p3.30BaHI/IC I10
ImporpamMmamM IOBBIIICHUA KBaJII/I(I)I/IKaHI/II/I, B TOM YHCJIC B (bopMe CTAXXUPOBKHU B
HpO(bI/IJII)HI)IX opraHu3alnu:ax HE pCKE OJHOI'O pa3a B TpH roaa.
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5. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUA
MMPOT'PAMMBI TIPOU3BOJCTBEHHOM MPAKTUKH

PesyabTaTsl
®opmMbI U METOAbI KOHTPOJIS
(ocBOeHHBIE OcHOBHBIE ITOKA3aTEJIH O EHKH
U OLleHKH pPe3yJibTaToB
npogeccuoHaTbHbIE pe3yJbTara
o0yueHust
KOMIIETEHIIMH)
IIK 3.1. YcranaBiuBarh, — Hacrpausanue cetu ¢ Cnada oTyera 1o mpakTHKeE.
HaCTpauBaTh, BBICOKOHM CKOPOCTBIO M TOYHOCTBIO;

AKCILUTYaTUPOBATh U
00CITy>)KMBaTh TEXHUYECKUE U
IPOTPaMMHO-

anraparHble CpeaCcTBa
KOMITBFOTEPHBIX CETe

- CocraBnenue
PEKOMEHIALIMU 110 TOBBILIEHUIO
paboTOCIIOCOOHOCTH CETH;

- YMmeHnue BpIOUpaTh
TEXHOJIOTHYECKOE 000pyT0BaHUs
JUIsl HACTPOMKHU CETH;

- YMeHne pacCUUThIBaTh
BpeMs JUIsl HACTPOMKH CETH;

- YMeHue rpaMoTHO
0(QOpPMIISITh TEXHOJIOTHUECKYIO
JIOKYMEHTALUIO;

- Obecnieuenue
MH(pOPMaLMOHHON 0€30MacHOCTU
CETeM.

I1K 3.2. TIpoBoauth
npodumakTuIeckue padoTsl
Ha 00beKTax ceTeBoi nH¢pa-
CTPYKTYpBI U paboumnx
CTaHIIUAX

- YMEHHE aHaJIU3UPOBATh CBOKCTBA
CETH, UCXOJIS 3 €€ CIYKEOHOTO
Ha3HAUYCHHS;

— CocraBneHue
PEKOMEHIAIMHU 110 TTOBBILIEHUO
TEXHOJIOTHYHOCTH CETH,

— BrinonHnenne MOHUTOPUHTA
¥ YMEHHUE aHaIIM3UPOBaTh paboTy
JIOKAJIbHOM CETH C IOMOIIILIO
MIPOrpaMMHBIX CPECTB,;

- Odopmnenue
TEXHOJIOTHYECKOU JIOKYMEHTAIIUH
— BrisiBiieHHE YSA3BUMBIX
MECT aTaKyeMOM CUCTEMBI,

— OO0ecIieueHUE 3aIIHUThI
JaHHBIX.

Cpnaua oTueTa Mo NpaKkTHKE.

1K 3.3. Okcrutyaranus
CEeTeBbIX KOH(PUTyparun

- YMeHHe aHaM3upOoBaTh
paIoHaIbHOCTh BEIOOpA CETEBBIX
KOH(UTypanui;

- YMmeHue BIOUpaTh
CIocoObl HACTPOMKH;

- BrisiBrienue, onpenenenue
U yCTpaHEHUE NOCIeACTBHSI cOOEB
U OTKa30B B paboTe ceTu;

- Boccranosnenue
PaboTOCIIOCOOHOCTH CETEBOM

UHPPACTPYKTYPHI.

Cnava otyera 1o NMpPaKkTHUKE.
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I1K 3.4. YuacTBOBath B
pa3paboTKe CXEMBI
nociieaBapuitHOro
BOCCTAHOBJICHHUSI
paboTOCIIOCOOHOCTH
KOMITBIOTEPHOU CETH,
BBITOJIHATH BOCCTAHOBIJICHUE U
pe3epBHOE

KOIUpOBaHUE MHPOPMAIIH.

— YMeHue aHanmu3upoBaTh
paIMOHAILHOCTh BHIOOPA CETEBBIX
KOH(UTypanui;

- YMeHue BeIOUpaTh
CHOCOOBI HACTPOUKH;

— BrisiBnenue, onpeneneHue
U YCTpaHEHHE TIOCIIEICTBHS cOOEB
U OTKa30B B paboTe CeTH;

- Boccranosnenne
paboTOCIOCOOHOCTH CETeBOM

UH(QPACTPYKTYPBHI.

Cnada otyera 1o mpakTHKeE.

IIK 3.5. Opranu3oBbIBaTh
WMHBEHTapU3al1io
TEXHUUYECKUX CPEICTB CETEBOM
UH(QPaCTPYKTYpBHI,
OCYIIECTBIISITH KOHTPOJIb
000pyI0BaHUs MTOCIIE €TO
peMoHTa

— YMeHnue BeIOUpaTh u
MCIIOJIb30BaTh MaKEeThI
MIPHUKJIATHBIX TIPOTPaAMM IS
pa3paboTKu KOHCTPYKTOPCKOM
JIOKYMEHTAITUU ¥ MPOCKTHPOBAHUS
TEXHOJIOTUYECKHX MPOIIECCOB;

- YMeHHe OpraHu30BbIBaTh
Oecriepe0oitHy0 paboTy CHCTEMBI
M0 PE3ePBHOMY KOTHPOBAHUIO;

- Boccranosnenne
paboTOCTIOCOOHOCTH CETH TOCIe
cbost

Cnaqa OT4YCTa I10 IMMPAKTHUKCE.

I1K 3.6. BeinonHsATh 3aMeHy
PacxXoAHbIX MaTEPHATIOB U
MEJIKHA PEMOHT
nepupepuiHoro
00opyIoBaHu,

OIPEACIIATh yCTapeBIlIEe
obopynoBaHue u
IIPOrPaMMHBIE CPEICTBA
ceTeBOl MHQPACTPYKTYpHI

— YMeHue BeIOUpaTh u
UCTIOJIb30BATh TTAKETHI
MPUKJIAAHBIX [TPpOrpamMm IJid
pa3paboTKu KOHCTPYKTOPCKOM
JOKYMCHTAIIUU U ITPOCKTUPOBAHUA
TEXHOJIOTUYECKHX MPOIIECCOB;

- Odopmienune TeXxHUUECKOU
JIOKyMEHTAITU!

Cﬂaqa OT4YCTa I10 IMPAKTHUKCE.

Pe3yabTarnl
(ocBoeHHBIE 001IIHE
KOMIIETEHIIMH)

OcHOBHBIE TOKA3ATEJIH
OIIEHKH pe3yJbTaTa

®opMbI U METOABI
KOHTPOJIS1 M OLICHKHU
pe3yJbTaTOB 00yUYeHUs

OK 1. [ToHumathp CymHOCTh U

COIMAJIbHYIO 3HAYUMOCTh CBOEH
Oymayuieit npodeccuu, mposSBIATH

K HEM YCTOMYMBBIA HHTEPEC.

- yuacTtue B paboTe HayyHO-
CTYJICHUYECKHUX OOIIECTB,
-BBICTYIUICHUS Ha HAyYHO-
MPaKTHYECKUX
KOH(epeHIHsIX,

- Y4acCTHE BO BHEYPOUHOU
NesITeIbHOCTH CBS3aHHON C
Oynymeit
npodeccueit/cnennanbHOCThIO
(KOHKYPCBI
poeCCHOHATBLHOTO

Crmaua otuera o
MPOU3BOJACTBEHHOMN
MpaKkTUKeE
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MacTepCTBa, BHICTABKH U T.I1.)
- BBICOKHE IOKa3aTeIn

MIPOU3BOJICTBEHHOM

NeSATETbHOCTH
OK 2. Oprann3oBbIBaTh - BBIOOp U IPUMEHEHHE Cnaua otyera 1o
COOCTBEHHYIO JeSITEIHHOCTD, METOJIOB U MIPOU3BOJICTBEHHOMN
BBIOMpATH TUIIOBbIE METO/IbI U Crnioco0oB perieHus MIPaKTHKE

CTOCOOBI BBIITOJTHEHHS
npodeccHoHaIbHbIX 3a/1a4,
OLIEHUBATh UX YPPEKTUBHOCTD U
Ka4ecTBO.

npodecCHOHANBHBIX 3a]1ad,
orieHKa UX 3P(HEKTUBHOCTH U
KayecTBa

OK 3. IIpuHMMaTh pemeHus B
CTaH/IapPTHBIX U HECTAaHIAPTHBIX
CUTYalUsAX M HECTU 33 HUX
OTBETCTBEHHOCTh

- aHanM3 Po(heCCUOHATLHBIX
CUTYyallUH;

-pellieHUe CTaHIAPTHBIX U
HECTaHapTHBIX
npoecCHOHABLHBIX 3a7a4

Craua oryera 110
IIPOU3BOJICTBEHHOM
[IPaKTUKE

OK 4. OcymiecTBiaTh MOUCK U
UCIIOJIb30BaHUE HH(DOpMAITUH,
HeoOXxoauMoi 1715t 9PpPEeKTUBHOTO
BBINOJIHEHUS TPO(HECCHOHAIBHBIX
3a/1a4, Tpo(ecCHOHATBLHOTO U
JMYHOCTHOTO PAa3BUTHS.

-3 PeKTUBHBII TOUCK
HE0O0X0UMOM MH(POPMAIIHH;
-HCIIOJIH30BAHKE PA3TMIHBIX
WMCTOYHUKOB, BKITIOYAs
ANEKTPOHHBIC

[Ipu n3yuenuu
TEOPETUIECKOT0 MaTeprasa u
MIPOXOKJICHUH PA3IHUHBIX
3TaIoB NPOU3BOJCTBEHHON
MIPaKTUKU

Crmaua oryera 110
IIPOU3BO/ICTBEHHOM
[IPaKTUKE

OK 5. Ucnonb3oBarth
MH(pOPMAaIMOHHO-
KOMMYHHUKAIIHOHHBIE TEXHOJIOTUU
B

npo¢ecCuOHAITBHON
JesITeTbHOCTH.

- HCTIOJIb30BaHHUE B
MIPOU3BOJICTBEHHOM H
npogecCuoHaNTbHON
JESITeIbHOCTH Pa3JInIHBIX
BHUJI0B IIPOrPaMMHOI0O
oOecrneueHsl, B TOM YHCIIE
CIENUAIBHOTO, TPU
oopMIICHUN U TIpE3CHTAITUU
BCEX BUJIOB padOT

Crmaua oryera 110
MIPOU3BOJICTBEHHOU
[IPaKTUKE

OK 6. PaboTath B KOJJIEKTHUBE U
KoMaHjie, 3 (HEKTUBHO 00IIATHCA
C KOJJIETaMU, PYKOBOJICTBOM,
MOTPEOUTENSIMHU.

B3aumoneiicteue:

- ¢ 00yYaIOIMUMHUCS TIPU
BBINIOJTHEHUM KOJUIEKTHBHBIX
3a/1aHul (IPOEKTOB),

- C IIpenoAaBaTeisiMy,
MacTepaMu B Xo0Jie 00y4YeHus,
- C IOTPEOUTEISIMH U
KOJUIETaMH B X0J1€
ITPOU3BOJICTBEHHON IPAKTUKHU

Crmaua oTtyera o
MPOU3BOJACTBEHHOMN
MpaKkTUKeE

OK 7. bpatb Ha cebst
OTBETCTBEHHOCTH 3a paboTy
YJIEHOB KOMaH bl
(MOQYMHEHHBIX), 3a PE3yJIbTAT
BBIITOJIHEHUS 3aJaHUN

- caMOaHaJlu3 U KOppeKLus
pe3yabTaToOB COOCTBEHHOM
ACATCIIBHOCTU ITPpU
BBITIOJTHEHUH KOJUIEKTUBHBIX
3a/1aHui (MIPOEKTOB),
-OTBCTCTBCHHOCTD 3a
pe3yJIbTaT BBITOJHEHUS

Cnada otueTa 110
MIPOU3BOJCTBEHHOMN
MIPAKTHUKE
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3aJaHUMN.

OK 8. CamocTosITensHO
OIPEICISITh 3a1a41
npodeccHoHaTBEHOTO U
JMYHOCTHOTO Pa3BUTHS,
3aHUMAThCs CaMOOOPa30BaHUEM,
OCO3HaHHO IJIAHUPOBAThH
IIOBBIIIICHUEC KBaJ'II/I(bI/IKaI_[I/II/I

- HHaHI/IpOBaHI/Ie 148
KauyeCTBEHHOE BELITIOJTHEHHIE
3aJaHuM JJIsd
CaMOCTOSTEIIbHON paboThI
MIpU U3YYECHUH

TCOPECTUUCCKOro MaTrcpualia u

MPOXOKACHUHN PA3JIMIHBIX
3TaroB MIPOU3BOJICTBEHHOM
MPAKTUKH ;

- OIIpeJIeIeHHE ITAMOB U
coJiepkaHusl paboThI 11O
peanuzanuu
caMm000pa3oBaHUs

Craua oryera 110
IIPOU3BOJICTBEHHOM
MIPAKTUKE

OK 9. OpuentupoBarbcs B
YCJIOBHUSIX YaCTOW CMEHBI
TEXHOJIOTUH B
npodeccnoHaTEHOM
JeSITEIbHOCTH.

- aJlanTaIus K
HU3MCHAIOIUMCA YCIIOBHUAM
npodecCHOHATBHOM
JeSITeIIbHOCTH;
-[IPOSIBJICHHE
npodeccnoHaTbHOM
MaHEBPEHHOCTH TPH
MPOXOXKACHUHN PA3JIMIHBIX
3TAIOB MPOU3BOICTBEHHON
NIPAKTHKU
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